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INTHE
UINTTED STATES DISIRICT COURT
FOR THE DISTRICT OF CONNFFCTICUT

)
S )
AMERICAN CIVIL LIBERTH-S UNION; )
AMERICAN CIVIL LIBERTTES TINTON )
FOUINDATION, ]

) FILED UNDER SEAL
Plamtiffs, }
)

v ) Civib Action Neo 5:05CV 1256 1CH

)
ALBERTO GONZALES i his offioad capaaity )
as Attorney General of the United States; )
ROBERT MUELLER, m s offical capaciy as )
Director of the Federal Bureau of [nvestipation; )
i his official capacity as )
) Federal Burcaw of )
Investipation, )
)
Defendants. )
e — )

DECTHARATION OF DAVID W SZADY

DAVID W SZADY, pursuant to 28 U.S.C 6 1740, declares the jollowing under penahty
of perjpury

I Fam the Assstant Director of the Countermtelhgence Iivision of the Federal
Bureau of Investigation (“"FBI™), United States Department of Justice. 1 have served in this
posinon smee March 2002, As pant of my official duties, 1 am responsible for coordinaung and
supervising various counter-intelhgence ond counter-terrorisim operations of the FBL Tieportto
the FBI’s Executive Assistant Dircctor for Counter-terronism and Countenintelhgence.

2 Fhave over 20 vears of service with the FBI mclading 25 years expencnce i

cspronnee and foresen counterntellivence mvestigations . During my carcer. | have served as
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Assistant Speeiel Agent in Charge of the FBI's San Francisco Division with responsibility for
forcipn counterintethipence and teronia programs, end as chiet of the Central Imelpence
Apency's (TCLAT) Countermtelligence Center's Counterespionage Group,

A Fmske tis declaration in support of the Government's oppesition to plaintufl’s
motor for a premmmary mpuncton m connecuon with the above-capnioned action, nuwhich
plaintiffs challenge the constitunonality of 18 HLS.C0§ 2709 That statute authornizes the FB o
request certain records through what are referred 10 as "National Security Letters™ ("NSLs"), from
wire and clectronic communication service providers

The Nature of Foreign Intelligence and Counter-Terrorism Investigations and the Need for

Secrecy in Conducting Such Investigations

4. As aathonzed i Executive Order 12533 {entitded "Unned States Intellipence
Activities™), the FBI s the federal agencey charged with primary authority to conduct counter-
mtelipence and counter-terrornism investigations 1 the tnited States. Sce Exee Order No
1783 P I A0 Fed Rey 59941 (Dee 18R T ke Dhrecter of the FBE shall - [whthin
the United States conduct countenmtelligence and ceordinate countenintelhgence acuvities of
other agencies within the Intellipence Community ") The Executive Order broadly defines
“counterintelligence” to encompass mformation pathered and activities conducted to protect
against, among other things, espionage, other intellipence acuvites, and mternational terronst

activities. Jd. § 3.40a)."

Irxecunve Qrder 12533 15 the primary Exccutive Branch authonty for intelligence
activities condueted by the Unned States Intelligence Community 1t establishes goals for the
collecnon of intelhgence informuation; assigns responsibilities among the various intelhpence
compenents: presertbes what information may be collected, setamed and dissemimated: and
(contimucd )
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R The Lxcecutive Order also charges the FB] with conducting countermtellipence
activities owterde the United States i coordmation with the LA Seead ¢ 1.14(h) The
Fxccutive Order further charges the FBEwith watlyn the United States, supporting toreipn
mtelhgence collection requirements of other apencies of the Intelligence Commumity upoen
request. Seead, § 1 H{c).

0. The United States government 1s conducting extensive, world-wide mvestigations
into threats, conspiracics, and atiempts to perpetrate terrenst acts and foreign intelhigence
operations against the Uhited States and its interests abroad. The FBY has been acuvely
conducting 1ts mvestpations in comunction with other federal, state and Jocal agenaies.
Approximately two thousand five hundred FBI apents are enpaged inan unprecedented
worldwide eftort to prevent tersorst attacks by apprehending those responsible for past attacks
and by detecting, disrupting, and dismantling terronist organizations.

/. As the tragic events of September 11, 2001 demenstrated, the catastrophic damage
and Joss of hfe that recult from tervonist attacks carmned cut by imtesnational terronst orgamzations
such as al Qaeda present an unparalleled threat 1o owr national secunty. Terrorists may plan theiy
attacks m secret for vears, and then execute therr plan with devestating results. The 1dentification
and mterdiction of those who plan to conunit terronist acts or foreign intellipence operations has
hecome the FBEs most npmportant smssion.

8 Counternntelligence and counter-terrorism mvestipations are different m key

respects from raditional crmunst investipations. The primary objective of such mvestipations s

{conimued}

prescribes or prosesthes certn techimuoues that may or may not be used 1o collect imtelipence
mfornnation
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not to gather evidence for prosecution of past erimes. but rather to disrupt end mterdiet
clandestine mtelligence activitres and werrorist acts belore they occur. Countenmtelhipence and
counter-terronisinvestigations are thus forward fooking,and often lonp ranpe. In addition,
because foreign intethpgence and mternational terronst orgamzations often have many joyers and
conspirators, one of the goals of countenntelliipence and counter-terrorism mvestipations 1s 1o
wdentify as many partcipants as possible.

9. Accordingly, secrecy i cenducting sueh foreign countenintelligence and counter-
terrortsmonvestigations s cssential. Hotargets earn that they are the subjects of mvestigation,
thevy will hikely take action to avoid detection or to disrupt the Government's intelligence
catherme. This could mclude the tirget's abscondment. destruction of damaging evidence,
creation of false evidence, or use of different methods of commumication,

10. It1s alse essential that foreign intelligence and terrorist organizations not leam the
ccope, Tocus, or progress of anv particuler investipation. Armed with such knowledge, these
orpamzations coutd take action o avord further detection or to subvert the Government's
attempts to thwart any particular plenned terronist act or clandestine mtelligence operations. For
example, if a terronist or foreign intelhizence organiziton learns that a parucular operative has
hecome the tarpet of anmvestigation, the organization may substitute that person with a different
operative. Similarly if @ terronst or foreign antelhgence organization fearns that an investigat;on
has uncovered the proposed Tocation or tnang of a planned terrorist attack or clandestine
mteligence activiiy, the orgemzation may alter the iceation or tming. Terronst and foreign
counterintellipence orgamzations alse benefit from Teaming what the Government does not yet

know, emboldemne orpanizations to actand to accelerate ther plans before the Government
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identifies them

BN Ihe need for seerecy continues even after a prece ef information has been used
apamst a particular terget. [T ihe method or source by which the IF'BEobtined the mformation
remains secret, the seme information can be used iy the future against addibonal targets. By
precerving the seereey of suchanfornmation, the FRI prevents wenrorist proups ind foreipn
itellipence orgamzations from adpusting therr actions to avord deection and preserves the utihty
of this information for future invesugatons. Often, the usefulness of such informatien agamst
additional targets 1s not pnmediately known, and becemes apparent only as addional
information 1s acquired. For this reasen, 1t s nmportant to preserve the seerecv of intelhigence
acquired mn counter-terronsny mvestigations even where the inportance of the informaton s not
immediztely apparent -- 1t usefulness may become apparent enly later.

12. As the FBI has determined through its past and ongomg counter-terrorism and
ceunterintelligence nvestipations, terronst and foreign mtelthgence erpanizations have the
sophisncanion and capabihity to closely analyze pubhicly available mformation concerning the
United States’ miclligence gathering actuvities. Terronst and foreign intelligence organizatons
can and do piece topether pubhely available information - sometimes scemingly mnocuous
details standing on their own -- to determine the scope, focus, and progress of ongeing counter-
terronsm or countermtellipence investigations, and can thereafter use such mformation to
crramnvent and disropt the imvestipations.

13 Although some general mformation about hew the Urnited States conduets 1ty
mvestipetions s publichy avaable 1ts essential that terronst and foreipn countenmtelhipence

oreamzations vot lewmn exactly bow the Government uses iis investipative teols in particala
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cases Agaimn, even seemingly mnocuous detals about the Government's use of @ particular
mvestipative teol can be preced together by terronst oy foreign intelhpence arpamzanons to
determine putterns and methods of inptelligence cathenng. Armed with such ifonmauon, thicse
organtzations can 1atfor theyr activities to averd detecton i future mvestipations

and to explont

»

anv perecived weaknessee of cur micllipence pathenng capabilitics
The Use of NSLs in Forcign Counterintelligence and Counter-Terrorism Investigations

14 An NSE issued under 18 ULS C. € 2709 15 one of the teols avarlable to the FBE for

conducting its foreign countermtellipence and counter-tenronism vestigations.

The IBI's pastand ongamg counter-terronsm and foreipn countenintellipence
imvestipanons hirve reveated that clectronme communications play a vital role i advancing
rerronst and foreipn mtelhgence activity and operations. Members and agents of intermanonal
terrorist netwarks and forergn intelligence organizanoens use electronic communication services
to communcate with each other and to plot future terronst attacks and clandestine mtellipence
activities. They also use clectrenic commucation services to build and support their

organizations, and to disseninate propapganda.

16 18NS ¢ § 2709 authonzes the FBY 1o reguest from wire or clectronic
communication service providers certain records pertaining 1o their subseribers. Specifically, the
stotute authorizes the FBI to request subsceriber imformation (including the name, address and
fength of service of aperson or entity recenving serviees). toll bithng records, and electronie
communication transactional records pertaining to an account. The statute, however, does not

aunthenize the FBIto obtan the content of anv communication, including the sebrect hine. that the

G-
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subseniber sends or recerves through the provider's services

17 As a prerequastte to the FRE1ssumg an NS pursuant to 18 UL.S € € 2709 the
Director of the FBI or his desipnee i a positien net jower than Deputy Assistant Director at FBI
Headguarters or Special Agentn Charge in an FBI field ofhice designated by the Director must
certitfy imwriting that the records songht are refevant 1o an authorized mvestipation 1o protect
apainstinternational terrorism or clandestine miellipence activities. 18 U.S.C. § 2709(h).
Further, i accordance with the statute, the certification of the Directer or his designee must state
that the underhving mvestigation is not conducted solety on the bhasis of activities protected by the

First Ammendment of the Consttution of the United States. [d.
Risks Associated With Disclosure of NSEs

18 TR UEN.C0§ 2709(¢) prohibits any wire or electronic communication service
provider (or its agent) from disclosing to any persen that the FB1 has sought or obtained access 1o
imformation or records under the statute

~

19 The broad non-disclosure provistion in § 2709(c) 15 critical to ensure the integnty
and efficacy of foreign countermtellipence and counter-terronsm investigations. Disclosure of
the I'BI's 1ssuance or use of a particular NSI could compromise countenintellipence and counter-
terrorism investigations in a variety of ways

20 hisclosure of & particular NS seeking mformation about a person who s the
tarpet of a counter-terrenism or countermtelligence imvestipation could alert the target that he or
she 1s being mvestgated by the I'BL. The target could then take action te averd further

pivestivation o to dissupt the enpomp imvestipation. For examplie, the target could stop vsing the

s
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particnler communication services related to the NSLthereby mmpeding the FRI's ability to
monitor his or her activities and to identify other co-conspuators with whom the tarpet s
correspentimgp. The tarpet could also destroy evidence of terrorist or espronage achivity, or
menufacture false evidence 1o “throw the IFBY off the uail™ and wmpede the investigation. 1f
focated my the Vinrted States the tarpet could flee the country betore the Government has pethered
sufficient evadence to pursue enmunal charges, 1t elects to do so. The targer could alse warn
other co-conspirators about the FBI's invesugation, allowimg those co-conspirators to take action
to avoid detection or to disruptintelhigence gathering acuvities. Psclosure of the NSI could
also allow the target to discern what spectfic mfermation the FBI knows about him or her. With
such mivrmation. the tarpet could tlor any statements he or she makes 1o the FBI o what he or

she believes that the FBE already knows.

21 Disclosure of a particular NS seeking information abeut a person who s the
jarpet of a counter-terronsm or countenmtellipence mvestigation could also allow terronst and
forerpn mtelheence orgenizatons to know that a particular operative 5s under investigation.
Armed with that information, these orgamzatons could substitute another operative for the
target, warn operatives who are i contact with the target that they may also be the targets of
investigation, or use the target to disseminate false information to thwart the FBI's investigation
22 Evenif an NST seeks mformation about a person who is not the direct target of an
FBE investipation. disclosure of the NS could allow the persen to wamn others (particulariy those
behieved 1o be possible targets of a counter-terrorism or countenimtellipence investipation) about

the NST L Such notheation could Tead the target to discern that the FBI s investigating hiny on

_K-
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25, indecd in eriminal investigations, the FBL often 15 fnced with the dilernma of
whether o pursue an mvestigative Tead with athird party witness, gaiven the nisk that the third
party mayv notfy the target of the FBI'snvestiganon. On many occasions, dunng the coven
phase of annvestigation. the BT forpoes pursuing mvestigative Jeads with third parties prlc*cjwly
because the risk of notice to the tarpet s too great. The non-disclosure provision in § 2709(0)
ensures that, m foreign counterintelligence and counter-terronsim mvesugations, the 1 is not
forced te choose between pursuing refevant information frem a third party and risking

notification to a target of the ivestigation.

24 In addition, if an NSL seeks information abeut a person who is not the direct
trget of an FBEmvestgation, mamtaming the confidentiahty of the NSL gerves to protect that
person's interests. I that person s found to have no connection to espronage or terronst activity,
non-disclosure of the NSLL ensures that the person s not connected -- 1 the eyes of the pubhic -
to terrorist or counterintelligence activity. Nen-disclosure could thus save the person from pubhe

harassment and nsk of retahanon

25, Regardless of whether or not ajmrlicu]ar NSL seeks information about the direct
target of aninvestigation, disclosure of the particular NSIL - 10 combination with the disclosure
of other NSLs -- could allow terrorist and foreign intelligence orpanizations to piece together the
FBI's individual inquinies and to determine the scope, focus, and progress of particular counter-
terrorisim or countenntelhgence investipations. Terrorist and foresgn mtellipence orpamzations
could discern that the FBI 1s investigating particular planned terrorist acts or operauons that were
discussed through the communication services descnbed 1 the NSLs, and take action to thwart

the mvestipabon of those partieular planned acte and operations.
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20 Stmilarlyv repardless of whether or not a particunlar NSL seeks imnformation about
the dieet tarper of anvestipation, disclosure of anv particular NS - combination with the
disclosure of other NSLs - could alfow terronst or forergn countermielligence ergamzations to
discern our methods and capabilities of gatherimg evidence through NSLs. Apam, this

imfarnanon can be used to avord detection m other mvestigations

27, Public disclosure of any particular NS may also adversely impact diplomatic
relations with other countries. For example. disclosure of an NST could reveal the existence of
onyoing countermtellipence mvestizations targeung certasn countiies. As another example.
disclasure of an INST could jeopardize the confidentiality of an investigation in which other

countrics may be partic:pating only on the condinon that their paruicipation remain confidential

28, Disclosure of even seemingly non-sensitive information about a particular NSJ
can yeopardize the mtegrity of a counter-terrorism or counterintelligence investigation. As stated
chove terronist and foreipnontelhpence orgumzations have the capacity to piece together bits of
mformation that, in combination, can (1) reconstruct the scope; focus and propress of u particulur

mvestipation, or (2) demenstrate how the FBI gathers intelligence.

29, Animportant example of seeminply non-sensive imformation that might
jeopardize a counter-terrorism or countenintelligence mvestipation is the name of the recipient of
an NS A disclosure by a particular communication service provider that it has recerved an
NSL maey, onits own, seem inocuous, especiallyv if the provider does net name the specific
subject of the mauiry or the specific infonnation sought. However, a terronist or foreign

intetheerce ergamyzation with apenis using the senvice provider i question may ihereby Jeam
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1
h

which of it conpnunications are potentally compropnsed. and could mstruct ite apente net to
use. or e divifonmation wo such provaders. More broadiy. terronst proups and fereipn
mtelligence can use such information to keep track of how often particular providers receive
NSLs, and to avoid previders moest hkely to recerve such mquirtes, and thereby to screen therwr

activitivs from detection.

30. Disclosure of NSLs could also impair the FBI's ability to develop and maintam
mtelligence sources and assets and cooperating witnesses. The relationship between a source,
asset or cooperating witness and the FI31 s often based on a promise of confidentiality, including
the FBIEs assurance that hus or her identity wiall be kept anonymous and that he or she and his or
her famly will be safe. 1 2 source beheved that lus or her information would be used as
predication in o publiclv-available NSE ~ particularly of thatinformation were of such a singular
nature that its disclosure would 1dentify the source -- the source understandably could be
wwilhing to cooperate. Simnfurly, cooperating witnesses would sk being compromised, and
ther abtiity to mnfilrate and distupt terrenst and foreign intellipence orgamyations jeopardized.
For examyple, the nature of the perticular information sought in an NSL could permit these
orgamzations to deduce which of their members has decided to cooperate with the authorities,
Jeading not only to a change i tactics by the terrorists or foreign operatives but also to potential

reprisals agamst family members of the suspected cooperator,
Need for Continuing Non-Disclosure of NSLs

31 Regardless of whether the subject of an NSI remains the target of an ongoing

counter-terransm o countenntelheence imvestganon, the cnncal need for non-disclosure of
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NST s continues

372 Asnoted above, conntenntethpence and counter-terionsm mvestipalions are
forward-looking and often long range: unhke crmmimal investigations, their principal ehjective 1s
to prevent future clandestine wtelligence operations and terrorist attacks. Investupations move

!

Jom target to tupet. uncarthing the different bavers and conspirators of an jontermaitional terronst

or forergn countermtelligence orgamzation.

Thus, for example, even i the subject of an NSL were anrested and prosecuted,
that person mayv have been in communication with co-conspirators throueh the services desernbed
inthe NST. The FBI's NSL inguiry must remam confidential o ensure that co-conspirators do
not learn that the FBIs aware of the fuct that they communicated with the person about whom
infarmation was sought through the NSL. This speaific example reflects the general pomaple
mentioned above -- that mformation used against one target may become useful agamst
addmional tarpetsm the future 3 the source of this information remains unknown. Furthermore,
as mentioned above, the future unhty of such information often may become apparent only later
after addinonal miormation is learmned. As such there 1€ no natural “end-point” where such
mformation ceases to be usetul and the need for secreey disappears.

34, In addition. an NSL might have been issued based on mformation provided by a
confidential mformant; disclosure of the NSL at any time could fead to sdentification of the
confidential informant and retahaton sgamnst the informant andror his family.

35, Morcover, evenif the subject of an NS were arrested and prosecuted. itis erieal

thattemammyg terronst o forergnntelheence operanives not learm how the FBI pathers
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wtetheence. Data about the particutur ute of NSLs even m compleied mvestipanons - can
cducate different terronst and forerpp imtelhpence orgamzations about how 1o crrainnvent and

disrupt such mtelhigence gathering in the future,

I declare under pepalty of perjury that the forepeing 1s true and correct. Exccutedon
. ;

Aupust - {/ L 2005 m Washington, D.C.

oA _,:’,/ZZ,/{A.E <4
DAVID W SZADY
Assistant Director

Federal Burcau of Investipation
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EXHIBIT A
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U.S. Departaent of Justice

Federal Bureau of {avestigation

In Reply -
Fie No.

8

4
w -

‘X
;
i o
i |
H Under the authority of Executive Order 12333, dated December 4, 1981, and pursuani 1o
Title 18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby directed to

provide to the Federal Bureau of Investigation (FBI) any and all subscriber information, billing formatioa and
access logs of any person or eatity related to the following:

. In eccordance with Thie 18, US.C,, Section 2709(b), 1 certify that the inforrnation sought is
relevant to an authorized investigation to protect against international terrorism or clandestine intelligence
activities, and that such an javestization of a United States person is not conducted solely oa the basis of
activities protecied by the first amendment to the Coustitution of the United States.

You are further advised that Tide 18, U.S.C,, Section 270%(c), prehibits any officer,
employee or agent of yours from disclosing to any person that the FBI has sought or obtained access o
information or records under these provisions.

uested w0 e reco; sponsive to this request personelly to & represeatative
of the FBI of the records are re if available. Any
quesuons you have regardug this requast should be dirocted oaly to the Due to secunity

consideratioas, you should neither sead the records through the mail wor disclose the substance of this request in
any telephone conversation or electronic communication.

Your cooperation in this matier is greatly appeeciated.

Sicerel
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EXHIBIT B
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American Civil Fiberties Union: FBI Hses Patnot Actto Demand Information with No Ju... Page T of 3

URL" http:/lwww.aclu.org/SafeandFree/SafeandFree.cfm?iD=183578c=262

FBIl Uses Patriot Act to Demand Information with No Judicial Approval
From Organization with Library Records
August 25, 2005

NEW YORK -~ The American Civil Liberties Union today disclosed that the
FBI has used a controversial Patriot Act power to demand records from an
organization that possesses ‘“a wide array of sensitive information about
library patrons, including information about the reading materials borrowed
by library patrons and about Internet usage by library patrons.” The FBI
demand was disclosed in a new lawsuit filed in Connecticut, which remains
under a heavy FBI gag order.

FOR IMMEDIATE RELEASE
Contact: media@aclu.org

ACLU Seeks Emergency Court Order to Lift Gag As Congress Prepares to
Make Patriot Act Permanent

NEW YORK — The American Civil Liberties Union today disclosed that the FBI
has used a controversial Patriot Act power to demand records from an
organization that possesses “a wide array of sensitive information about library
patrons, including information about the reading materials borrowed by library
patrons and about Internet usage by library patrons.” The FBI demand was
disclosed in a new lawsuit filed in Connecticut, which remains under a heavy FBI
gag order.

The ACLU is seeking an emergency court A
order to lift the gag so that its client can 4 Sl o

. R R R ?tqups i }
participate in the public debate about the e BARY R Cope J PrUU

) . m—— o
Patriot Act as Congress prepares to R — N (>

reauthorize or amend it in September.

“Our client wants to tell the American public l — FREEDOM
about the dangers of allowing the FBI to AR - IS
demand library records without court e OVERDUE.

approval,” saild ACLU Associate Legal Director

Ann Beeson, the lead lawyer in the case. 'if ~ L€arn more about the

our client could speak, he could explain why ~ National Security L etters >>
Congress should adopt additional safeguards

that would hmit Patriot Act powers.”

htpiswww acluorg/news/NewsPoint.etm?iD 18957&e 262 8/29/2005
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American Civit Liberties Union: FBI Uses Patriot Act to Demand Information with No Ju... Page Z of 3

Papers reveal that the client, whose identity must remain a secret under the gag,
“strictly guards the confidentiality and privacy of its library and internet records.”
The client is a member of the American Library Association.

The lawsuit challenges the National Security Letter (NSL) provision of the Patriot
Act. which authorizes the FBI to demand a range of personal records without
court approval, such as the identity of a person who has visited a particular Web
site on a library computer, or who has engaged in anonymous speech on the
Internet. The Patriot Act dramatically expands the NSL power by permitting the
FBI to demand records of people who are not suspected of any wrongdoing.

The lawsuit, ACLU v. Gonzales, was filed on August 9, and is pending before
Judge Janet Hall of the U.S. District Court in Bridgeport, Connecticut. It names
as defendants Attorney General Alberto Gonzales, FBI Director Robert Mueller,
and an FBI official whose identity remains under seal. Both the national ACLU
and its Connecticut branch said they were forced to file the lawsuit initially under
seal to avoid penalties for violating the gag provision, which they are challenging
on First Amendment grounds.

The court has set an emergency hearing for Wednesday, August 31, 2005 on the
ACLU’s request to lift the gag.

Whether the Patriot Act has been used to obtain information about library patrons
has been a flashpoint in the Patriot Act debate. The government has repeatedly
dismissed the concerns of librarians that the act could force them to violate their
ethical responsibility to protect the privacy of hbrary users. Former Attorney
General John Ashcroft even called these concerns about the Patriot Act
“baseless hysteria.”

Congress is currently undertaking efforts to reauthorize the Patriot Act, with both
the House and Senate having passed different versions of legislation before
adjourning for the August recess. While the ACLU has not endorsed either bill, it
has said the Senate bill takes steps in the right direction.

“As Congress comes back to work out the differences in the House and Senate
bills to reauthorize the Patriot Act, a commitment to freedom must prevail,” said
Caroline Fredrickson, Director of the ACLU Washington Legislative Office. “The
more we learn about the Patriot Act, the clearer it is that too much power was
granted to the government, with too few safeguards against abuse. While neither
reauthorization bill is perfect, we call on Congress to use the Senate bill as its
guide as it reconsiders the Patriot Act.”

In an earlier ACLU lawsuit challenging the NSL power, a federal court issued a
landmark decision in September 2004 striking down the NSL statute, saying that

http/swww.aclu.orpnews/NewsPrint.efm 1D 18937 & ¢= 262 87292005
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Amerncan Civil Liberties Union: FBI Uses Patriot Act 1o Demand Information with No Ju... Page 3 of 3

"democracy abhors undue secrecy.” The court held that the NSL law violates the
First and Fourth Amendments, but allowed the law to stand while the government
is appealing the decision.

The United States Court of Appeals for the Second Circuit is expected to hear
the government’s appeal of that lawsuit this fall. The government recently asked
the court to delay the appeal while Congress debates reauthorization of the
Patriot Act. However, the ACLU opposes any delay, citing the need for urgent
court action so that its John Doe client in the first lawsuit can also participate in
the public debate.

“Judicial review Is a key part to our system of checks and balances,” said
Anthony D. Romero, Executive Director of the ACLU. "As we consider expanding
and extending the Patriot Act, this case shows us what might become routine if
we don't fix the law”

The ACLU has created a special Web page on its National Security Letter
hitigation, which includes links to today’'s legal papers, online at www aclu.org/nsl.

Attorneys in the case are Beeson, Jameel Jaffer and Melissa Goodman of the
national ACLU and Annette M. Lamoreaux of the ACLU of Connecticut.

The redacted version of the ACLU’s complaint is available online at:
http://www aclu.org/SafeandFree/SafeandFree.cfm?iD=18956&8¢c=262.

© ACLU, 125 Broad Street, 18th Floor New York, NY 10004 This is the
of the American Civil Liberties Union and the ACLU Foundation
Learn more about the distinction between these two components of the

User Agreement | Privacy Statement | FAQs

http/ www acluorgmews/NewsPrint.etm?1D - 18057 & ¢=262 87292005
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Pibvary Challenges FBI Reguest Page 1 of 2
washingtonpost.com Advecemes N
Library Challenges FBI Request [

Patriot Act Probis Detals of Lawsuit From Bemg RELIABLE COMMUNICATIONS

Released
eleas WHEN IT |
MATTERS MOST.

Friday, August 26, 2005 A1]
Learn more at our on-demand Webinar
A member of the American ibrary Assocration has “The Facts About IP Telephony” »
sued the Justice Department to challenpe an IFBI
demand for records, but the USA Patnot Act prolubits VA A
the plamtff from publicly disclosing 1ts 1dentity or A y

other details of the dispute, according to court COMMUNICATIONS

AT THE HEART OF BULINLIY '
documents released vesterday. ) |

The Iawsmit comes as Conpress prepares to enter final talks over renewal of the Patriot Act, a
counterterronsm aw that was overwhelmingly approved after Sept. 11, 2001 But parts of the law,
including provisions that could have an impact on hibraries. have since come under fire.

Justice Departiment and FBI officiuls have repeatedly declined to identify bow muny times Patnoet Act
related powers have been used to seek or obtam information from hbraries, but they have strongly urged
Congress not to Imut therr ability 1o do so.

The sunt, orngmally filed under seal m Connecticut on Aug. 9, focuses on the FBI's use of a document
called a "national secunty Jetter” (NSI.), which allows investigators to demand records without the
approval of ajudge and to prolmbit companies or mstitutions frem disclosing the request. Restrictions on
the FBBI's use of NSLswere loosened under the Patriot Act.

The idenuty of the nstitution. the records bemg sought and numecerous other detanls are edited out of the
public version of the complamt relcased by the Amencan Civil Liberties Union, whiclr 1s a party to the
Jawsunt

But the edited lawsmit reveals that the plamuflrs a member of the hbrarnes assoctation, that it provides
"cuculation and cataloginy of Bibrary matenals.” and that 1t allows "hbrary patrons . . . to scarch hbrary
colections and check the status of thewr accounts.” The complamnt also says the institution "provides
Internet access for use by staff and patrons” and that the FBI was seeking "subscriber information,
billimg mformation and access logs” related to an unidentified target.

Justice Department spokesian Brian Rochrkasse dechned to comment on the dispute because of the
pending htigatnon.

ACLU lawyer Ann Beeson said the group s asking the court 1o Iift a gag order that has beenimposed in
the case and said the dispute is directly relevant to the debate on Capitol 11}l over the Patniot Act

‘The House and Senate approved bills i July 1o renew or make parmanent 16 provisions of the Patnot
Actsetto expire at the end of the vear. Cnvil Tberties groups are particularlv opposed to the House
version. which, among other things, would aliow these who violate a vag order in connection with an
NS to be sentenced to as leng as five vears iy prison

hip:www washingtonpost.conrwp-dan contentarticle 200370825/ ARZ005082501696 . 0872872005
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3

Library Challenges I'BI Reqguest Page 2 of 2

"The most immediate concers we have 1s that 1f Congress pusses the JHouge version, our chent could
actually go oyl for participating 1o the Patriot Act debate” Beeson said

Patrice McDermott of the Amerrcan Fibrary Assocration sard the awsut "shows what we've been
saving all alopg: that the FBI s mdeed verv imteresied i hibranes”

Attorney General Alberto R. Gonzales said during Senate testimony in April that the Justice Department
"has noanterest m rummaging through the hbrary records or medical records of Amencans™ but that
"hibranes should not become safe havens” for terronists or other crimmals

Cronzales said at the nme that the FBE had never asked for records under a provision of the Patriot Act
known by critics as the "hbrary provision,” which allows the government to demand records from a
range of businesses, including hbraries, in itelhgence probes.

But that provision 1s separate from the one that governs the kind of letter used in the Connecticut case
Justice and FBI officials have repeatedly declined to say how many times such letters have been served
on anv kid ofinstitwtion, including hibranes.

Gonzales and FBI Director Robert S. Mueller HI have defended the government's need to obtain records
related to Internet use at public hibraries. FBEinvestigators found that some of the Sept. 11 hijackers
accessed the Internet at hibraries in Flonda and New Jersey

The government 1s currently appeahmg a separate deciston involving the ACHU 1in New York, where a
federal judpe ruled m September 2004 that the federal statute governing the use of national security
letters was unconsttutional.

Researcher Julie Tare conmibuted (o this report

< 2005 The Washmyton Post Company

Advertuising Links WNhet's this?

Save on Al Your Calls with Vonage
Vhen locking for local iegional 2né ong distance calling, use Vonage to make calls to all
50 states and Canaca. Gel voicemad, great internalional rates and more. Sign up today
L WWW VONEUE COMm

MyCashNow - $100 - $1,500 Overnignt
Payday Loan Casih goes m your account overniaht Very fow tees. Fast decisions Direct
depositis not requirec. No crecit checkh Confidential - secure

L wWww mycashnow com

. Refinance Rates Hit Record Lows
Get $150.0C0 loan tor $770 per month RRef:inance white rates are tow
WawW owenmybills com

http:/www washingtonpost. com/wp-dyvin'content/article/2005/08/ 25 ARZ005082501690 . 08/28:2005
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1. Usiap Patot Act, Demands Libiary's Records - New York Tones  http freraw nvtimes com 200508726/ polines P epatnot himl?papewin

The Now Pork Timrs

(AU AR TARSR S ¢ byl

Aupust 26 2008

1. B.1., Using Patriot Act. Demands Library’s Records
By FRICTICHTBI AL

WASHINGTON, Avg 25 - Using it expanded power under the anttesronsn faw known as the USA Painot Act, the F B.1 s demanding hibrars
records fromr a Connecicut instiiubion as pern of an imtcthgence mvesnganon, the Ammenean Conl Libernes Unton said Thursday
The dermand e the first confirmed

nstance in whrch the Federal Brrezo of Invesopauen hus csed the lea an s way, federat officals and the 2 ¢ 1 18

s power lo demand access 10 hbrary borrawmy records and other meeterial chownang reangy habite has been tie simpie most diviove

sard The povernme

esae 1 the debate over whiether Congress should extend key elements of e st afier s vea

Yecanse of federal

reev reqrements, the A C 14 sad at wac Faned fiom discloang the sdentite of the instinution or other maimn detads of the
Yureow's derand, bot court papers mdiczte that the tazget 15 a hbrany m the Bridgeport area

The A C LU aleading cnne of the Bush adnumistranon over the Patmot Actand :ts antierronsin policies, brought a lawsust on Aug 910 Federal
[nstrict Conrt in Bndgepont on behalt of the Connecucut msttunos. The switwas filed uncer seal anc names and other information were redacied 15 a
public version it relewsed Thursday

The A CL U sard st would seck an emergency order ailowing 11 to diccuss details of the cate pubhoiy A heanng has be

set for Wednesday in federal
constm Brelyepont

In the debate vver the future of the antiterronisn law, the adnumistiatuen has sard that st has noever weed the se—alled ibrary provision in the law . which
fzlic under Secuon 215 1o demand records from hbranes or bookselers

The A CL U smd that s the Connecoout case, the bureau wac usng 2 separale inveatiganye leol a wvpe of adrmumistratye subpoena known ¢ a ranepal
secunty Jetter, to getiecods related 1o hbizry panons, reading matenals and patrons’ use of 1he Internet

The bureat’s power to use nattonal secunty Jetters to demand records without a judge’s approsal was exparded under the antmenonsin law ] ast vear. a
federal yudpe ' Manhattian struck down pm1 ef the subpoenz provisien as unconsarenonal. i part because it allewed for no judicial overny
Jusnee Departmeritis appealing the rubing

v

but the

Antheny ). Romero, execunve director of the A C L U, said the demand for the Conrecticut ibrary records “shows that our supposed hysternia over the
Patnot Act wasn't so hvstencar after afl ”

"Tha inoa prme exanple of the povernment using 1t Patnot Act powess witheut any judical orasapht o pet senative mformanon on low abnding
Amencans.” M Remoro sid

Officis mihe Justice Depamment and the I B refused comument on the issue Tec suse sthinvelves pending hopanon But one povernment ofhozl,
speakanp on condiiien of anopyamiby because of the hinpation, casnencad a
Conrecncut

astreading oo much o the bureaw’s demand for the records m

Because the Jaw presents pubbo disclosure concerzing such demands for jecords, the official sosd "INot alb the facts hzve come out here. But nationa)
secunty deters are a ivginmate imveshipaive ool and 1o draw conclnsaions without krewirnig whet the underlbving, facts are. people have 1o be caretul

abont ther ™

Jhe letter fromithe F B, whach was incuded i the lawsint, sard the matenal benp sought was needed as pert of aninvestgahon "o proiect apaimst
miersal terrensm e clandeshine intelligence activines " The letter wormed that the recipent was prohibuted “from disclosing o any person that the F B ]
Las sought o1 obtaned access 10 informanon or tecords undes these provisions.”

The bawsurt sand the Connecacet ergamzation. which s a member of the Amencan Dibrary Assocrabon, “strictdy guards the confidentiabiy and pnvacy
of it hhvary and Inteniet records, and beheves 11 should not be forced to disciose such records without a showing of compelhing need and zppioval by a
Judge”

MWhile the annterronsm law 1 shill awang fimal reauthornzanern by Congress, both the Senate ans the Honce maved 1ast rnontn 1o extend ot least
terporartty the povernment’s power to demand bbrary records m terros

Lipantesugaions
Adninisiation ofhiaials have repeatedly emphasized that they have no intesest in myestganng the reading hatrts of faw-abrding Amencans
Byt the adnmunistraten has faced stong crucism from groups ke the Amencan Library Association, which relcased a survey of 1ts members :n June

e that b entorcement officials had contacted hranes & feast S04 bmes s
Tecnds

ce JO0T aath torm 2] and imfermal inquines ahout their intemal

Wbt UL The New Sork Ty

Q82872005 11 20 AM
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF CONNECTICUT

AMERICAN CIVIL LIBERTIES UNION, :

AMERICAN CIVIL LIBERTIES UNION i COMPLAINT FOR DECLARATORY

FOUNDATION, | AND INJUNCTIVE RELIEF

Plainttls, hd
' Civ. Action No.

- FILFD UNDER SEAL
ALBERTO GONZALES, in his official capacuy
as Attorney General of the United States; August 9, 2005
ROBERT MUELLER, in his official capacity as
e ederal Bureau of Investigation;
B his official capacity as
B Federal Bureau of

Investigation,

Defendants.

)
J

COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF

Liberties Union (ACLU), and the American Civil Liberties Union Foundation (ACLUF)

challenge the constitutionahity of 18 U.S.C. § 2709, a statute that avthorizes the Federal Bureau
of Investigation (FBI) 1o demand the disclosure of a wide range of sensitive and constitutionally
protected information, including the identity of a person who has borrowed particular books from
a public hibrary or who has engaged in anonymous speech on the Internet. See 18 U.S.C. § 2709
(“Section 2709, as amended by the USA PATRIOT Act, Pub. 1. 107-56, 115 Stat. 272 (Oct.
26, 2001) (“Patriot Act™). Ints current form, Section 2709 allows the FBI to issue such
demands to “electromic communication service providers” in the form of National Securiry

I etters (NSLs) without obtaining prior judicial approval; without demonstrating a compelting
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need to justify the production of constitutionally protected information; and without specifying
any means by which the recipient can contest the demand’s validity. Section 2709 also
permanently gags those served with NSLs from disclosing 1o any other person that the FI3)
sought or obtained wformation from them. Because Section 2709 was amended by the Patriot
Act to remove any requirement of individ:g!iled suspicion, the FBI may now use NSLs to

N ~

demand sensitive information about innocent people

2. Ir- an agent of defendantFBI served an NSL on plaintiﬂ"_

The NSL

direcrcd_lo disclose certain subscriber records and other sensitive
informaton. _Uiclly guards the confidentiality and privacy of its library and

Internet records, and believes 1t should not be forced 1o disclose such records without a showing

of compelling need and approval by a judge. Because the NSL gags— and its

counsel from “disclosing to any person” that the FBI has demanded information, plaintiffs have

filed this Complamnt imtially under seal.
3. Plaintiffs submit that Section 2709 is unconstitutional on its face and as applied.
PlaintifIs furthes submit that the gag provision is unconstitutionally vague, overbroad, and

mposes an unlawful prior restraint on speech. Plainuffs scek a declaration that Section 2709

violates the First, Fourth, and Fifth Amendments; an injunction prohibiting the FBI from seeking
to enforce the NSL served on—and an injunction prohibiting the ¥BY's further
use of Section 2709 against plaintiffs or others.
JURISDICTION AND VENUE
4 This case arises under the United States Constitution and the laws of the United

States and presents a federal question under Article HI of the United States Constitution and 28

[
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U.S.C. § 1331 The Court has authority to grant declaratory and injunctive rehief pursuant to the
Declaratory Judgment Act, 28 U.S.C. § 2201, er seq. The Court has authonity o award costs and
attorneys’ fees under 28 U.S.C. § 2412, Venue is proper n this district under 28 U.S.C.
§ 1391(c).

., PARTIES

X

L D - o s e st on -
czpacity as—of—ues on its own
behaif and on behalf of it |

6. Plaintitf ACLU is a nationwide, non-profit, non-partisan organization with more

than 400,000 members dedicated to the constitutional principles of liberty and equality. The
ACLU 15 a 501(c}4) orgamzation. The ACLU’s activities include lobbying Congress on
legislation that affects civil fiberties, analyzing and educating the public about such legislation,
and mobilizing ACLU members and activists to lobby their legislators to protect civil rights and
civil liberties. The ACLU sues on its own behalf and on behalf of its members.

7. Plamtff ACLUF is a 501(c)}(3) organization that educates the public about civil

liberties and that employs lawyers who provide legal representation free of charge in cases

involving civil liberties. As counsel t_md privy to the informnation
contained in the NSI. served on—iawyers employed by ACLUF are subject to

Section 2709’s gag provision.
8 Defendant Attorney General Alberto Gonzales heads the United States

Department of Justice (DOJ), which is the agency of the United States government responsible

)

I |
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for enforcement of federal criminal faws and domestic intelligence investipations. Defendant
Gonzales has ultisnate authority for supervising all of the operations and functions of the DOJ.
The DOJ includes the FBI, the agency authorized to use the Jaw challenged in this case.

9. Defendant Robert Mucller is the Director of the FBI and is responsible for

supervising all of that agency’s operations. The FBI is the agency authernized to use the law
A

N ~
1

challenged in this case.

Invcstigation_ Dcfendan-signcd rh—NSL.

STATUTORY LANGUAGE AT ISSUE

11 In its current form, as amended by the Patriot Act, Section 2709 authorizes the
FBI 10 issue NSLs ordering “electronic communication service providers” (ECSPs) to disclose
“subscriber information,” “toll billing records information,” and “electronic communication
transactional records” upon a certification that the information sought is “relevant to an
authorized investigation to protect against intemational terrorism or clandestine intelligence
activities.” Pub. L. 10756, Title V, § 505(a), 115 Stat. 365 (Oct. 26, 2001) (codified as 18
U.S.C. §2709).

12. An “electronic communication service” is “any service which provides 1o users
thercof the ability 1o send or receive wire or electronic communications.” fd. § 2510(15).

13. Section 2709 does not require the FBI to meet a probable cause or individualized
suspicion requirement of any kind before issuing an NSL.

14. Section 2709 does not require the FBI to obtain judicial euthorization before

issuing an NSL
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15. Section 2709 does not specify any means by which the reciptent of an NSL can
challenge the letter’s validity.

16. Section 2709 does not require the FBI 1o provide prior, contemporaneous, or post-
deprivation notice to an individual whose information ts demanded pursuant to an NSL served on
a third party, even if the information is cgnstitutionally protected.

~ -

17. Section 2709 includes z;‘ga'g provision that prohibits a person served with an NSL
from disclosing to any other person that the FBI has sought or obtained records. See 18 U.S.C.

§ 2709(c) (“No wire or electronic communication service provider, or officer, employee, or agent
thereof, shall disclose to any person that the [FBI] has sought or obtained access to information
or records under this section.”)

18. The gag provision, which on its face prohibits even consultation with counsel,
applies in every case, whether or not the government can demonstrate a need for secrecy. See id.

19.  The gag provision 1s indefinite and persists even afler any legitimate need for
secrecy has expired. See id.

20. Section 2709 is part of the Electronic Communicztions Privacy Act (CCPA),
which Congress enacted in 1986. See Pub. L. 99-508, Title 11, § 201{a], 100 Stat. 1867 (Oct 21,
1986) (codificd as 18 U.S.C. § 2510, ef seq.).

21 As originally enacted, Section 2709 could be uscd only against people suspected
of espionage. The onginal provision permitted the FBI to issue an NSL only if it could certify
that (i) the information sought was relevant to an authorized foreign counterintelligence
investigation; and (1) there were specific and articulable facts giving reason to believe that the

subject of the NSL. was a foreign powes or foreign agent. See 18 U S.C.§ 2709 (1988).
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22. In 1993, Congress relaxed the individuahzed suspicion requirement. 1t authorized
the FBI to issue an NSL if it could certify that (1) the information sought was relevant to an
authorized foreign counterintelligence nvestigation; and (i) there were specific and articulable
facts giving reason to believe that either (a) the subject of the NSL was a foreign power or

foreign agent, or (b} the subject had communicated with a person engaged in international
~

N -

terrorism or with a foreign agent or pov‘vcr “under circumst;nces giving reason to behieve that the
communication concerned intemational terrorisin.” See Pub. L. 103-142, 107 Stat. 1491 (Nov.
17, 1993).

23. In adopting the 1993 amendments, Congress recognized that “‘the national w
security letter is an extraordinary device,” as it is “'[e}xempt from the judicial scrutiny normally
required for compulsory process.” See H.Rep. 103-46 (Mar. 29, 1993).

24. In 2001, through the Patriot Act, Congress further expanded Section 2709 by
deleting the individualized suspicton sequirement altogether. See Pub. L. 107-56, Title V,

§ 505(a), 115 Stat. 365 (Oct. 26, 2001).

25. As aresult of the Patriot Act, the FBI may now use NSLs to obtain sensitive
information about innocent individuals who have no connection to espionage or teyrorism. See
18 U.S.C. § 2709(b).

FACTUAL BACKGROUND

inform him that the FBI would be serving an NSL on [ NG :

not describe the substance of the letter, and did not norif)_about the NSL’s non-

disclosure provision. _askcd-who could recerve service of the NSL,
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nnd_told him tha

receive service.

27. On_and anothcr-de]ivcxcd the NSL
(hcrcinaﬂer_NSL"), a copy of which is attached hereto, tc—
DS DERRE ' i, »bich is e MR o» 75!
S
letterhead and signed by dcfendanl— FB]_
28. Th—NSL states Ihat_is “hereby directed to

provide to the Federal Bureau ef investigation (FBI) any and all subscriber information, billing

information and access logs of any person or entity related to the following:-

29. Thc-lSL includes a certification that “the information sought

is relevant to an authorized investigation to protect against international terrorism or clandestine
itelligence activities.”

30.  The]J I s si2tcs. “You are further advised that Titic 18,
U.S.C., Section 2709{c), prohibits any officer, employee or agent of vours from disclosing to any
persoﬁ that the FBI has sought or obtained access to information or records under these

provisions.”

3L Th— NSL further states, “You are requested to provide records
responsive to this request personally to a representative of th—of the FBI.

Electronic versions of the records are requested, if available. Any questions you have regarding

this request should be directed only to thc_Duc to security

considerations, you should neither send the records through the mail nor disclose the substance
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of this request in any telephone conversation or electronic communication.” (Emphasis in

original)

32. ﬂ)e_NSL does not specify any procedure by which_
_c:m challenge the validity of the NSL.
33 -Old _ha! he would like to consult an attorney about
the NSL, and —told—to have the attorney call him.

o[—compliancc with the NSL. -informcd _lhat

—had retained counsel and to direct further inquiries to counsel.

35 Section 2709 authorizes the FBI to use NSLs to demand information from a
variety of for-profit and not-for-profit entities that quahfy as “electronic communication service
providers” because they facilitate access to the Internet and other online services for subscribers,
clients, or members. Such entitics include not only what are commonly known as “Internet
service providers,” but also universities, businesses, public interest organizations, and public
libraries.

36.  Electronic communication service providers (“communication providers™)
maintain a range of sensitive information about their chients.

37.  Communication providers who provide chients with access to the Internet
maimain information that may include the client’s name, address, e-mail addresses, telephone
numbers, billing information, web sites visited, e-mail addresses with which the clvicm has
corresponded, or a list of web purchases.

38. Many people who communicate over the Internet do so anonymously or

pseudonymously. Those Interrct speakers who prefer to communicate anenymously are
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motivated by a variety of concemns. They may prefer anonymity because they fear retaliation or
reprisal; because the subjects they discuss are embarrassing, sensitive, or controversial; because
thev do not want to disclose personal facts about themselves; or because they fear that readers

would otherwise dismiss their speech because of their race or religion or because of some other

reason unrelated to the content of the spegch.
%

39. Many of those who engdge in enonymous or pscudonymous speech on the
Internet would engage in self-censorship if they were not confident that their anonymity could be
prescrved.

40 The vast majority of libraries around the country are “electronic communication
service providers” under Section 2709 because they use online services to track circulation and
cataloging of library matenals, to track patron borrowing, and to provide Internet access to
library patrons. As a result, hbraries maintain a wide range of sensitive information about the
rcading habits and Internet usage of library patrons.

41 Protecting hbrary patron privacy and confidentiality has lang been an integral pert
of the mission of libraries. The American Library Association, the oldest and largest library
assoctation in the world, with 64,000 members, recognizes that reader privacy is essential to the
exercise of free speech, free thought, and free association. In a hbrary, the right to privacy is the
right to open inquiry without having the subject of one’s interest examined or scrutinized by
others. Librarians recognize an ethical responsibility to protect the privacy of library users. The
ALA opposes “any use of governmental prerogatives that lead to the intimidation of individuals
or groups and discourages them from exercising the right of free expression guaranteed by the

First Amendment.” American Library Association, Policy 53 4, adopted Feb 2, 1973
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42 ALA has emphasized that “Libiaries are one of the great bulwarks of democracy.
They are living embodiments of the First Amendment bc_causc their collections include voices of
dissent as well as assent I .ibraries are impartial resources providing information on all points of
view, available to all persons repardless of origin, age, backgiound, or views. The role of
fibraries as such a resource must not be comproinised by an erosion of the privacy rights of

k]
library usces.” American Library Asséciation, Policy Concerning Confidentiality of Personally
Identifiable Information about Library Users, adopted June 2, 1991, amendcd June 307, 2004.

43, ALA passed a resolution recognizing that provisiens of the Patriot Act “increase
the likelthood that the activities of library users, including their use of computers to browse the
Web or access ¢-mail, may be under governunent surveillance without their knowledge or
consent.” The resolution “opposes any use of governmental power 1o suppress the free and open
exchange of knowledge and information to intimidate individuals exercising free inquiry,” and
asserts “[t]hat the American [ibrary Association considers sections of the USA Patriot Act [to
be] a present danger to the constitutional rights and privacy rights of library users.” American
Library Association, Resolution on the USA Patriot Act and Related Measures That Infringe on
the Rights of Library Users, adopted January 29, 2003.

44 Forty-eight starcs_ bave statutes that explicitly protect the

confidentiality of library rccords

prov‘dcs a number of services i—

10
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-circularion and cataloging of library materials, and to track community borrowing and bibrary

usage. Library patrons—search hibrary collections and check the status

of their accounts.

46. _also provides Intemet access for use by staff and patrons at

48. possess a wide array of sensitive information

about library patrons, including information about the reading matenals borrowed by hibrary

patrons and about Internet usage by library patrons.

-is a member of the American Library Association and abides

by its policies on the confidentiality of information about library patrons.

50. Section 270%(c) bas prcvcmed—from disclosing information
about the NSL. and this lawsuit to it R

51.  Section 2709(c) has prcvcmcd—from disclosing information
about the NSL and this lawsuit to | R ho vse iR

52.  Scction 2709(c) has prevented —from disclosing information

about the NSL and this lawsuit to other libraries, library service providers, and library

associations.

53. Section 2709(c) has prevcnted_from disclosing mformation

about the NSL and this lawsuit to the press and public.
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54. Section 2709(c) has prevented B8 B rom disclosing infoanation
about the NSL to Congress, which is currently considering legislation to amend or make
permanent Section 2709 and other provisions of the Patriot Act.

55. In part because of the secrecy surrounding the government’s implementaticn and
use of new surveillance powers, the new surveillance provisions of the Patriot Act have been the

~
subject of extraordinary public comro'}crsy. See, e.g., Loretta Waldman, Patriot Act's Future
Debated: 2 Republicans Have Different Views on Proposed Revisions, HARTFORD COURANT,
June 27,2005, at B1; David Lightwan, Civil Liberties Watchdog Debated, HARTFORD COURANT,
July 24,2005, at A1; A Starute of Liberty?. Patriot Act, Designed To Protect, May Also Pry,
NEWSDAY, August 3, 2005, at A10; Eric Lichtblau, Senator Faulls Briefing on Antiterrorism
Law, N.Y. TIMES, Apr. 13, 2005, at A17; Dana Priest, Panel Questions Patriotr Act Uses, WASH.
Post, Apr. 28, 2005, at A7, Provision in Patriot Act Is Rejected: Judge Curbs Access to Phone,
Web Data, THE BOSTON GLOBE, September 30, 2004, at A1; Editonal, Judicial Pushback,
WasH. Post, October 11, 2004, at A22; Hearing on the USA PATRIOT ACT Before the Senate
Select Commintee on Intelligence, 109th Congress (Apn) 27, 2005).

56. The question of whether the FBI has used Patniot Act provisions to obtain
information about library patrons has been of extraordinary interest in the library community, in
the media, and in Congress. See, e g, Adon M. Pallasch, U.S. Attorney 10 Debate ACLU Official
on Patriot Act Provision, CHICAGO SUN TIMES, Jun. 26, 2005 at pg. 32; Eric Lichtblau, Libraries
Say Yes, Officials Do Quiz Them Abour Users, N.Y . TIMES, Jun. 20, 2005 at AS; American
Library Association, Libraries and the USA Patriot Act Legistarion, at
http//www ala org/ala/pio/mediarelations/patriotactmedia htmy, Hearing on the USA PATRIOT

ACT Before the Senate Select Commitiee on intelligence, 109th Congress (Aprnil 27, 2005)
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57. Notwithstanding widespread public concern about the Patriot Act, the Department
of Justice has released very little information about the implementation and use of new
surveilfance powers.

58.  The Department of Justice has refused to disclose aggregate statistics indicating
the numbet of times that new surveillancg provisions, including Section 2709, have been used

~
since the passage of the Patriot Act )

59. In response to a Freedom of Information Act request subnutted by the ACLU and
other organizations in August 2002, the FBI released a document titled “Transactional Records
NSLs Since 10/26/2001,” which appears to list the ECPA NSLs 1ssued between October 26,
2001, and January 21, 2003. The five-page list is almost entirely redacted.

60. In the past few years, one of the core priorities of the ACLU and the ACLUF has
been 1o stem the backlash on civil liberties that has taken place 1n the name of national secunty.
In particular, the ACLU and the ACLUF have been the leading voice of opposition to certain
provisions of the Patrjot Act.

61 The ACLU has lcbbied Congress to repeal or amend parts of the Patriot Act and
has worked with community groups around the country to pass more than three hundred local
and seven state-wide resolutions opposing the Patriot Act.

62. The ACLUF has also litigated a number of cases involving the Patriot Act. The
ACLU filed two lawsuits under the Freedom of Information Act to obtain information about the
government’s use of the Patniot Act. The ACLU, ACLUF, and a John Doc plaintiff also
successfully challenged Section 2709 in another lawsuit, which is currently pending before the

Second Circuit Court of Appeals. In federal district court in Michigan, the ACLUF represents

plaintiffs in a pending facial challenge 10 the constitutionality of Section 215 of the Patriot Act,
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another provision that allows the FBI 10 demand personal records or things without first
establishing probable causc or providing any opportunity to challenge the demand before
comptiance. In addition, the ACLU filed an arnicus brief in the first case ever considered by the
Foreign Intelligence Surveiilance Court of Review, arguing that the Patriot Act’s expansion of
the FBI's intelligence wiretap authority iz unconstitutional

63, Through public cducan"'on:litigation, and lobbying efforts, the ACLLU and the
ACLUF have played a critical role in influencing the public debate over the Patriot Act.
Americans around the country are actively opposing the Patriot Act by lobbying their local, state,
and federal legislators. Members of Congress have now introduced numerous bills to amend
provisions of the Patriot Act.

64. Section 2709(c) has prevented the ACLU and the ACLUF from disclosing

information about thc_NSL and about this lawsuit to the press and public.

65, Section 270%c) has prevented the ACLU and the ACLUF from disclosing
information about lh—NSI, to Congress, which is currently considering
legisiation to amend or make permanent Section 2709 and other provisions of the Patriot Act.

66. The disclosure of information about the government’s use of Section 2709,
particularly its use against -would inform and influence the public and
congressional debate about the Patriot Act.

67. On September 28, 2004, a federal court in New York ruled that Section 2709
violated the First and Fourth Amendments, and enjoined the FBI from issuing National Security
Letters under Section 2709, or from enforcing the gag provisions of Section 2709(c). Doe v.
Ashcroft, 334 F.Supp.2d 471 (S.D.N.Y. 2004). The court stayed enforcement of its judgment

pending appeal. The case is curtently on appeal to the Second Circuit Court of Appeals.
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CAUSES OF ACTION
68. Section 2709 violates the First Amendment, on its face and as applied, by
categorically and permanently prohibiting any person from disclosing to any other person that
the FBI has sought or obtained information with an NSL.

69. Section 2709 violates the First Amendment, on 1ts face and as applied, by

-

authorizing the FBI to order the discloéurc of constitutionally protected information without
demonstrating a compelfing need for the information or tailoring the demand 10 the need

70. Section 2709 violates the First and Fourth Amendments, on its face and as
applied, by failing to specify any mechanism through which the recipient of an NSJ., can
challenge the letter’s vahdity.

71. Section 2709 violates the First, Fourth, and Fith Amendments, on its face and as
applied, by authorizing the FBI to order the disclosure of constitutionally protected information
without providing prior notice to individuals whose information is disclosed or requiring the
govermunent to justify the non-provision of notice on a case-by-case basts,

72. Section 2709 violates the Fifth Amendment, on its face and as applied, because it
15 unconstitutionally vague.

PRAYER FOR RELIEY
WHEREFORE Plaintifls respectfully request that the Court:
I. Declare that Section 2709 violates the First, Fourth, and Fifth Amendments to the
Uhited States Coastitution.

2. Permanently enjoin defendants from seeking to enforce thc—

NSL or from penalizing plaintiffs for failing to comply with it
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3. Permanently enjoin defendants from using Section 2709 aganst plaintffs or any

other person or entity.

4. Award plaintiffs fees and costs.
5 Grant such other and further relief as the Court decms Just and proper.
N ¥
~

ANNETTE M. LAMORFAUX

Local Counsel

{Connecticut Bar # 25769)

American Civil Liberties Union of
Connecticut Foundation

32 Grand St.

Hartford CT 06106

Ph: (860) 247-9823

Fax:(B60)728-0287

E-mail annettel@ecclu.org

August 8, 2005

Respectfully submitied,

ANN BEESON

Lead Antorney

JAMEEL JAFFER

MELISSA GOODMAN

American Civil Liberties Union
Foundation

National Legal Department

125 Broad Street, 18th Floor

New York, NY 10004

Ph: (212) 549-2500

Fax:(212) 549-2651

E-mail: annb@aclu.org




