UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

DOE; AMERICAN CIVIL LIBERTIES
UNION; and AMERICAN CIVIL
LIBERTIES UNION FOUNDATION

Plainuffs,

v, . 04 Civ. 2614 (VM)

ALBERTO GONZALES, in his official capacity
as Attormmey General of the United States; SEALED
ROBERT MUELLER, in his official capacity
as Director of the Federal Bureau of
Investigation; and MARION E. BOWMAN,
in his official capacity as Senior Counsel to
the Federal Bureau of Investigation,

Defendants.

DECLARATION OF GEORGE CHRISTIAN
1, George Christian, of Trumbull, Connecticut, do declare:
1. 1 curréntiy serve as the Executive Dircotor of Library Connection, Inc. (“Library
Clonnection™). | have been the Executive Director of Library Connection for three years.
2, { have a Bachelor of Arts degree in psychology from Trinity College. Ialso have
a Master of Arts degree in Business Administration and a Master of Arts degree in Usban
and Suburban Adminisiration from the University of Bridgeport, T have a professional
‘background in computer technology and software development.
3. Library Connection is a consoriium of twenty-six public and academic libraries
incorporated in Connecticut and located in Windsor, Connecticul, Library Connection’s
member libraries serve over 288,000 library-cardholders, as well as many other library

users who do not have library cards.



4. Library Connection provides a number of services to member Hbraries, Tt
administers :.-;n automated library system, which member libraries use for the cataloging
anid circulation of library materials, and to frack borrowing ﬁends and library usage.
Library patrons can also use the system to search library coliections, to reserve library
materials, and to check the status of their accounts. Library Connection also provides
telecommunications links to its member libraries and Internet access for use by staff and
patrons at nineteen of ils member Hbraries.

3. Library Connection and its members possess a wide array of sensitive information
about library patrons, including information about the teading materials borrowed by
library patrons and about the Internet usage of library patrons.

6. Library Connection maintains the borrowiﬁg history of all patrons at all its
member libraries. Library Connection and its member libraries have always felt that this
information is extremely private and confidential. The system has been configured so
that member library staffs only have access to information about items that are currently
on loan. Library Connection only retricves other information to resolve disputes between
patrons and libraries on whether materials have been returned and/or fines paid, or to
resolve apparent malfunctions in the system software.

7. Library Connection is 2 member of both the Connecticut Library Assaciation and
the American Library Association. Library Connection abides by the American Library
Association policies on the confidentiality of information about library patrons.
Protecting library patron privacy and confidentiality has long been an integral part of the
mission of libraries and of the American Library Association, the oldest and largest

library association in the world. The American Library Asgsociation, with 64,000



members, recognizes that reader privacy is essential to the exercise of free speech, free
thought, and free association. In a library, the right to privacy is the right to open inquiry
without having the subject of one’s interest examined or scrutinized by btllers. Librarians
and library staff recognize an ethical responsibility to protect the privacy of library users.
The ALA opposes “any use of governmental prerogatives that lead to the intimidation of
individuals or groups and discourages them from cxercising the night of free expression
guaranteed by the First Amendment.” American Library Association, Policy 53.4,
adopted Feb. 2, 1973,

8. I believe that libraries are places where people are and shouid be able to go to
access and explore information without the fear that others, especially the government,
will monitor what they are searching for. Based on my experience working in the library
community, I believe that many people nse libraries to find information that_is, to them,
highly sensitive, mnbanassing, or personal, such as information relating 1o health,
sexuality, cmployment, and political beliefs. I believe that a free society depends on
having spaces where people can explore various ideas, thoughts, and documents, both
paper and electronic, without anyone, and especially without the government keeping
track of what they are looking at. I believe that 2 lack of privacy in library records would
produce a chilling effect that would make people less willing 1o use or to trust public
{ibraries.

9. On July 13, 2005, Agent Aram A, Crandal] and another agent delivered a National
Security Letter to me at the Library Connection, The letter, which was dated May 19,

2005, was on FBI letterhead and signed by defendant Michael J. Wolf, Special Agent in



Charge, FBI New Haven Division. A copy of the letter is attached to this declaration as
Exhibit 1.

10.  The NSL served on Library Connection stated that Library Connection is “hereby
directed to provide to the Federal Bureau of Investigation (FBI) any and all subscriber
information, billing information and access logs of any person or entity related to the
following: 1P Address: 216.47.180.118, Date: 02/15/2005; Time: 16:00 to 16:45 (PM)
EST.” It included a certification that the information requested was part of an
international terrorism investigation or clandestine intelligence activities.

11.  The NSL served on Library Connection stated, “You are further advised that Title
18, U.S.C,, Section 2709(c), prohibits any officer, employee or agent of yours from
disclosing 1o any person that the FBI has sought or obtained access to information or
records under these provisions.”

12.  The NSL stated that Library Connection mﬁst comply with the government’s
demand. Library Connection strictly guards the confidentiality and privacy of its library
anr;i Internet records, and believes that it should not be forced 1o disclose such records
without a showing of compelling need and approval by a judge. Rather than immediately
providing the FBI with the information requested in the NSL, I contacted the American
Civil Liberties Union (“ACLU™) 10 determine what, if any, options were available to me.
13,  Priorto being.served with an NSL, I had no knowledge of the NSL power or the
fact that it could be used to demand library patron records without approval from a judge.
I also had no knowledge that the government could request library patron records under a

gag provision,



14, On Angust 9, 2005, Library Connection filed suit in the United States Digtrict
Court for the District of Connecticut, challenging the constitutionality of the gag order
and the validity of the NSL. Judge Hall pranted us a preliminary injunction but stayed
enforcement of the orde; pending the government’s appeal to the Second Cireuit Court of
Appeals. The Court of Appeals consolidated the Library Connection case with the
present case (which was concurrently on appeal) for purposes of the appeal. While both
cases were pending before the Second Cirenit, Congress substantially amended the
Patriot Act. In May 2006 the Second Circuit remanded the Library Connection case back
to the Connecticut District Court. At this time the District Court also [ifted the gag order,
after the government announced that it no longer intended to enforce it. On June 14,
2006, the FBI informed us that it was withdrawing the NSL.

15, The gag order in our case severely impacted my free speech rights and the rights
of my colleagues at Library Connection. Ibelieve that my experience with the gag
provision, discussed below, illustrates problems that arc likely to be experienced by
future recipients of National Security Letters. I also believe that my experience jliustrates
why judicial oversight of the gag provision is so critical,

16,  Initially, the gag.pmvision required my attorneys to file our lawsuit entively under
seal. 1t took weeks of negotiation with the government before we could disclose ~
through our attorneys only — that we had filed & lawsuit challenging the constitutionality
of a Patriot Act provision.

17, The gag prcveritcd me from discussing the NSL with anyone, Because of the gag,

[ was afraid that if [ discussed the NSL power, even in general terms, 1 would subject



both Library Connection and myself 1o serious sanctions, including possible
imprisonment.

18.  For example, as the Executive Divector of Library Connection, 1 felt an obligation
{o inform the directors of all member libraries of the fact and scope of the NSL demand.
However, the gag prevented me from saying anything. My discomfort became acute
when, because the government failed to properly redact district court filings, the facts of
the case became widely known. Because of the gag, I had 1o be evasive with my staff at
Library Connection, [ felt it was my job as Executive Director to be open with them
about important issues affecting our organization and 1 believed that we, as a staff, should
coliestively determine the proper procedure for responding to the NSL. The gag also
prevented me from discussing the NSL with my colleagues in other Connecticut Hbrary
consortia and with other colleagues throughout the nation, I believed they had a right o
know aboﬁt the NSL power so that they could make informed choices about the ways in
which they configured and used their systems. I believed that it was very important for
these organizations to prepare and establish procedures for responding to a NSL before
they actually received one,

19.  The gag also prevented me Fom discussing the fact that Library Connection
received an NSL with my family members and friends. Because of the gag, Thad 1o
make excuses to my family and friends when I spoke with my tawyers in connection with
this case and when they asked me about news articles about my nvolvement with the
case,

20, Because of the gag, the government prohibited me from attending the court

proceedings in Conmecticut. The hearing took place in Bridgeport and I had to wateh it



on closed circuit television in a locked room at the Hartford Courthouse 60 miles away. I
had to sit in a room with a security officer after going through two levels of security.

21.  Atthe court hearing in Bridgeport, we also discovered the first of many
government mistakes in the case: Government attorneys bad neglected 1o redact the
name of Library Conncetion’s Vice President, Peter Chase, in an affidavit. My attorneys
found the mistake and notificd the court of it, The government then redacted Peter’s
name from the affidavit,

22.  On September 21, 2005, the government discovered that it had neglected 1o redact
a reference to Library Connection in one of the court documents. | The Court in
Bridgeport allowed the government to remove the document from the docket. Rather

~ than simply redacting the references, the government redacted large portions of the text
that had been public information for over a month. For example, the government
redacted a passage in which I described our software system as complex and redacted all
references to my board. ] thought the government had gone too far and attempted to seal
information that would not have identified me or Library Connection. My lawyers
challenged the government’s excessive redactions and the judge ruled in our favor.

23.  The government even used the gag 1o redact direct quotes from legal opinions and
a direct quote from a state statute in our egal papers.

24.  The trrationality of the government’s interpretation of the gag provision became
most evident when the government insisted in keoping us silent even afler our identity
became public knowledge due to the government’s repeated mistakes. After the
government appealed Judge Hall's ruling granting us a preliminary injunction, the New

York Times discovered that Library Connection’s identity had been disclosed on PACER,



an online service of the United States Judiciary. The Times published a story disclosing
our identity on September 21, 20035,

2% Because the cat was out of the bag, we assumed the goverament would give up,
but it continued to insist that it would jeopardize national sccurity for us to merely
identify ourselves as recipients of an NSL.

26.  We went back 1o the Second Circuit to ask the court 1o [ift the stay, but the Court
refused. The Supreme Court also refused to lift the stay, though it was clearly troubled
byy the case,

27, We had atiached copies of the New York Times articles to our legal papers. To
add to the absurdity, the government insisted that these news stories — which the entire
world could read — remain under seal in court papers.

a8 On November 6, 2005, the Washington Post also published a front page story
about NSLs and identified ILibrary Connection and me by name.

26, The whole world now knew Library Connection’s identitf, but we were still
prohibited from lobbying Congress or speaking out abouf what had happened to us,

30, The fact that ] remained gagged while my identity and Library Connection’s
identity were public knowledge was very frustrating, | received many telephone inquiries
about the case at home and at work before the press understood my predicament and
stopped trying to get a comment, The media’s persistence inconvenienced my family and
office staff. Thad to ask my staff to iet their phones roll to voice mail and then call our
library customers back rather than answering all calls promptly. At home, neither nor

my wife nor son felt free to answer the phone.



31.  Once my entire board and staff knew about the NSL, 1 felt 1 was ignoring my
responsibilities by not informinrg them about the case. I could not even tell them that we
were being represented by the ACLU at no charge. | coﬁld not reassure them that our
funds were not being consumed by the case.

32, The gag prevented me from participating in the very important public debate
surrounding the reauthorization of the Patriot Act. Even though Library Connection’s
status as an NSL recipient and plaintiff in the lawsuit was widely diszeminated in the
media, 1 was unable to tatk about it. The FBUs ability 10 use its new Patriot Act
surveillance powers has been the subject of an exiraordinary public debate since the Act
was passed. Unfortunately, the debate was scverely constrained because no one could
provide firsthand information about the use of the Patriot Act powers. Even members of
Congress could not get adequa;e information about the use of the statute. As the only
known recipient of a National Sceurity Letter demanding library records, Library
Connection was in a unique position to educate the public and Congress about the
dangers of the NSL power and the gag. The question of whether the FBI could use the
Patriot Act {o access library records was one of the most divisive issues in the debate and
the government had said publicly that it had nover used the Patriot Act provisions against
a library. The Attorney General tried to paint those who were concerned about the
privacy of library records as hysterical. T oould have educéted the public by correcting
the povernment misreprescntation and 1 could have provided Congress with testimony of
my firsthand knowledge of the scope and effect of the Patriot Act on libraries. 1 believe
shat if T could have testified before Congress and participated fully in the debate about the

Patriot Act, Congress would have been more inclined to adopt additional safeguards.



33.  In early March, Congress réauthorized the Patriot Act. Just threc weeks later, the
government lifted the gag against Library Connection. Since the Justice Department
gave no other reason for its sudden decision to stop opposing my appeal of the gag order,
I can only conclude that the intent of the delay was to keep me from speaking to
Congress while the renewal of the Patriot Aot was being debated. The fact that I can
speak now is a little like being permitied to call the Fire Department only afler a building
has burned to the ground.

34, The revisions in the National Security Letier provisions of the Patriot Act contain
some changes that 1 believe were prompted in part by Library Connection’s case. I am
pleased that it is now required that Nationa! Security Letters inform recipients of their
right to consult a lawyer and their right 1o contest compliance with the letter in court,
However, the basic concept of National Sgcurity Letters remains in place, and the FRI
still relains the ability to gag National Security Letter recipients. In fact, the new law is
in some ways more troubling than the old law, As 1 understand the new law, it basicélly
precludes NSL recipiehts from obtaining relief from gag orders issued by the FBL In
other words, the new law preciudes NSL recipients from obtaining the relief that Library
Connection ultimately got in its case.

35, Other “positive” changes made by the new law are in fact virtually meaningless,
The revised act exempts libraries from being targeted by NSLs, except those libraries that
provide Internet services. If I had been able to speak 1o Congress before they renewed
the Patriot Act, T could have informed them that practically all libraries provide Internet

services, And, though the new faw is meant to look like it provides protections for
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[ibraries, libraries remain subject to NSLs to exactly the same extent that they were
subject to NSLs under the old law,

36, The revised act also defines criminal penalties for violating the gag, This change
is very troubling 1o me. The govemment may very well believe that I violated the gag by
informing my Executive Committee of the NSL and asking the Committee to share with
me the responsibility for determining how to the corporation shouid respond, 1 did not
feel 1 could commit the corporation to 2 legal suit agéinst the Attorney General of the
United States on my own, while keeping the governing body in complete ignox;ancc.
Now that there are specific penalties for violating the gag, | feel others in my position
might be intimidated from taking the step I took. At Library Connection, as at many
libraries and similar institutions, we have a policy that only the Execulive Director can
respond (o faw enforcement requests for information. 1 fear thal in organizations that
have repositories of data about the public, lower echelon employees can be intimidated
by a gag order with specified criminal penalties into compromising the data they have
been entrusted with and not informing anyone, even their superiors that they have done
50,

37.  If] had been able to speak out during the Patriot Act debate, | would have spoken
out both about the gag provision and the NSL authority more generally. The NSL
provision still allows the FBI easy access to the records (including library records) of
innocent people. Ordinary people still can't use libraries without fear that their usage
will be reviewed by the government. | see this as a violation of First Amendment rights.
Freedom of inquiry is compromised when people feel their freedom 1o read is constrained

by government oversight. Libraries exist to enable citizens to inform themselves on their

1



concerns, from Aids and breast cancer to signing staterments and Wahhabism. An
informed citizenry is a prerequisite for an effective democracy. 1 would have told
Congress that the renewed Patriot Act would result in a less informed citizenry. Had 1
been able to speak pubiici*y, 1 would have pressed Congress to protect library patrons’

privacy. The gag provision prevented me from doing so.

[ deciare under penalty of perjury that the foregoling is true and correct to the best of my

knowledge and beliel, Exccuted on this day, September 7, 2006.
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Declaration of George Christian
Exhibit 1.
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U.8. Depariment of Jastice

Federal Buresa of [avestigation

in Reply, Mease Referte - New Haven Division
File No. NH-43906 600 State Street

New Haven, Copnecticut 08511
May 18, 2005

Mr. Kenngth Surton

Systems and Telecommunication Manager
Library Conpection, Ine.

590 Matignuck Averne

Windser, Connecticut

Dear Mr. Sotton:

Under the authority of Bxecutive Order 12333, dated Decemnber 4, 1981, and pursuant 1o
Title 18, United States Code (U.8.C.), Section 2705 {as amended, October 26, 2001), you are hereby directed to
provide to the Federal Bureau of Investigation (FBI) any and all subscriber information, billing informarion and
access logs of any person or entity related to the following: '

[P Address: 216.47.180.118, Date: (2/15/2008; Time: 16:00 to 16:45 (PM) EST

, In aceordancs with Title 18, U1.S.C.. Section 2709(t), I certify that the information sought is
refevant to an authorized investigation to protect against international terrorism or clandestice intelligence
activities, and that such an investigation of a United States person is not conducted solely on the basis of
activities prDthted by the first amendment to the Constitiion of the United States.

You are further advised that Thle 18, U.S.C., Section 2709(c), prohibits any afficer,
employes or agent of yours from disclosing to any person that the FB bes songht or obtained access to
information or records under these provisions.

You are requested to provide records responsive to this request personally to 2 representative
of the New Haven field office of the FBI. Elecitronic versions of the records are requested, if available. Any
questions vou have regarding this request should be directed only to the New Haven field office. Due 1o security
considerations, you should neither send the records through the mail nor disclase the substance of this request in
any ielephone conversation or elecironic communication.

'Your cooperation in this meanter is greatly appreciated.
Sincerely,

Michasl I. Wolf
Special Agent in Charge



