UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

CIVIL LIBERTIES UNION; and 'SECOND DECLARATION OF
AMERICAN CIVIL LIBERTIES UNION | ANTHONY ROMERO
FOUNDATION, | | -
Plaintiffs, | 04 Civ. 2614 (VM)

V.

ALBERTO GONZALES, in his official
capacity as Attorney General of the United
States; ROBERT MUELLER, in his official
capacity as Director of the Federal Bureau of
Investigation; and MARION E. BOWMAN,
in his official capacity as Senior Counsel to
the Federal Bureau of Investigation,

_ Defendants.

SECOND DECLARATION OF ANTHONY D. ROMERO
. I, Anthony D. Romero, of New York, New York, do declare:
1. I am the Executive Director of the Merican Civil Liberties Union (“ACLU") and

the American Civil Liberties Union Foundation (“ACLU Foundation™ or “ACLUF;’). 7

The Mission and Activities of the ACLU and ACLUF
2. The ACLU is a nationwide, nén-proﬁt% nOh-partisan organization that has over
500,000 members and that is dedicated to the constitutional principles of -iiberﬁy and.
equality. The primary rhission of the ACLU, which is a 501(c)(4) organization, is to
educate the public about the civil liberties implications of pending and proposed |

legislation in Congress and in state and Jocal legislatures; to lobby legislators and to



provide analyses of such pending or proposed legislation; and to mobilize our members
and other activists to lobby their legislators.

3. The ACLU Foundatmn isa separate 501{c)(3) organization that prowdes 1ega1
representatxon to individuals and organizations free of charge in civil hberues cases, and
educates the public about civil liberties issues. Lawyers at the ACLUF represent
individuals and organizatiqns in numerous civil liberties cases in federal and state courts
a_roundl the country. ACLUF lawyers routinely litigate before the Ueited States Supreme
Court; oﬁly the U.S. Deparﬁnent ef Justice has filed more briefs in the Suprezﬁe Court
than that ACLUF. |

4. The ACLU and the ACLUF are funded through a combinatien of donations ﬁom
ACLU members and other individuals, foundation and cofperate grants, and attorneys’
fees generated from successful lawsuits. | |

5. All of the ACLU’s and the ACLUF’s fundfaising efforts depend on our ability to
discuss and describe our current work, including active litigation. We routinely raise
money by publicizing our work in a particular case or on a particular set of civil liberties
issues. We publicize our work in newsletters to members and donors, on our Web sﬁ:e in
paid adyertisements, in a television series, in donor visits and brieﬁngs, at fundraising
'events,end through direct mail campaig'ns.

6. The communications departments of the ACLU and the ACLUF educate the
public about civil liberties through a variety of means. We provide detailed information
to t_he print and broadcast media about legislative advocacy and litigation impacting civil
liberties, through media releases, live briefings, and media interviews with staff and

clients. W_e highlight and take positions on current civil liberties issues by placing paid



and public service advertisements in print and broadcast media. We prodﬁce an in-depth

- television series on civil liberties; thé ﬁrst' season included ten separate shows, and a
second season is in development. We publish in-depth public education répérts on
speciﬁc issues, and prepare and distribute brochures té- inform individuals of speciﬁc
rights, ACLU and ACLUF staff routiﬁely appear in ijublic féfums and at community
meetmgs to speak about a wide range of civil liberties i issues. The ACLU and ACLUF
host a web site that provides extenswe mforma’ﬂon to the public about civil liberties,
offers online néwsietters and action alerts regarding curr‘ent issues, and hosts_-interactive
forums fo engage the public in debate about constitutional rights. We also distﬁbﬁte print
newsletters and action alerts to activists and ACLU members. |

The ACLU/ACLUF and the Patriot Act

7. In the pasf two yea.rs,' one of the core priorities of the ACLU and the ACLUF has
been to stem the backlash against civil iibertiés that has taken place in the name of.
national sepurity. The ACLU and ACLUF communications departments have launched
a national multi-million dollar campaign, called “Safe & Free,” to inform the public
aBout the erosion of rights after Septermnber 1 1. This multi-faceted campaign includes a

~ special “Safé & Free;’ web page that offers extensive information about our oﬁgoing
advocacy in courts, in Congress, énd in local cbﬁununitic‘s, and inclodes frequent action -
aierts to mobilize the public on kéy'-issues. We have highlighted our “Safe & Free”
-campzuorn th:ough direct mail, online newsletters, paud advemsements and in our
television show. Our work hasled to a 51gn1ﬁcax1t increase in new members and

donations.



8.. ' Through the Safe & Free'Cax_npaign, the ACLU _and the ACLUF have been the
leading voice of opposition to certaiﬁ provisions of the USA PATRIOT ACT (“Patriot
Act™). Tﬁrough our combined puBlic educ':atio'n, litigation, and lobbying efforts; the
ACLU aﬁd the ACLUF have played and continﬁe to play a critical role in inﬂueﬁcing the
public debate over 1.the Patriot Act. _

9. As part of the Safe & Free campaign, the ACLU and ACLUF have published and
distributed a number of public education reports, including Independence Ddy 2003:
Main Street America F fght.§ the Fi e;:ieral Government’s Insatiable Appetite for New Law
Enforcement Powers-(July 2003) (docﬁrhenting the gfowing rﬁovement to pass local
cormumunity reso}utiéns in opposition to the Patriot-Act); Seeking Truth From Justice (July
2003) (highlighting a misinfo_rinatipn_ campaign by the Ashcroft Department of J ustice
and its allies aBout the _Patriot.Act); Unpatriotic Acts: The FBI's Power 10 Rifle Through
Your Records and Personal Belongings Without Telling.You (July 2003) (descri‘bing.how.
Section 215 of the Patriot Act violates the First and Fourth Amendments); Bigger
Monsier, Weaker Chains: The Growth of an American Surveillanée Society (January
2003) (descriﬁing new surveillance technology and examines how p.ost.~9/ 11 policies have
weakened privacy protections); and The Dangers of Domestic Spying 5y Federal Law
Enforcement: A Case Study ‘of FBI Surveillance of Dr. Marrin Luther King (J anuary
2002) (comparing bast govémment actions‘ against African—Ame_ricans with current
govermnment actions that unfairly target individuals based on race aﬁd ethnicity).

. 10, ACLU and ACLUF staff memberé. have made numeroﬁs media appearances to
discuss our coﬁcems about the Patriot Act. I personally speak to journalists about the

Patriot Act routinely.- For example, I personally have discussed the Patriot Act on the



following television programs: Wolf Blitzer Reports (CNN); NOW with Bill Moyers
(PBS); and Washington J ourﬁal (CSPAN). In addition, I routinely discuss the Patriot Act
. with print j.ouma'lists. See, e.g., Jeff Steiﬁ & Ethan P. Sommer, ACLU Claims Partial
Viciory in Lib'rary Spying Law, Congréésional Quarteﬂy, April 12, 2006; James f{arﬁage,
ACLU head, Colorado governor debate over Pairiot Act, Shreveport Times, Mar. 16,
2006; Dan Eggen, Jusﬁce will look info spy chc‘zr*ge'; Eavesdropping under scrutiny, |
Wash. Post, Dec. 31, 2003; Eric Lichtblau, F.B.1, Using Patriot Aet, Demands Library's
Records, N.Y. Times, Aug. 26, 2005, S’geve Ritea, Big Easy good for hqrd work; 5
| military lawyers.to receive top honors, New Orleans Timcs»«Picayune, July 21, 2005;
Spencer Ackerman, Patriot Games: Loosening oversight of the FBI, New Republic, June
20, 2005; L.A. Chung, Renewal of Patriot Act offers time for full 4de_bare, San Jose
Mercury News, June 10, 2005; Josh Richinan, ACLU chief blasts PA-TRIOT Acf; Romero
shares concerns about revisions to anti-terror legislation, Oak. Trib., June 10, 2005;
Herbert Sample, 4CLU Calls Expansion Of Patriot Act Harmful, Sac. Bee, June 10,
2005; Edward Epstein, Bush Pushes Congress to Renew Patriot Act, San. Fran. Chron,,
June 10, 2005; Frank Davies, Patriof Act Gets Heatea% Deb‘at‘é; FBI Se_ek; More Search
Powers, Det. Free Press, May 25, 2005; Dan Eggen, Gonzalez Wins Frieﬁd With
Openness, Listening As He Holds Asheroft Line, Wash. Post, May 16, 2005; Julia
Preston, Judge Strikes Down Section of Patriot Act Allowing Secret Subpoenas of
Internet Data, N.Y. Times, Sept. 30, 20(54.
i 1. ACLU and ACLUF staff routinely speak to tﬁe public about the Patriot Act. For
exampie, in May 2006, I si:moke about the P.atriot Act and other civil liberties issues at the

Hugh M. Hefner First Amendment Awards Luncheon in New York City. April 2006, I



spoke about the Patriot Act and other civi.l liberties issueig at Fraﬁkﬁn Pierce L.awl Center

in New Ham'ps-hire. In March 2006, 1 pa;rtiCipated in a debate about the Patriot Act and

other c1v11 liberties issues wzth Colorado Governor Bill Owens; the debate took place at

Northwestem State Untversity in Louisiana. In June 2005, 1 gave a commencement

address at the University of California at Santa Barbara, in which I d1scussed the threat

the Patribt Act poses to civﬂ liberties. 1also discussed the Patriot Actona panel for T’ne

Minnesota Foundation, a prominent public affairs forum in the Midwest, in May 2005_. 1

a’l_so discussed the Patriot Act during an April 2006 lecture at Hudson County Community

College i_ﬁ Jerséy City, New Jersey; an October 2005 lecture at I{unter Coﬂcge at the City
University of New York; an April 2003 lecture at Vassar College; and a March 2005 .
ciass presentation at Harvard Law School. |
12.°  The ACLU has worked with community groups around the country to pass iocal
resolutions oppq'sing the Patriot Act. Thgse resolutions hdve now passed in more than
three hundred communities in fort_y-one. states, includihg Norwaik, 'Cor_mecticut; New
York City; Jackson, Mississippi; Tacoma Park, Maryland; Coos County, Oregon;
Savannah, Georgxa and Carbondale Colorado. In addmon the ACLU worked with

| comimunity groups in Montana Alaska ‘Hawaii, Mame and Vermont to pass five
statewide resolutions opposing the Patriot Act.

13, | Under the terms _of the Qrig'mal Act, several proxfiéiéns were set to expire on

_ Decefnbéf 31, 2005, unless réauthorized by Congress. In March 2006, in spitc Qf the
ACLU’s opposition, Congress reauthorized and amended the Patriot Act. Though some
of the amendments chaﬁged thf; Act somewhat, the amended Acf retains tﬁe cofe

elements the ACLU most strenuously opposes.



14. .Thé ACLU played a key role in informing congressional debaté about the
reauthorization of the Patriot Act. The reauthorization process led to thﬁ; intrbduction in
this Congress of a significant number of bii.is that wouid have limited, expanded, or made
permanent particular Patriot Act provisions. Congress held IUMerous heaiings to discusé .
these bills, and ACLU staff mermbers provided testimony ét many of those hearings.
15, Spéciﬁcally, ACLU staff members provided either written or oral testimdny at the
follpwing congressional hearings about the Patriot Act during this Congiess: Oversight
Heariﬁg on the Implementation of the USA Patriot Act: Sections 505 and 804, House
.Subcqmmiﬁeé on Crimé, Terrorism, and Homelaﬁd Security, 109th Cong., May 26,
2005; Reauthorization of the USA PATRIOT Act, House Sélec‘; Co_mmittee on,
Intelligence, 109th Cong., May 19, 2003, Héaring on PatriorAc_t Sections 2 ] Sand 215,
House Select Committee on Intelligence, 109th Cong., May 11, 2005; Oversight Hea}’ing
on the.Implementarion of the USA PATRIO_TACI: Prohibition of Material Suppérl_‘ Under
Sections 805 of the US4 PATRIOTACI and 6603 of the Intelligence Reform and
Terrorism Prevention Act of 2004, House Subcommittee on Crime, Terrorism, ‘an.d
Homeland Seéurity, 109th Cong., May 10, 2005; Oversight Hearing on the
Implementation of the USA PATRIOT Act: Foreign Suwefllancé Intelligence Act (FISA), |
Part II House Subcommiﬁee on Crime, Ter;orism, and Homeland Security, 109th Cong.,
Apr. 28, 2005; US4 PATRIOT Act of 2001 ; Senate Select Committee on Intelligence,
109th Cong., Apr. 19, 2005; Oversight Hearing on the Imﬁlemenmtion of the USA |
PATRIOT Act: Effect of Sections 203(b) and (d) on Information Sharing, House

Subcommittee on Crime, Terrorism, and Homeland Security, 109th Cong., Apr. 19, 2005.



16. Dﬁring previous Congﬁzéses, ACLU staff members have provi‘d.ed testimony at

congressional hearings about the. Patriot Act on numerous other Occasioné. See, e.g., |

America after 9/11; Freédom Preserved or Freedom Lost.?, Senate Judiciary Committee,
IOSth Cong., NO\%. 18; 2003; DOJ Oversight: Preserving Our Freédoms While Defending

Agafnst Te:~réris}n,' Senate Judiciary Committee, 107th Copg., Dec. 4, 2001; Oversight

| Hearing on the Administration’s Draft Anti-Terrorism Act of 2001, House Judiciary
Committee, 107th Cong., Sept. 24, 2001,
17.  Aspart of its advocacy pertaining to the Patriét Act reauthorization, the ACLU

- launched é “Reform the Patriot Act? campaign on the web, -Which_provided citizens with
detailed information about various proposals to limit, expand, or make permanent certain

| provi_sidns of the Patriot Act. Through this web campaign, the ACLU urged citizens to
contact their legislators to express their opinions about the Patriot Act and provided a
toolkit to héip citizens-oppoée the Patriot Act. |

18. During Congress’s consideration of thezreauthorization of the Patriot Act, the

 ACLU spent hundreds of thousands of dollars on 501(c)(4) political advertisements that
specifically addressed tﬁ_e legislati{fe proposals about the Patriot Act. Many of these

print, radio, and Internet advertisements were strategically placed to reach the
constit.:uents‘of members of Congress who were likely to play key roles in the

. reauthdrization process. N

19, In 2005, the ACLU produced 85 pféss events, releases, and press statements

discussing thé Patriot Act. Thus far in 2006, the ACLU produced 52 press events,

releases, and press statements discussing the Patriot Act, The ACLU’S Washington

Legislative Office has fielded hundreds of press calls about the Patriot Act.



20, | | Lawyers for the ACLUF ha{/e also i-itigateé a_; number of caseé involving the
_.Patr-io_-t Act. For examplé, we filed two lawsuits under the Freedom of Information Act to
obtain information about the government’s uéé éf the Patriot Act, In federal cou;'t_in
Michigan, we have' challengéd tﬁe constitutioﬁality of the Act’s Section 215, a provision
that allows the FBi_to obtain an drdqr from the For'e.ign Intclligeﬁce Sﬁrize\illané:er Court
reqﬁiring any ofganizatioh, to disclose records or “tangible_things”. In the first case ever
considered by the Foreign .Intelli gence Sur—veiliance Court of Review, we filed an amicus
br‘iéf in'whichlwe argued th.atl the Patriot Act’s ekpansibn of the FBT's inﬁelligence -
wiretap authéfitj} ié ﬁnqonstitutional. 'Finaﬂy, n tIdc; instant case and anotﬁér filedin
federéi court in Connectiéut, we have challe—nged the statu;tory provi.sions governing the
issuance of Nationéi Secz;rity Letters (“NSLs™).

21. In litigating all of these cases, the staff of the ACLU and the ACLUF bave
repeatedly criﬁbﬁzed the .Patriot Act’s exﬁansion of the -NSL power, the legal authorit};f at
issue in this case, We have made these criticisms in the couﬁs, befor_e Congress, and in
the media. | | |

Effect of NSL Gag Orders on the ACLU and ACLUF

E 22, Lawyers employed by the ACLUF represcﬁt-m’ :
-m_d-n this lawsuit. Because the NSL served on our client

ur

contains a gag o_rder,' fﬁe ACLUF is prohibitéd from dis_;losing to any other person that
“the FBI soﬁght information from our client through an NSL. The gag order has prevented'
us from communicating information relévant to the public debate about the |
reauthorizatioﬁ of the Pétriot Act. But for‘the'gagr drder,'we would have provided this

information to the press and the public, to Congress, and to ACLU and ACLUF staff,



.the lA(.ILUF Wouid be in violation of the gag order if we stated publicly that we represent
" aclient served with an NSL, even if we did not idenﬁfy the name of our clién;c, the
subj ect of the NSL, or any other details about the speciﬁc NSL served.
25.  During the period in which the government interpreted the gag order most
broadly, the gag order also created potential Hability for ACLU and ACLUF staff ‘who
were not even privy to the sensitive information in this case. Because thesé staff
members worked for c;r were associated with an organization that represents the client
s'erved with the NSL, they could have risked penalties if they stated pﬁb_liciy that_ we
represented a client served with an NSL. To évoid this risk, I reviewed and approved a
~ memo that was di_stﬁbuted to all staff of _the ACiU, the ACLUF, and our state affiliate
ofﬁces; See Exh. 2. | ACLU émd ACLUF staff around the coﬁntry were understandably
confused by the memo because they did not understand how they could be prohibited
from stating a fact that wés evident from the redacted Complaint.
26. | Befo-re this Court’s September 2004 ruling, the'gdg order also prevented me frorn '
prov1d1ng non-sensitive information about the case to Joumahsts For example, on one
occasion, a joumahst asked me about our clients in thJs chailenge to the NSL power. |
toid h1m that the ACLU was a client and that I could not say whether the ACLUF
represented any other client in the case. The gag order compelled me to say this even
though anyone who looked at the rcdacted Complaint could see for fmmself that we
repres_entcd a client that had been served with an NSL. The journalist then asked what
type of client we might represent in such a chaﬁenge. 1 told him that, due to the lack of

 clarity about the scope of the gag order, | could not respond, 1 felt that my limited

11



responses came across as evasive, and frustrated a reporter who wanted to provid.e more
informatioh to the public about the government’s use of NSLs. |

27.  Before this Court’s September 2004 ruling, the gag order also prevéhted me from
providing non-sensitive information about the case to ACLU board members. For .
example, when discussing the case at a meeting with two board members, I was impeded
from telling them about the litigatioﬁ or our client. I told them that I did not feel
comfortable disclosing the information to tl_lem given the lack of clarity about the scope
of the gag order. Both board members expressed surprise at my response. As Executive
.Direcior, I am employed at will by the ACLU board, which consists of over eighty board
members. Open and honest communications are an essential ingredient of my
relationship with the ACLU board. The gag order is compromising that relationship.

78.  Before this Court’s September 2004 ruling, the gag érder also impeded my
discussions with donors. In one discussion about this lawsuit, a donor asked follow-up
questioﬁs, and I told him that I could not confirm or deny that we represented any party
other than the ACLU. He then asked me, theoreticaily, whether we could challenge the
NSL power at all if we did not represent an entity that had already been served with one.
He also asiced me why there would be any gag order in the case if we did not represent an
entity tﬁat had already been served with an NSL. Itold him that I could not ansWer these
questions ciue to the gag order. He persisted with similar questions for several minutes.
This cat-and-mouse game was subseqdently repeated with several ch‘er donors and
ACLU members,

29.  Most troubling of all, the gag order prevented lawyers and staff of the ACLUF

from providing relevant information to members of Congress during the debate over the



reauthorization of the Patriot Act. But for the gag order, we would have disclosed to
members of Congfess the kinds of information sought by the NSL that was served on our
client. We also would have told members of Congress that the Justice Department has
relied on the gag provision to forbid disclosure of non-sensitive information. Had we
been able to share with members of Congre'ss the full extent of our knowledge about the
govemxhent’s use of NSLs and their effects, members might have insisted upon serious
reforms to the Patriot Act or declined to reauthorize it altogether. Becauée of the gag
provision, Congress voted to reauthorize the Patriot Act without the benefit of all the
facts. The gag Iﬁrovision also limited our ability to mobilize ACLU members and other
activists in opposition to the expansion of the NSL power.

30. Wh;ﬂe the Patriot Act reauthorization debate was ongoing, lawyers employed by
the ACLUF represented Library Connection, Inc., in another challenge to the
constitutionality of the NSL power. In that case, as in this one, the NSL gagged the
ACLUF and its staff from discussing a range of information pertaining to the particular
NSL at issue. Although the government eventually abandoned its efforts to suppress the
identity of ACLUF’s client Library Connection, the goﬁemment did ﬁot reverse course
until after the Patriot Act had been reauthorized by Congress. The ACLU’s advocacy
concerning the Patriot Act’s reauthorization — including the éon-tent, cost, and geé graphic.
locus of the ACLU’s print, radio and Internet advertisements — would have chahged
dramatically if the ACLU could have disclosed that that thé NSL power is being used
against libraries. Once Library Connection’s identity was disclosed, media interest in the

case was overwhelming.



31.  Other new Patriot Act ﬁowers have gag provisions that are similar or idéritical to
the NSL gag provision. Information about the government’s application of the gag
provision in both this case and the Library Connection case wouki have informed ;Lhe
debate about those provisions. B.ut for the gag order, the ACLU and the ACLUF would
have disclosed this information to the public. |
32. The ACLU and ACLUF recognize that limited secrecy fnay sometimes be‘ _
necessary if justified by the government in a particular case. But the scope and duration
of the gag order in this case, along with tﬁe government’s initial refusal to clarify what
.mat'eriai was gagged, have been intolerable. The gag has severely disrupted our brdinary
course of business, and has straitjacketed our abilify to inform the preés, the public, and
Congress about the government’s use of a da_ngerqus new power. Worst of all, the public
and even members of Congress have been denied non-sensitive information essential to
the public and legislative debate that is at the heart of democratic self»governancé.
33,  Ttis particularly troubling that, while the ACLU anﬁ ACLUF have been
prohibited from discussing the government’s use of the NSL power, President Bush and
representatives of the FBI and Justice Department engaged in a public campaign in
support of the Patriot Act. See, e.g, Open Hearing: USA PATRIOT Act of 2001, Senate
Select Committee on Intelligence, 109th Cong., Apr. 27, 2005 (testimony of Attorney
General Alberto Gonzalez, FBI Diiector Robert Mueller, and CIA Director Porter Goss
urging the renewal of the Patriot Act); Open Hearing on USA PATRIOTACJ, House
Select Commitiee on Intelligence, 109th Cong., May 11, 2005 (testimony of Deputy

| Attorney Genéral James Coniey urging fenewai of the‘Patriot Act and discussing Section

215); Oversight of the USA PATRIOT Act, Senate Judiciary Committee, 109th Cong.,



Apr. 5, 2005 (testimony of Attorney General Alberto Gonzalez urging renewal of the
Patriot Act and denying that Section 215 had been used against libraries); id. (testimony
of FBI Director Robert Mueller urging renewal of the Patriot Act and an expansion of the
FBI surveillance poWer); 2004 State of the Union Address, Jan. 20, 2004, at
http://www.whitehouse. gov/news/releases/2004/01/20640120~7.htmi (President Bush
remarking that “[k}ey provisions of the Patriot Act are set to expire next year” and calling
for renewal of the Act).

34, .In sevefal congressional hearings, administration ofﬁciais. denied that the
government had ever abused its Patriot Act powers. Because of our involvement with
this case, the ACLUF had information with which to dispute the government’s sweeping
claims, but because of the gag, we could not sharé this information with the publip‘ The
gag provision silences thbse who are most likely to oppose the Patriot Act - those who
know from ﬁrst-hand: experience exactly how the Act is being used. The ACLU and
ACLUF believe we have the right to inform the public of a great deal. of the information
‘tﬁat the gag is suppfessing. By abridging our right to disclose this'information, the gag
provision effectively skewed the Patriot Act debate in favor of reauthorization.

35.  Qur interest in speaking publicly about this case has only inc;eased since
Congress amended the NSL statute. Government spokespeople have insisted that recent
amendments “fixed” problems with the Patriot Act and added new protections for civil
liberties. The fact that the government ultima{ely abandoned the gag order in the Library
Connection case has perhaps contributed to a misimpression that the Patriot Act’s
deficiencies have been addres_sed. In fact, some of the new amendments make the law

worse. This is particularly true with respect to the gag provisions, which now make it



virtually impossible for those served with NSLs to obtain judicial relief from gag orders
issued by the FBI. The gag order issued in this case continues to prevent the ACLU and

ACLUF from disclosing information that is critical to the public debate.

1 declare under penalty of perjury that the foregoing is true and correct to the best of my

knowledge and belief. Executed on this day, September 7, 2006.

Anthony D. Romero



