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IN THE UNITED STATES COURT OF APPEALS
FOR THE SECOND CIRCUIT

No. 05-4896-¢cv

JOHN DOE, AMERICAN CIVIL LIBERTIES UNION, and AMERICAN
CIVIL LIBERTIES UNION FOUNDATION,

Plaintiffs-Appellees,
V.
- ALBERTO GONZALES, in his official capacity as Attorney General
of the United States, ROBERT S. MUELLER I1J, in his official capacity
as Director of the Federal Bureau of Investigation, and JOHN ROE,

Federal Bureau of Investigation,

Defendants-Appellants.

ON APPEAL FROM THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF CONNECTICUT

BRIEF FOR THE DEFENDANTS-APPELLANTS

PRELIMINARY STATEMENT
This is an appeal from a preliminary injunction issued by the District Court for
the District of Connecticut (Hall, J.), on September 9, 2005. The preliminary
injunction is set forth in the district court’s Ruling on Plamntiffs’ Motion for

Preliminary Injunction, which is reported at 334 F. Supp. 2d 471.



STATEMENT OF JURISDICTION

The claims in this case arise under 18 U.S.C. § 2709 and the United States
Constitution. The district court was vested with jurisdiction by 28 U.S.C. § 1331.
The dis’rrigt court issued its preliminary injunction on September 9, 2005. The
defendants-appellants filed a notice of appeal on September 16, 2005. This Court has
appellate jurisdiction under 28 U.S.C. § 1292(a)(1).

STATEMENT OF ISSUES

18 U.S.C. § 2709(c) prohibits the recipient of a National Security Letter (NSL)
sent by the Federal Bureau of Investigation as part of a counter-terrorism or
counterintelligence investigation from disclosing that the government has sought or
received information pursuant to Section 2709. The questions presented are:

1. Whether Section 2709(c) may constitutionally be applied to prevent the
plaintiffs’ public disclosure of the identity of the NSL recipient in this case.

2. Whether the injuries to the government and the public interest from an NSL
recipient’s disclosure of its identity during the course of an ongoing counter-terrorism
investigation outweigh the claimed injury to the plaintiffs’ interests in being able to

disclose the recipient’s identity.



STATEMENT OF THE CASE

This case arises out of an ongoing counter-terrorism investigation being
conducted by the Federal Bureau of Investigation. As part of that investigation, the
FBI has served an electronic communication service provider with a National
Security Letter (NSL) under 18 U.S.C. § 2709. The -NSL directs the provider to give
the FBI specific information that is within the scope of Section 2709 and that has

| been certified by the FBI to be relevant to its investigation.

In order to maintain the secrecy needed for effective counter-terrorism and
counterintelligence investigations, Congress enacted Section 2709(c), which prohibits
recipients of NSLs from disclosing that information has been sought or obtained by
the FBI under Section 2709. Notwithstanding that prohibition, the provider in this
case wishes to make its identity public, thereby providing public notice to the person
or persons who are the targets of the NSL that the. government may be conducting an
investigation of their activities.

Instead of complying with the NSL, the recipient and the ACLU brought suit
to challenge the constitutionality of Section 2709, ingluding the non-disclosure
requirement in Section 2709(c). On September 9, 2005, the District Court for the
District of Connecticut issued a preliminary injunction enjoining the government

from enforcing the non-disclosure requirement against the plaintiffs with respect to
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their public disclosure of the recipient’s identity. The government is appealing that
decision, and this Court has granted a siay pending appeal to preserve the status quo
and prevent the plaintiffs from inooting the appeal.
STATEMENT OF FACTS -

i. Statutory Background

A. 18 U.S.C. § 2709 and National Security Letters

The President of the United States ‘has charged the FBI with primary authority
for conducting counterintelligence and counter-terrorism investigations in the United
States. See Exec. Order No. 12333 §§ 1.14(a), 3.4(a), 46 Fed. Reg 59941 (Dec. 4,
1981). The President has also charged the FBI with conducting counterintelligence
activities outside the United States in coordination with the CIA. Seeid. § 1.14(b).
Today, the FBI is engaged in extensive investigations within the United States and
around the world into threats, conspiracies, and attempts to perpetrate terrorist acts
and foreign intelligence operations against the United States and its interests abroad.
A-90-91.

The FBI's experience with counterintelligence and counter-terrorism
investigations has shown that electronic commmunications play a vital role in
advancing terrorist and foreign intelligence activities and operations. A-94,

Accordingly, pursuing and disrupting terrorist plots and foreigﬁ intelligence
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operations often requires the FBI to seek information relatiﬂg to the electronic
communications of particular individuals.

The statutory provision at issue in this case, 18 U.S.C. § 2709, was enacted by
Congress in 1986 to assist the FBI in obtaining such information. Section 2709
empowers the FBI to 1ssue a type of administrative subpoena commonly referred to
as a National Security Letter or "NSL." Section 2709 is one of several federal statutes
that authorize the FBI or other government authorities to issue NSLs in connection
with foreign counterintelligence and counter-terrorism investigations. See 12 U.S.C.
§§ 3414(a)(1), 3414(a)(5); 15 U.S.C. §§ 1681y, 1681v; 50 U.S.C. § 436.

Subsections (a) and (b) of Section 2709 authorize the FBI to request "sub-
scriber information" and "toll billing records information," or "electronic communi-
cation transactional records," from wire or electronic communication service pro-
viders. Subsection (a) directs providefs to comply with suchrequests. While Section
2709 authorizes the FBI to seek subscﬁber and transactional information, it does not
provide the FBI with authority to seek the content of any wire or electronic
cbmmunicati_o'n. See S. Rep. No. 99-541 at 44 (1986), reprinted in 1986 USCCAN
3598.

In order to issue an NSL, the Director of the FBI, or a designee "not lower than

Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge ina
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Bureau field office," must certify that the information sought 1s "relevant to an

authorized investigation to protect against international terrorism or clandestine

inte.lliger'lce activities * * * " Jd. § 2709(b)(1)-(2). In addition, when an NSL is

~ issued in connection with an investigation of a "United States person," the same
officials must certify that the investigation 1s "not conducted solely on the basis of
activities protected by the first amendment AN (7§

Section 2709 was enacted by Congress as part of Title II of the Electronic
Communications Privacy Act of 1986 ("ECPA"). Congress has amended Section
2709 on several occasions since then. See Pub. L. No. 103-142, § 1, 107 Stat. 1491,
1491 (1993); Pub. L. No. 104-293, § 601(a), 110 Stat. 3461, 3469 (1996); Pub. L. No.
107-56, § 505, 115 Stat. 272, 365 (2001). In general terms, the amendments have
liberalized the standards for the issuance of NSLs, while leaving the basic structure
of the statute undisturbed. Congress is presently considering additional changes to
Section 2709, which may become law in the near future. See LR, 3199, 109% Cong.,

1 Sess. (passed by House of Representatives, July 21, 2005); H.R. 3199, 109" Cong,,
I* Sess. (passed by Sengte, July 29, 2005).
B. 18 U.S.C. § 2709(c) and the Need for Non-Disclosure of NSLs
To maintain the secrecy and effectiveness of counterintelligence and counter-

terrorism investigations, subsection (c) of Section 2709 subjects NSL recipients toa
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non-disclosure requirement. Subsection (¢) provides that "[nJo wire or electronic
communication service provider or officer, employee, or agent thereof, shall disclose
to any person that the Federal Bureau of Investigation has sought or obtained access
to information or records under this section."

Fach ofthe other statutes allowing issuance of NSLs includes a non-disclosure
provision similar to Section 2709(c). See 12 U.S.C. § 3414(a)(1) (requests from
certain government authorities for financial records); 12 ’(}.S.C. § 3414(a)(5) (FBI
requests to financial institutions for financial records of cu_sto:mers); 15 US.C. §
1681u (FBIrequests to consumer reporting agencies for records seeking idéntification
of financial institutions and other identifying information of consumers); 15 U.S.C.
§ 1681v (government agency requests to consumer reporting agencies for consumer
réports and all othér information in consumers' files); 50 U.S.C. § 436(b)
(investigative agency requests to financial institutions or consunﬁer reporting agencies
for financial information and consumer reports needed for authorized law
enforcement investigation, coﬁnterintelligence mnquiry, or security determination),
As Congress has explained, "the FBI could not effectively monitor and counter the
clandestine activities of hostile espionage agents and terrorists if they had to be
notified that the FBI sought their * * * records for counterintelligence

investigations," and the "effective conduct of ¥FBI counterintelligence activities
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requires such non-disclosure." H. Rep. 99-690(I) at 15, 18, reprinted in 1986
U.S.C.C.AN. 5341, 5345 (regarding enactment of 12 U.S.C. § 3414(a)(5)); see also
H. Rep. 65-1383, at 228 (July 20, 1978), reprinted in 1978 U.S.C.C.A.N. 9273, 9359
(non-disclosure requirement "assure[s] the absolute secrecy needed for the
investigations covered by [the provision]") (regarding enactment of 12 U.S.C. §
3414(a)(3)).

Congress has imposed similar non-disclosure requirements in connection with
the use of other investigative techniques in counterintelligence and counter-terrorism
investigations. See 50 U.S.C. § 1842(d)(2)(B) (pen register or trap and trace device
for foreign intelligence and counter-terrorism investigations); 50 U.S.C. § 1861(d)(2)
(order for production of tangible things in connection with counterintelligence and
counter-terrorism investigations); 50 U.S.C. § 1 802(a)'(4)(A) (electronic surveillance
for purposes of intercepting foreign intelligence information); 50 U.S.C.
§ 1822(a)(4)(A) (physical search for foreign intelligence information). Here too,
Congress has concluded that "[b]y its -very nature foreign intelligence surveillance
must be conducted in secret." S. Rep. 5-604(1) at 60 (Nov. 15, 1997), reprinted in |

1978 U.S.C.C.A.N. 3904, 3962.



II. The Present Controversy

This case grows out of an authorized FBI counter-terrorism investigation, the
background of which is described in a classified ex parte declaration submitted to the
district court.! Pursuant to that investigation, an FBI Special Agent delivered an NSL
issued under Section 2709 to an electronic communication service provider that has
been identified in this litigation as John Doe. A-24. Doe is a consortium of
Connecticut libraries that provides its member libraries with a variety of servi¢es,
mmcluding Internet access. A-9, A-16-17.

The NSL directed Doe to provide the FBI with “any and all subscriber |
information, billing information and access logs of any person or entity” associated
with a particular IP address at a particular time. A-24. Asrequired by Section 2709,
the FBI certified in the NSL that the information sought was relevant to an authorized
investigation to protect égainst international terrorism or clandestine intelligence
activities. Jd. The basis for that certification is explained in the FBI's ex parte

declaration. The NSL informed Doe that Section 2709(c) prohibited it and its

! The district court reviewed the classified declaration on an in camera basis.
See SPA-6-8. If this Court wishes to see the classified declaration, the government
will make appropriate security arrangements to make the declaration available to the
Court. We strongly encourage the Court to review the declaration, as the district
court did, to understand the origins of the current investigation and the nature of the
interests involved.
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officers, agents, and employees from "disclosing to any person that the FBI has
sought or obtained access to information or records under these prﬂvisions." 1d.
Doe did not comply with the NSL. Instead, Doe, the American Civil Liberties
Union, and the American Civil Liberties Union Foundation filed suit to enjoin the
gbvemment from enforcing Section 2709 in this or any other case. The plaintiffs
contend that Section 2709 is facially unconstitutional under the First, Fourth, and
Fifth Amendments. The plaintiffs further contend that the non-disclosure requirement
in Section 2709(c) violates the First Amendment. The plaintiffs’ constitutional
claims are similar to those now before this Court in Doe v. Gonzales, No. 05-0570.
After initially filing their complaint under seal, the plaintiffs prepared a
redacted version of the complaint, in consultation with the government, for public
release. The redactions were intended to allow the plaintiffs to make public as much
information about the litigation as possible without disclosing Doe’s identity or the
target of the NSL itself. Among other things, the redacted complaint discloses to the
public that Doe is “a member of the American Library Association” and “believes that
it should not be forced to disclose” any of “its library and Internet records.” A-26-35.
Immediately following the release of the redacted complaint, the ACLU issued a press
release reiterating that the NSL seeks information from an organization with library

records. See <www.aclu.org/SafeandFree/SafeandFree.cfm?ID=18957&c¢=262>. In
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turn, a number of media organizations, including the New York Times and the
Washingtoﬁ Post, have published articles to the same effect. See, e.g. ,“FBI',- Using
- Patriot Act, Demands Library’s Records,” New York Times, Aug. 26, 2005, p. Al12;
“Library Challenges FBI Request,” .Washington Post, Aug. 26, 2005, p. All. Thus,
the public 1s fully aware that an NSL has been served on an unidentified member of
the American Library Association that has library records, and the government has
not objected to the disclosure of that information. What remains conﬁdentiél —and
what Section 2709(c) prohibits from being disclosed — are the identity of the recipient
of the NSL and the target of the NSL.

Notwithstanding the existence of the statutory bar on disclosure, the plaintiffs
moved for a preliminary injunction to allow them to disclose the NSL recipient’s
identity. In support of this motion, the plaintiffs claimed that the non-disclosure
provision prevents them from informing Congress, which is currently considering
legislative revisions to Section 2709, about the kind of institution that has received
the NSL in this case. Memorandum of Law in Support of Plaintiffs’ Motion for
Preliminary Injunction, p. 10 (filed Aug. 16, 2005). They also claimed that the non-
disclosure provision prevents Doe from informing libraries and their patrons about
the supposed “threat to mtellectual freedom” posed by Section 2709. Id. at 8. And

they similarly claimed that the non-disclosure provision prevents Doe from
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“discussfing] and develop[ing] standardized procedures and policies for responding
to the receipt of future NSLs” with libraries and library associations. Id. at 9.

The government opposed the motion on the ground that the plaintiffs are not
likely to prevail on fhe merits of their First Amendment claim and that the balance of
harms weighs decisively against allowing the plaintiffs to make a public disclosure
that would give notice to the target of the NSL that his activities may be the object
of an ongoing government counter—&rrorism inves;tigation. The government pointed
out that the release of the redacted complaint, and the ensuing press release and news
coverage, provide the public and Congress with the very information about the
application of Section 2709 that the plaintiffs claim they are currently unable to
disclose. The government further pointed out that disclosing the identity of the
specific recipient of the NSL would contribute nothing to the public and
Congressiohai debate over Section 2709, but could put the target of the NSL on
notice about the government’s investigation and therefore could compromise the
Investigation itself.

On September 9, 2005, the district court issued a mandatory preliminary
injunction that would allow the plaintiffs to violate Section 2709(c) by publicly
disclosing that Doe is the recipient of the NSL. The injunction provide that “the

defendants are hereby stayed from enforcing 18 U.S.C. § 2709(c) against the
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plainﬁffs with r;:gard to Doe’s identity.” SPA-31. Based on the record before it, the
court‘ found that “the investigation clearly relates to national security”; that “[tThe
government has a légitimate interest and duty.in undertaking an investigation that
includes this NSL”; and that “it is clear to the court that the NSL was not issued
solely on the basis of First Amendment activities.” Id. at SPA-18. Despite these
| determinations, the district court ruled that the plaintiffs are likely to establish that
Section 2709(c) is uﬁconstitutional as applied to their public disclosure of Doe’s
identity in this case. Jd. at A-12-29. The court further ruled that the plaintiffs will
be irreparably harmed by the inability to immediately.identify Doe as the recipient of
the NSL. Id. at SPA-10-12.2

| The district court stayed its preliminary injunction until September 20, 2005,
to permit the government to seek a stay pending appeal from this Court. On
September 20, this Court granted a full stay pending appeal. At the same time, the
Court ordereci expedited briefing and set this appeal and Doe v. Gonzales, No.

05-0570, for consolided oral argument.

* The district court divided its opinion into three parts: an unsealed portion, a
sealed portion, and a classified portion. The unsealed and sealed portions of the
opinion are reproduced in the sealed appendix. The government will make approp-
riate security arrangements to make the classified portion of the opinion available to
the Court.
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SUMMARY OF THE ARGUMENT

Secrecy is essential to the effective conduct of counter-terrorism and
counterintelligence investigations. Public disclosure of. steps taken by the
government to investigate the activities of terrorist groups and foreign intelligence
organizations pose a direct and immediate threat to the ability of the government to
detect and prevent those activities. Alerted to the exis{ence of an investigation, its
direction, or the methods and sources being used to pursue the investigation, target
groups can take steps to evade detection, destroy evidence, mislead investigators, and
change their own conduct to minimize the possibility that future terrorist and foreign
intelligence activities will be detected.

Section 2709(c) is one of a number of statutory provisions that seek to
safeguard the required secrecy of counter-terrorism and counter-intelligence
investigations by preventing private parties to whom the government tumns for
information from destroying the confidentiality of the government’s inquiry.
- Numerous judicial precedents, including this Court’s own decision in Kamasinksi v.
Judicial Review Council, 44 F.3d 106 (2d Cir. 1994), make clear that Congress may
constitutionally prohibit disclosure of information about a secret government
investigation that a private party learns only through its own participation in the

Investigation. Section 2709(c) readily passes constitutional muster under these
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precedents, for it is designed to further the compelling governmental and public
interest in effectively detecting and preventing terrorism and foreign espionage, and.
it is carefully tailored to restrict on]y information that an NSL recipient has learned
through its participation in the NSL inquiry itself.

Notwithstanding these precedents, the district court concluded that the
plaintiffs have a First Amendment right to make public.the identity of the NSL
recipient in this case. That holding is fundamentally wrong. As the recofd below
makes clear, an NSL recipient’s public disclosure of its own identity places counter-
terrorism and counterintelligence investigations directly in jeopardy, both because it
alerts the target of the NSL that his activities may be under scrutiny by the
government and because it allows terrorist groups and foreign intelligence
organizations to monitor which communication service providers are being asked for
information under Section 2709 and tailor their own communication activities
accordingly. In demanding proof before the fact that these risks will actually come
to fruition in the circumstances of this case, the district court has set the constitutional

- bar far higher than this Court itself did in Kamasinski, and has improperly substituted
its own judgments about national security for the reasoned and expert judgments of
the Executive Branch agencies responsible for conducting counter-terrorism and

counterintelligence investigations.

-15-



In addition to misapplying governing First Amendment principles, the district
court erred in concluding that the balance of harms favors immediate disclosure of
the NSL recipient’s identity. Contrary to the district court’s belief, the plaintiffs have
no need to disclosé Doe’s identity in order to take part in the current political debate
regarding Section 2709 and library records. As shown by the redacted complaint and
the subsequent press coverage, the essential facts that the plaintiffs wish to publicize
regarding the potential application of Section 2709 {o libraries that provide electronic
communication services are already public, and Section 2709(c) does not restrain
them from discussing those facts. The identity of the NSL recipient in this case adds
nothing to the terms of this public discussion. In contrast, Doe’s disclosure of its
identity would cause present precisely the risks that Section 2709(c) legitimateiy
seeks to forestall.

STANDARD OF REVIEW

A grant of a preliminary injunction is reviewed for abuse of discretion, “which
will be found if the district court applies legal standards incorrectly or relies upon
clearly erroneous findings of fact, or proceed[s] on the basis of an erroneous view of
the applicable law." Register.com, Inc. v. Verio, Inc., 356 F.3d 393, 398 (2d Cir.
2004) (internal quotation marks and citations omitted). When the moving party seeks

a preliminary injunction of "government action taken in the public interest pursuant
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to a statutory or regulatory scheme, it must show (at the least) (1) irreparable harm
absent the injunction and (i1) a likelihood of success on the merits.” Freedom
Holdings, Inc. v. Spitzér, 408 F.3d 112, 114 (2d Cir. 2005) (internal quotation marks
omitted). Moreover, when a preliminary injunction will “alter, rather than maintain/, |
the status quo, or will provide thelmovant with * * * relief [that] cannot be undone
even if the defendant prevails at a frial on the merits,” the moving party must “show
a clear or substantial likelihood of succeés.” Bealv. Stern, 184 F.3d 117,122-23 (2d
Cir. 1999) (internal quotation marks omitted).
ARGUMENT

THE PRELIMINARY INJUNCTION AGAINST ENFORCEMENT
OF SECTION 2709(¢c) IN THIS CASE SHOULD BE REVERSED

L The Recipient of a National Security Letter Has No Constitutional
Right To Disclose His Identity During an Ongoing Counter-Terrorism

Investigation

A.  This Court and Other Courts Have Sustained the Constitutionality
of Non-Disclosure Requirements Like Section 2709(c)

Counter-terrorism and counterintelligence investigations are conducted in
secret because they cannot be conducted effectively any other way. Counter-
terrorismand counterintelligence investigations are long-range, forward-looking, and
prophylactic‘ in nature; the government aims to anticipate and disrupt clandestine

intelligence activities and terrorist attacks on the United States before they occur. A-
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91-92. IB ecause these investigations are directed at groups taking efforts to keep their
own activities secret, it is essential that targets not learn that they are the subject of
an investigation. Id. If targets learn that their activities are being investigated, they
can be expected to take action to avoid detection or disrupt the government's
intelligence gathering efforts. Id. at A-92. Likewise, knowledge about the scope or
progress of a particular investigation allows targets and to determine the FBI's degree
of penetratioﬁ of their activities and to alter their timing or methods. Id. at A-92-93.
The same concern applies to knowledge about the sources and methods the FBI is
using to acquire information, knowledge which can be used both by the immediate
targets of an investigation and by other terrorist and foreign intelligence
organizations. /d. at A-92-94, A-97-98.

This critiéal need for secrecy in counter-terrorism and counterintelligence
mvestigations provides the explanation and justification for Section 2709(c) and the
corresponding non-disclosure requirements that Congress has attached to other
investigatory tools in the counter-terrorism and counterintelligence fields (see pp. 7-8
supra). To the extent that the government can conduct such investigations without
the assistance of third parties, it can maintain the required secrecy simply by
refraining from disclosing information about the investigation. But when relevant

information is in the hands of third parties, requests or commands from the
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government for production of the information unavoi.dabiy notifies those parties of
the existence of the investigation and gives them knowledge about the investigation
to which they were not previously privy. In these biréumstances, the only way to
ensure the continued secrecy of the investigatidn, and thereby prevent the
Investigation itself from being compromised, is to obligate the private party not to
disclose information about the investigation that it has learned through its own
participation.

It would be both surprising aﬁd profoundly troubling if the Constitution were
‘thought to disable the government from requiring non-disclosure in these
circumstances. If that were so, the government would be left with two alternatives:
either to forgo seeking the information, at least where the government lacks
confidence that the private party can be relied on to maintain secrecy voluntarily, or
to seek the information anyway and run the risk that the party will disclose what it has
learned through its involvement in the investigation. Both alternatives compromise
the government’s ability to detect and prevent terrorist attacks and foreign espionage
activities — the first by depriving the government of information that is relevant and
perhaps critical to the investigation, the second by destroying the secreéy of the

mvestigation itself.
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In fact, however, the Constitution does not reduce the government to choosing
between these two unacceptable alternatives. Numerous judicial decisions, including
this Court’s own decision in Kamasinksiv. Judi.cz'al Review Council, 44 F.3d 1.06 (2d
Cir. 1994), make clear that the First Amendment does not entitle private parties to
disclose information about a secret government investigation that the party learned
only through its own participation in the ihvestigation.

In Kamasinski, this Court was presented with a First Amendment challénge to
a Connecticut statute that restricted disclosure of information relating to-confidential
investigations of judicial misconduct. The statute provided that “any individual
called by the [investigaﬁng] council for the purpose of providing information shall
not disclose his knowledge of such investigation to a third party prior to the decision
of the council whether probable cause exists,” while permitting disclosure of
information “known or obtained independently of any such investigation * * * ”
Conn. Gen. Stat. § 51-51/. A private party who had filed a judicial misconduct
complaint challenged the constitutionality of the non-disclosure requirement under
~ the First Amendment. 44 F.3d at 109. The district court held that the statute was
constitutional, and this Court affirmed that decision. /d. at 110-112..

In assessing the constitutional challenge, this Court identified three distinct

categories of information that an individual might wish to disclose. The first category
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conéisted of “the substance of an individual’s complaint or testimony, i.e., the
individual.’s own observations or speculations regarding judicial misconduct.” /4. at
110. The second consisted of “the complaimant’s disclosure of the fact that a
complaint was filed, or the witness’s disclosure of the fact that testimony was given.”
Id. (emphasis in original). The third consisted of “information that an individual
learns by interacting with” the investigating commission. /d.

The Court held that disclosure of the first category of information, consisting
of information about judicial misconduct independently known by the complainant
or witness, could not constitutionally be prohibited. Id. At the same time, however,
the Court held that Connecticut could constitutionally restrict disclosure of the second
and third categories of information — information about the party’s participation in
the investigation and information learned though that participation. Id. at 110-112.
The Court held that “[t]he State’s interest in the quality of ;'ts judiciary * * * ig an
interest of the highest order”; that this interest was furthered by conducting
investigations of judicial misconduct on a confidential basis; and that prohibiting
disclosure of information about a party’s participation in the investigation and
information learned though that participation was constitutionally permissible to

maintain the confidentiality of the investigation. /d. at 110, 111-12.
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Other Courts of Appeals have employed the same constitutional reasoning as
Kamasinski in similar contexts. See Hoffman-Pugh v. Keenan, 338 F.3d 1136 (10®
Cir. 2003); In re Subpoena to Testify before Grand Jury Directed to Custodian of
R_eé:ords, 864 F.2d 1559 (11™ Cir. 1989); First Amendment Coalition v. Judicidl
Inquiry and Review Board, 784 F.3d 467 (3d Cir. 1986) (en banc). Fo‘f examplé, n
Hoffman-Pugh, the Tenth Circuit rejected a First Amendment challenge to a Colorado
statute that sought to preserve the secrecy of grand jury proceediﬁgs by prohibiting

1121

witnesses from disclosing ““what transpires or will transpire before the grand jury.””
338 F.3d at 1139 (quoting State v. Richdrd, 761 P.2d 188, 192 (Colo. 1988)). The
Tenth Circuit explained that “a [constitutional] line should be drawn between
information the witness possessed prior to becoming a witness and information the
witness obtained through her actual participation in the grand jury process.” Id. at
1140. The court concluded that “drawing the line at what [the witness] knew.prier
| fo testifying before the grand jury protects her First Amendment right to speak while
preserving the state’s interest in grand jury secrecy.” Id.

In In re Subpoena, the Eleventh Circuit drew the same line in rejecting a First
Amendment challenge to a federal grand jury closure order. The court held that,

while a subpoenaed witness could not be prohibited from “disclosure of documents -

prepared and assembled independent of the grand jury proceedings,” it could be
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prohibited from “revealing the direction of the grand jury investigation” and from
disclosing “the names of individuals being investigated, or those who might be
expected to testify before the grand jury, or any other secret aspect of the grand jury
investigation.” Id. at 1564. And in First Amendment Coalition, a decision that
anticipated this Court’s decision in Kamasinski, the en banc Third Circuit held fhat
while Pennsylvania could not constitutionally prohibit witnesses from disclosing
information about judicial misconduct “obtained from sources outside” a judicial
misconduct investigation,” the state could constitutionally prohibit witnesses and
other persons “from disclosing proceedings taking place before the [investigating]
‘Board.” 784 F.2d at 478-79.

At a more general level, the Supreme Court itself has recognized that
restrictions on a party’s disclosure of information obtained through participation in
confidential proceedings stand on a different and firmer constitutional footing from
restrictions on the disclosure of information obtained by independent means. In
Seattle Times Co. v. Rhinehart, 467 U.S. 20 (1984), the Supreme Court upheld the
constitutionality of a judicial order that prohibited parties to a civil suit from
disclosing sensitive information obtained through pretrial discovery. In rejecting é
First Amendment challenge to the order, the Court noted that the parties “gained the

information they wish to disseminate only by virtue of the trial court’s discovery
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processes,” which themselves were made available as a matter of legislative grace
rather than constitutional right. 467 U.S. at 32. The Court reasoned that “control
over [disclosure of] the discovered information does not raise the same specter of
government censorship that such control might suggestin other situations.” Id. The
Court added that the order was “not the kind of classic pﬁor restraint that requires
exacting First Amehdment scrutiny,” because it “prevent[é_d] a party from
disseminating only that information obtained through the use of the discovery
process” and left the party free to disseminate any information “gained through means
_independent of the court’s processes.” Id. at 33-34.
The Supreme Court relied on this distinction again in Butterworth v. Smith,
494 U.S. 624 (1 990). In Butterworth, the Court held that Florida could not constitu-
tionally prbhibit a grand jury witness from disclosing the substance of his testimony
after the term of the grand jury had ended. In so holding, the Court distinguished
Rhinehart_ on the ground that “fhlere * * * we deal only with [the witﬁess’s] right to
divulge information of which he was in possession before he testified before the
grand jury, and not information which ﬁe may have obtained as a result of his
participétiori in the proceedings of the grand jury.” Id. at 632. Enlarging on this
point, Justice Scalia observed that “[q]uite a different question is presented * * * by

a witness’ disclosure of the grand jury proceedings, which is knowledge he acquires
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not ‘on his own’ but only by virtue of being made a witness.” Jd. at 636 (Scalia, J.,
concurring).

When measured against the standards established by these precedents, Section
2709(0) readily passes constitutionai muster. It is designed to vindicate the
government’s interest in shielding its counter-terrorism and counterintelligence
investigations from the eyes of terrorists and foreign intelligence organizations. That
governmental inferest is a manifestly compelling one. See, e.g., Department of the
Navy v. Egan, 484 U.S. 518, 527 (1988) (“This Court has recognized the
Government’s ‘compellinginterest’ in withholding national security information from
unauthorized persons in the course of executive business™); Snepp v. United States,
444 U.S. 507, 509 n.3 (1980) (per curiam) (“The Government has a compelling
interest in protecting * * * the secrecy of information important to our national
security”). And Section 2709(c) is carefully tailored to advance that interest without

unnecessarily restricting speech that does not implicate the government’s legitimate
interests in confidentiality.

By its terms, Section 2709(c) applies only to the NSL recipient’s disclosure of
the fact that the government “has sought or obtained access to information or records
under this section.” Its séope thus fits squarely within Kamaniski’s second and third

categories of information — the fact that information has been provided to an
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investigation (category 2) and “information that an individual learns by interacting
with” the investigating body (category 3). 44 F.3d at 110. Section 2709(c) does not
purport to prohibit an NSL recipient from disclosing information that he has learned
by means other than his involvement in the NSL inquiry. And, as discussed further
below, it places no restriction on the ability of NSL recipients or others to engage in
general public discussions regarding the scope, operation, or desirability of Section
27G9. As another district court has observed:

Anything outside th{e] bare fact [that the FBI has sought or obtained

information from the NSL recipient under Section 2709] may be fair

game. For example, the NSL recipient may speak freely about his

objection to (or support of) the FBI and its NSL power; he may alert his

subscribers to the fact that the FBI has NSL authority under § 2709; he

may petition Congress to repeal § 2709 altogether; and, other privacy

laws aside, he would not be barred by § 2709(c) from disclosing the

substance of the information disclosed to the FBI.
Doev. Ashcroft, 334 F. Supp. 2d 471, 514 (S.D.N.Y. 2004), appeal pending sub nom.
Doev. Gonzales, No. 0.5-0570.

The non-disclosure obligation imposed by Section 2709(c) differs in only one
respect from the non-disclosure requirement upheld by this Court in Kamasinski: the
obligation continues after the particular investigation that gave rise to the NSL comes

to a close. As explained further below, that difference has no bearing on the

plaintiffs’ present as-applied challenge, because the investigation in this case is still
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underway. But even if the investigation were complete, the permanent character of
the non-disclosure obligation is justified by the unique characteristics of counter-
terrorism and counterintelligence investigations — characteristics that are amply
documented in the record below and that have been recognized both by the Supreme
Court and by Congress.

As explained by the Assistant Director of the FBI’s Counterintelligence
Division, David Szady, counter-terrorismand counterintelii gence investigations differ
from traditional criminal investigations because their primary obj ecti{’e “is not to
gather evidence for prosecution of past crimes, but rather to disrupt and interdict
clandestine intelligence activities and terrorist acts before they occur.” A-92-93.
Counter-terrorism and counterintelligence investigations are thus uniquely forward-
looking and long range. Id. The Supreme Céurt and Congress have both recognized
that the forward-looking and open-ended nature of such investigations distinguish
them from conventional criminal investigations. See United States v. United States
District Court, 407 U.S. 297, 322 (1972) (“The gathering of security intelligence is
often long range and involves the interrelation of various sources and types of
information,” and “[o]ften, too, the emphasis of domiestic intelligence gathering is on
the prevention of unlawful activity or the enhancement of the Government’s

preparedness for some possible future crisis or emergency”); S. Rep. No. 95-604 at
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16 (1978), reprinted in 1978 U.S.C.C.AN. 3985. The need for secrecy therefore
continues even after particular information has been used against a particular target.
| A-93,

In addition, terrorist groups and foreign intelligence organizations can use
disclosures to piece together damaging information about the government’s
investigatory capacities and strategies even after the particular investigation in which
an NSLs was issued has come to a close. The FBI has learned from experience that

- terrorist and foreign intelligence organizations “have the sophistication and capability
to closely analyze publicly available information concerning the United States’
intelligence gathering activities.” A-93. They “can and do piece together publicly
available information,” including details that may appear innocuous in isolation, and
thereby determine the scope, focus, and progress of ongoing counter-terrorism and
counterintelligence investigations. /d. Armed with such information, they can tailor
their activities to avoid detection in future investigations and exploit perceived
weaknesses in this nation’s intelligence gathering capabilities. Id. at A-93-94. Thus,
information about particular uses of NSLs, even in completed investigations, can
educate terrorist and foreign intelligence organizations about how to circumvent and

disrupt similar intelligence gathering in the future. Jd. at A-100-101. Nothing in

28-



Kamasinski suggests that .a permanent non-disclosure obligation is constitutionally
suspect in these circumstances.

The district court sought to distinguish this case from Kamasinski on other
grounds, but those efforts are wholly unavailing. The district court observed that
here, unlike in Kamasinski, “the existence of an investigation is already public.”
SPA-27. But that fact is irrelevant to  the government’s interest in preserving the
continued secrecy of other information about the investigation, such as the identity
of the NSL’S recipient, that would reveal the focus of the investigation. The district
- court also suggested that NSL recipients “who might have information regarding
investigative abuses and overreaching are preemptively prevented from sharing that
- information with the public and with the legislators.” SPA-28. But that concern has
norelevance to the plaintiffs’ as-applied challenge, for here, as the district court itself
acknowledged, the present investi gation “clearly relates tonational security,” and the
government “has a legitimate interest and duty in undertaking an investigation that
includes this NSL.” SPA-18. Moreover, even if (comrary'to the district court’s
acknowledgment) the NSL here were illegitimate, an injunction that permits Doe only
to disclose its identity would not advance any supposed interest in disclosing such
abuse. In short, the district court’s reasoning neither distinguishes Kamasinski nor

justifies the injunction that the court entered.
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B.  The District Court’s Objections to the Application of
Section 2709(c) in this Case Are Without Merit

The district court did not take issue with the need for secrecy in counter-
terrorism and counterintelligence investigations, nor did it suggest that the First
Amendment vests communication service providers with a general right to disclose
information they learn as a result of having been served with an NSL. Nevertheless,
the court ruled that the plaintiffs are likely to establish that Section 2709(c) is
unconstitutional as applied to the plaintiffs’ public disclosure of the NSL recipient’s
- identity in this case. That ruling is profoundly mistaken.

1. Therecord below demonstrates that the concerns animating Section 2709(c)
are directly implicated by an NSL recipient’s disclosure ofits own identity. Persons
who are engaged in (or otherwise have knowledge of) terrorist or foreign inﬁelﬁ gence
activities know which communication service providers they themselves use, and if
such a person learns that the government is seeking information from his provider
pursuant to an NSL issued in connection with a counter-terrorism or
counterintelligence investigation, that information puts the target on notice that his
activities may have attracted the government’s attention. So forewarned, he can take
actions to avoid detection and evade or disrupt the government’s intelligence

gathering activties — for example, by absconding, destroying damaging evidence,
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creating false evidence, or using other methods of communication. A-92, A-95-96,
Even if the target of the NSL is not himself directly involved in terrorist or foreign
inteliigence activities, knowledge that the government may be seeking information
about him could allow him to warn others. Id. at A-96. In addition, a terrorist or
foreign intelligence organization whose agents use the particular communication
- service provider may thereby learn which of its communications are potentially
compromised, and could instruct its agents niot to use, or to give disinformation to,
such providers. A-98-99. More broadly, terrorist groups and foreign inteliigenée
organizations can use such information to keep track of how often particular
providers reéeive NSLs, and to avoid providers most likely to receive such inquiries,
thereby screening their activities from detection. Id. at A-99.

The district court did not dispute that the disclosure of an NSL recipient’s name
can compromise the government’s ability to detect and prevent terrorism and
espionage in this fashion. See SPA-22. But it held that Doe nevertheless has a
constitutional right to publicize its own identity because the government did not
prove to the court’s satisfaction that these harms will occur in this particular case. In
~ the view of the district court, it is not enough for the government to provide
uncontradicted expert testimony about the risks associated with the disclosure éf NSL

recipients’ names. Instead, the court believed that the First Amendment requires the
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government to prove, conclusively and before the fact, that those risks will actually
mature in the present case. See SPA-19,21-22.

In subjecting the government to this stringent burden of proof, the district court
placed itself directly at odds with this Court’s decision in Kamasinski. In
Kamasinski, this Court identified various harms that could flow from the premature
disclosure of information about a confidential investi gatipn. into judicial misconduct.
See 44 F.3d at 111. The Court did not find, however, that any of these harms would
actually come to pass in the circumstances of the case before it. Nor did the Court
demand that Connecticut supply such proof. Inétead,'it was constitutionally sufficient
that the risks identified by the Court were characteristic ones that could fairly be
expected to arise in the absence of any contrary showing,.

For example, the Court relied on “the fear that * * * complainants will engage
in a campaign of harassment,” which “may result in influences that lead to the loss
of judicial independence as well as an overburdening of the JRC with frivolous
complaints.” ld. (emphasis added). The Court did not require the state to show that
the complainant in Kamasinski itself was actually engaging in such a campaign, or
that allowing him to disclose that he had filed a complaint would in fact jeopardize
Jjudicial independence. Similarly, the Court relied on the fact that “a common result”

of disclosure would be deterrence of other witnesses, without finding that such a
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result would actually occur in the case before it. Id. And the Court looked to the

LI 14

state’s “significant interest in encouraging infirm or incompetent judges to step down
voluntarily,” Vagain without inquiring whether disclosure in the particular
circumstances of that case would actually have such an effect. 1d.

The kind of showing presented by the government in this case is precisely the
kind relied on by this Court in Kamasinski. The declaration executed by the Assistant
Director of the FBI’s Counterintelligence Division identifies a number of real and
concrete risks created by the disclosure of information regarding the FBI's use of
NSLs, including information about the identity of an NSL recipient. The declafation
makes clear that those risks are categorical ones characteristic to one degree or
another of all cases under Section 2709. The First Amendment demanded nothing
more than this in Kamasinski; it demands nothing more here.

In the sealed portion of its opinion, the district court noted that Doe provides
Internet service to nineteen of its member libraries and that the number of people who
have made use of that service “would likely be in the tens, if not hundreds, of
thousands.” SPA-32. The court reasoned that Doe’s disclosure of its identity would
do little to indicate which of those many users is the subject of the government’s

investigatory interest. But the number of people who make use of Doe’s Internet

services is irrelevant to the investigative impact of the disclosure of Doe's. At most,
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only an extraordinarily small number of those users have reason to think that their
activities are of interest to a counter-terrorism investigation. And for each of
those users, Doe’s discl_osure of that it has received an NSL under Section 2709
would certainly sound an alarm bell. A user who has .engaged 1n activity that is
relevant to a counter-terrorism or counterintelligence investigation can draw no
comfort from the number of other users who have not engaged in such activities.

2. Atafundamental level, the district court’s opinion reflects an unwarranted
reluctance to give weight to reasoned judgments of the Executive Branch regarding
the risks associated with the disclosures about secret intelligence gathering activities.
"[Plredictive judgment[s] [by the executive branch] of the harm that will result from
the disclosure of information" in the national security context are entitled to judicial
deference, for "[i]t is abundantly clear that the government's top counterterrorism
officials are well-suited to make this predictive judgment," while "the judiciary is in
an extremely poor position to second-guess the executive's judgment in this area of
national security." Center for National Security Studiesv. Department of Justice, 331
F.3d 918, 928 (D.C. Cir. 2003).

This principle of judicial deference has been recognized by numerous courts,
including the Supreme Court itself. See, e.g, CIA v. Sims, 471 U.S. 159, 180 (1985)

(“It is the responsibility of the Director of Central Intelligence not that of the
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judiciary, to weigh the variety of complex and subtle factors in determining whether
disclosure of information may lead to an unacceptable risk of compromising the
Agency’s intelligence-gathering précess”); North Jersey Media Group v. Ashcroft,
308 F.3d 198, 219 (3d Cir. 2002) (“given judges’ relative lack of expertise.regardjng
national security and their inability to see the mosaic [created by disclosures of
individual facts], [judges] should not entrust to themfselves] the decision whether an
isolated fact is sensitive enough to warrant disclosure”); United States v. Yunis, 867
F.2d 617, 623 (D.C. Cir. 1989) (“Things that d[o] not make sense to the District
Judge woiﬂd make all too much sense to a foreign counter-intelli gence specialist who
could learn much about this nation’s intelligence-gathering capabilities from what
these documents revealed about sources and methods.”); Doe, 334 F. Supp. 2d at 523
(“judges do not have national security experience[,] [n]or is the institution of the
judiciary well-equipped to understand the sensitivity of an isolated piece of
information in the context of the entire intelligence apparatus™).

The district court professed to recognize the appropriateness of judicial
deferenge regarding these judgments, but it nevertheless dismissed the record
presented by the government in this case as impermissibiy “speculative.” SPA-17,
19.  There is nothing speculative, however, about the risks identified by the

government. They are the product not of speculation, but rather hard-won experience.
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See, e.g., A-93 (“[Tihe FBI has determined through its past and ongoing counter-
terrorism and counterintelligence investigations [that] terrorist and foreign
intelligence organizations have the sophistication and capability to closely analyze |
publicly available information concerning the United States’ intelligence gathering
activities”). To dismiss the carefully considered judgments presented by the
government in this case as mere “speculation,” and to replace those judgments with
the court’s own conclusion that disclosure would not be harmful, is to make the
judiciary rather than the Executive Branch the arbiter of this country’s intelligence
gathering needs. That is a role the judiciary is institutionally unéuited to play.

3. The district court suggested that Section 2709(c) reaches impermissibly far
by mandating non-disclosure even after the completion of the investigation for which
the particular NSL was issued. The district court held that, while the government has
"a compéiling interest in conducting its investigation in secret so that the target(s) of
the investigation are not aware of it," that interest could not justify a prohibition
against the disclosure of Doe's identity after the current investigation is over. SPA-
23-25.

This reasoning is misconceived at two different levels. First, as shown above,
the unique characteristics of counter-terrorism and counterintelligence investigations

mean that public disclosures about the government’s investigatory activities and
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methods can cause serious harm even when they occur long after a pérticuiar
investigation has come to an end. See pp.26-29 supra. Second, even assuming that
-the justification for preserving the secrecy of Doe's identity could lapse after the
current investigation is complete, that possibility hardly justifies the inj unction iésued
by the district court, which permits the disclosure of Doe's identity now, while the
investigation is still very much underway. In speculating about the impact of
disclosures on completed investigations, the court lost sight of the ongoing
mvestigation actually before it.

The court also suggested the Séction 2709(c) is impermissibly broad because
it encompasses “[a]ll details relating to the NSL * * * without any showing that each
piece of information, if disclosed, would adversely affect national security.”” SPA-25.
The court’s assumption that particular “details” regarding an NSL may be harmless
ignores the demonstrated capacity of terrorist and foreign intelligence agencies to
assemble seemingly innocuous pieces of information into a dangerously revealing
mosaic. A-93; see, e.g., Halkin v. Helms, 598 F.2d 1, 8 (D.C. Cir. 1978); Halperin

v. CI4, 629 F.2d 144, 150 (D.C. Cir. 1980).% In any event, the question before the

* The district court reasoned that cases like Halkin and Halperin are inapposite
because the plaintiffs here are asserting a right to disclose information in their own
possession, rather than a right to obtain information in the government's possession.
SPA-21-22. That response misses the point. The risks identified in Halkin and
Halperin turn on the nature of the information and the investigations at issue, not the
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district court concerned the effect of disclosing one piece of information in particular
— the identity of the NSL recipient. As we have already shown, the plantiffs cannot
disclose that information without creating the risks that lie at the heart of Section
2709(c).

4. One final aspect of the district court’s First Amendment analysis requires
comment. The court held that Section 2709(c) is subject to strict scrutiny because,
in the court’s view, it constitutes a prior restraint on speech. See SPA-13-15. That
holding is erroneous in two respects. First, Section 2705(c) is not a prior restraint.
Second, even if it were, it would not constitute the kind of prior restraint that triggers
strict scrutiny under the First Amendment. |

The Supreme Court’s prior restraint precedents involve two types of restraint,
neither of which is presented by Section 2709(c). The first is an administrative
licensing scheme, under which an individual who wishes to speak must first seek a
license or other prior approval from the government. See City of Lakewood v. Plain
Dealer Publishing Co., 486 U.S. 750, 757 (1988). Such licensing schemes present
unique First Amendment concerns because they vest administrative decisionmakers

with discretionary power that can be abused to suppress constitutionally protected

nature of the legal claim being pressed by the plaintiffs, and the same risks are present
here.
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speech; because the licensing process itself can delay speech; and because the
prospect of having to undergo administrative review encourages self-censorship.
Harman v. City of New York, 140 F.3d 111, 119-120 (2d Cir. 1998). Those risks are
not created by statutes like Section 2709(c) that categorically prohibit speech, even
when (unlike Section 2709(c)) they subject violators to criminal punishment. See
Landmark Communications, Inc. v. Virginia, 435 U.S. 829, 838 (1978) (Virginia
statute prohibiting disclosure of confidential information about judicial misconduct
investigations and subjecting violators to criminal penalties “does not constitute a
prior restraint”); City of Lakewood, 486 U.S. at 764 (distinguishing between statute
imposing prohibition on speech and stafute conditioning speech on obtaining-a
license or permit from official).

The second category of prior restraints consists of judicial injunctions against
particular speech or speakers. See, e.g., Near v. Minnesota ex rel. Olson, 283 U.S,
697 (1931). In this case, the government has not sought, and the district court has not
issued; any order prohibiting the plaintiffs from making the disclosures prohibited by
Section 2709(c). Thus, even if such an order would constitute a prior restraint, no
such restraint is involved here.

The district court acknowledged that Section 2709(c) “may not look like a

typical prior restraint,” but held that it nevertheless constitutes a prior restraint
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because it prohibits speech “in advance of it having occurred.” SPA-13. But
virtually any law that renders particular kinds of speechunlawful can be characterized
.in the same terms. For example, it is unlawful in every state to make defamatory
statements. Yetno one would suggest that the common law of defamation constitutes
a prior restraint simply because it makes défamatory speech unlawful. And the
constitutional result would not change if a state chose to replace its common law with
astatute providing that “no person shall make defamatory statements.” In the absence
of any requirement that a speaker submit his speech to scrutiny by an agency before
making it, or any attempt to enjoin the speaker before he has spoken, the bare
existence of a statutory prohibition on defamatory speech would not constitute a prior
restraint. The same reasoning applies to the countless state statutes that make it
unlawful to publish or disseminate obscene speech. So too here, the bare existence
of Section 2709(c), without more, does not amount to a prior restraint.

In any event, even if Section 2709(c) could be classified as a prior restraint, the
Supreme Court’s decision in Rhinehart makes clear that it is not the sort of prior
rcsﬁ*aint that triggers strict scrutiny. As noted above, Rhinehart involved a judicial
order prohibiting speech. However, the Court pointed out that the judicial order there

restricted only the disclosure of information “obtained through use of the discovery

bl

process,” not information “gained through means independent of the court’s
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processes.” 467 U.S. at 34. For that reason, the Court held that the order “is not the
‘kind of classic prior restraint that requires exacting First Amendment scrutiny.” Id.
at 33. The sarﬁe reasoning applies here. |
Finally, even if Section 2709(c) were the kind of prior restraint that triggers
strict scrutiﬁy, it would readily survive that review. This Court applied strict scrutiny
to the non-disclosure requirement at issue in Kamasinski — not because that
requirement was a prior restraint, but instead because the Court regarded the
requirement as content-based. See 44 F.3d at 109.* Yet the Court had no difficulty
in holding that the statute satisfied strict scrutiny. As we have already shown above,

Section 2709(c) readily passes muster under Kamasinski. Thus, even if strict scrutiny

is otherwise appropriate, Section 2709(c) survives that scrutiny.

* In our view, statutes like Section 2709(c) that seek to preserve the secrecy
of confidential governmental investigations without prohibiting the disclosure of
independently obtained information do not present the kind of First Amendment risks
that warrant strict scrutiny. Cf. Rhinehart, 467 U.S. at 30-32 (applying intermediate
rather than strict scrutiny to order prohibiting disclosure of information obtained
through discovery). To the extent that Kamasinski is inconsistent with that view, we
respectfully submit that it is incorrect. We recognize that, absent en banc
consideration, this Court is bound to adhere to Kamasinski’s holding regarding the
appropriate standard of constitutional review. By the same token, of course, the
manner in which Kamasinski applied that standard is equally binding, and application

of the standard in the same manner here confirms the constitutionality of Section
2709(c).
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I.  The Balance of Harms Weighs Strongly Against Allowing the
Plaintiffs to Publicly Disclose the NSL Recipient’s Identity

For the foregoing reasons, the plaintiffs have not established a likelihood that
- they will prevail on their as-applied challenge to Section 2709(c), much less the
“clear or substantial” likelihood of success (Beal, 184 F.3d at 122-23) that is required
to support a mandatory preliminary injunction that irreversibly alters the status quo.
That alone is sufﬁcient to warrant reversal of the district court’s injuﬁction. But the
injunction also must be reversed for another, equally important reason: the balance
of harms does not weigh in favor of the plaintiffs, but rather tilts decisively in favor
of the govemrﬁent.

A.  Prohibiting Disclosure of Doe’s Identity Does Not Materially
Impair the Plaintiffs’ Asserted First Amendment Interests

The plaintiffs’ central rationale for demanding immediate disclosure of Doe’s
identity, as opposed to waiting for the district court to reach a final judgment on the
merits of the plaintiffs’ constitutional claims, is that the inability to identify Doe
supposedly prevents the plaintiffs from taking part in ongoing public and
Congressional debate regarding Section 2709. Thus, the plaintiffs argued below that
the non-disclosure requirement prevents Doe from “lobby[ing] Congress. for
additional safeguards” to be added to Section 2709; from “educatfing] and

organiz[ing]” the ‘“library community”; from “coordinat[ing] procedures for
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responding to NSLs”; and from alerting “patrons and the general public to the
~dangers posed by the Patriot Act.” Reply Memorandum of Law in Support of
Plaintiffs’ Motion for Preliminary I’njunc_:tion (“PI Reply®) at 8-9.

Evena caéual examination of Section 2709(c) is sufficient to dispose of these
claims. By its terms, Section 2709(c) provides only that the recipient of an NSL fnay
not disclose that the government “has sought or obtained access to information or
records” from the recipient under the section. The non-disclosure provision does not
prevent the recipient of an NSL, or anyone else, from taking part in public debate
fegarding the scope, application, and desirability of Section 2709. NSL recipients
remain perfectly free to “lobby Congress for additional safeguards,” to “‘educate and
organize” the “library community” or any other sector of the public, to “coordinate
procedures for responding to NSLs,” and to call the attention of one and all to the
supposed “dangers” presented by Section 2709 (PI Reply at 8-9). The mere inability
of an NSL recipient to disclose that it has received an NSL places no impediment
whatsoever in the way of these undertakings.

The course of this litigation itself confirms the hollowness of the plaintiffs’
claims. As shown above, the plaintiffs have already publicly stated that an NSL has
beén served on a member of the American Libréry Association (ALA), and major

news organizations have reported that Section 2709 is being used to seek records
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from a library. Thus, to the extent that the plaintiffs wish to call the attention of the
public and Congress to the potential applicability of Section 2709 to libraries, they
have already done precisely that — without having to identify the entity that has
received the NSL in this case. The ALA itself lobbies Congress on behalf of its
members (A-84-87) and is free to note that oﬁe of its members hés been served with
~an NSL; the ability to identify which particuiar mémber adds nothing to that effort.

The district court expressed the view that “Doe’s statements as a known
recipient of a NSL would have a different impact on the public debate than the same
statements by a speaker who is not identified as a recipient.” SPA-12. But there is
no reason whatsoever to expect that to be so. Doe has no “tale to tell” about the
details of the NSL in this case; the injunction allows Doe only to identify itself as the
recipient of the NSL, not to disclose any other information about the NSL or the
circumstances surrounding it. There is no reason to think that Congress will find
Doe’s general views about the wisdom of Section 2709 more persuasive simply
- because of the bare fact that Doe has been served with an undescribed NSL.

B. - Disclosure Will Irreparably Harm the Government
and the Public Interest

The injuries to the government and the public interest that would be presented

by Doe’s public disclosure of its own identity have been discussed at length above,
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and we need not repeat that discussion in detail here. See pp. _ supra. What bears
emphasis is that these injuries are not only serious, but irreversible as well. Once Doe
has been allowed to ciisciose its identity, the target of the NSL will be on notice that
his actions are potentially compromised, offering him the opportunity to hide, flee,
provide misinformation, or otherwise frustrate the investigation. A-92-93, A-95-96,
A-98-99, Atthe sarﬁe time, the disclosure will alert terrorist and foreign intelligence
organizations to avoid this recipient in the future and will provide such groups with
useful information about the geographic focus and methodology of the FBI's
countcr—-térrorism and/or counterintelligence investigations generally. A-93-94.
None of these consequences can be undone after Doe makes its identity public.

As a practical matter, therefore, the “preliminary” injunction in this case is
tantamount to a final injunction with respect to the disclosure of Doe’s identity. Itis
for that reason that this Court’s precedents require the plaintiffs to demonstrate a
“clear or substantial likelihood of success.” Beal, 184 F.3d at 123. And that the
plaintiffs have manifestly failed to do.

The plaintiffs can be expected to argue that the government’s interests in non-
disclosure no longer obtain because the New York Times published an article, after
the entry of the preliminary injunction, that speculated correctly about Doe’sidentity.

But as the plaintiffs themselves acknowledge, that was not the first newspaper article
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to make that speculative association. To the contrary, the New York Times had
published carlier articles that offered the same surmise about Doe’s identity.” The
plaintiffs called those articles to this Court’s attention in oppbsing the government’s
stay motién, but this Court granted a stay ﬁcvertheless — and rightly so. As other
courts have repeatedly recognized in the FOIA context, “even if a fact has been the
subject of media speculation, its official acknowledgement could damage national
security.” Public Citizen v. Department of State, 11 F.3d 198, 201 (D.C. Cir. 1993);
Afshar v. Department of State, 702 F.2d 1125, 1130 (D.C. Cir. 1981). So too here,
confirmation of press reports by Doe itself would turn media speculation into public
certainty. The government therefore has a substantial and continuing interest in
preventing Doe from disclosing its own identity.

In their motion fo vacate the Court’s stay pending appeal, the plaintiffs
suggested that the latest article is fundamentally different from its predecessors in
terms of its impact on the government’s interests. In particular_, the plaintiffs pointed
to the fact that the most recent article attributed the information about Doe’s identity

to an unspecified “court—-opérated Web site.” The plaintiffs argued that the judicial

> See Hartford Libraries Watch as U.S. Makes Demands, New York Times,
Sept. 2, 2005; Connecticut Librarians See Lack of Oversight as Biggest Danger in
Antiterror Law, New York Times, Sept. 3, 2005; Plaintiffs Win Round in Patriot Act
Lawsuit, New York Times, Sept. 10, 2005.
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Wéb site provides an official imprimatur that vitiates the government’s interest in
continuing to restrict disclosure by Doe. That argument is misconceived both le gally
and '_factually. |

As a legal matter, the interests of the Executive Branch in avoiding disclosure
of information relating to national security are not forfeited by disclosures —
pérticularly, as here, eﬁtirely inadvertent and unauthorized disclosures — by other
branches of the government. See, e.g., Frugonev. CI4, 169 F.3d 772,774 (D.C. Cir.
1999); Fitzgibbon v. CI4, 911 F.2d 755, 765-66 (D.C. Cir. 1990); Salisbury v. United
States, 690 F.2d 966, 971 (D.C. Cir.1982). Indeed, in the FOIA context, the D.C.
Circuit has held that the interests of a particular Executive Branch agency in avoiding
disclosure of national security information are not lost even through a disclosure by
another agency. Frugone, 169 F.3d at 774-75.

The plaintiffs sought to distinguish these cases in their stay vacatur motion on
the ground that they involve statutory claims under FOIA rather than constitutional
claims under the First Amendment. But the logic of these cases does not depend on
the legal source of the plaintiff’s claim. Instead, it rests on the recognition that
disclosure of information by the news media or another branch of government does

not eliminate the Executive Branch’s interest in avoiding confirmation of that
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information by the Executive Branch itself. The same logic applies where, as here,
confirmation would come from the very person whose identity is at issue.

As a factual matter, moreover, the capacity of the PACER database to confirm
the Times report is more apparent than real. The reference to .Doe’s identity
contained in the PACER database was removed within hours after the publication of
the article, and it is improbable at best that the subject of the NSL sought and
obtained confirmation of the article from the database during those few hours. The
article itselfnowhere identifies which of the hundreds of “court-operated Web site[s]”
provided the information, and it is highly doubtful that anyone other than a lawyer
or legal reporter would be able to identify the PACER database as the source of the
information in the brief time available. Moreover, PACER is a fee-based database,
which can be accessed only by persons who have registered and made prior payment
arrangements. Registration requires the user to provide personal information,
including his name, address, phone number, email address, and, to obtain same-day
access (the only option that would havé permitted access before the information was
withdrawn from the database), credit card information. See
<https://pacer.psc.uscourts.gov/cgi-bin/regform.pl>. Even assuming that the subject
of the NSL saw and read the New York Times article as soon as it was published and

knew enough to turn to PACER, a person who does not wish to be identified by the
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gdvemment in the first place is hardly likely to respond by submitting this kind of
comprehensive self-identification to a database operated by the government itself,
Thus, the specter of “official confirmation” via PACER is an illusory one: whether
or not the subject of the NSL theoretically could have obtained confirmation of the
Tifnes article from PACER, there is no reason to think that he or she actually did so.
For these reasons, this not a case in which the cat is out of the proverbial bag.
The mere publication of an article that purports to identify the NSL recipieﬁt does not
let tﬁe cat out of the bag. Nor does an inadvertent and unauthorized release of
information by another branch of the government, particularly when the information
was withdrawn before the subject of the NSL had any realistic opportunity to seek it

out for confirmation of the article.
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CONCLUSION

For the foregoing reasons, the preliminary injunction should be reversed.
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