UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

1
|

VIERICAN CTVIL LIBERTIES UNION, |
and AMERICAN CIVIL LIBERTIES |
UNION FOUNDATION; |
3

Plainuiffs, 1|

| 04 Civ, 2614 (VM)
V. o

|
JOHM ASHCROFT_, in his O'ffl_(na} capacity as ‘11 SEALE]}
Attorney General of the Uniied States; ‘.
RORERT MUELLER, in his official
capacity as Director of the Federal Bureau of
Investigation; and MARION E. BOWMAN, |
in his.official capacity as Senior Counsel 1o
the Tederal Bureau of Investigation, 1

Drefendants. l|

1
b

DECLARATION OF ANN BEESON

1, Ann Reeson, of Montelair, New Jersey, do declare:

1. 1 am the Associate Legal Director of the American Civil Liberties Union
Foupdation (*ACLL™), and I represent the plaintiffs in this case.

2. Plainiiffs filed the complaint in this case under seal to avoid violating the gag
provision in 18 U.8.C. § 2709(c) (nereinafter “gag provisioﬁ”), See Bxh. 1; Rec. Do, 10.
3, Tefendants originally took the posinon that any public disclosurs about the cass,
inchuding the fact that the ACLU nad challenged the constitutionality of18US.C &
2709, would violate the gag provision. Defendants rejterated this position 2t a siatas

conference with the Court on Apri] 23, 2004,



4, After the status conference, in a joint letter dated April 26, 2004, defendants
informed the Court that they had reevaluated their “position as to what information can

e disciosed
See Exh. 2.

5. In the April 26th joint letter, defendants agreed to the public filing of a redacted
complaint. See id

6. In the April 26th joint letier, defendants “agreed that neither they nor their agents
will seek to impose any legal sanction or penalty on the ACLU (or its attorneys) for filing
publicly the . . . redacted complaint and motion to file the complaint under seal” See id
7. On April 28, 2004, a redacted version of the complaint was filed on the public
dacket. See Complaint (Ree. Doc. 9).

8. On May 13, 2004, plaintiffs fled with the Court an amended complaint, which
added the ACLU Foundation as a plaintiff. Through a joint letter submuitied on May 14,
2004, the parties informed the Court that they had agreed to file on the public docket a
redacted copy of the amended complaint. See Txh. 3. |

g. Since the filing of the original redacted complaint on the public docket, the parfies
nave disagreed about what information must be redacted in court documents in this case.
See id; see also Bxhs. 4 - 8.

10.  Defendants have told plaintiffs and the Court that they cannot specify in advance
what disclosures might violate the gag ﬁrovision. See, e.g., Exh. 3.

11 Defendants have told plaintiffs’ counsel by telephone that the gag provision
prohibits plaintiffs from disclosing to the public that the ACLLUI Foundation represents a

plaintiff other than the ACLU in this lawsuit.

[



12.  The publcly available versions of the original and the amended complaint
indicate that there is another plaintiff in the lawsuit, whose name bas been redacted. See
Complaint (Rec. Doc. 9); Exh. 3.

12, Defendants have taken the position that any reference to the {act that “the FBI has
issucd an NSL and sought information under the statute” must remain wnder seal due
the gag provision, See Exh. 6.

14.  Since the filing of the redacted complaint on the public docket, numerous news
stories writien by reporters who are not privy to any information under seal in this case
have reported that the anonymous plaintiff in the lawsuit received an NSL. See Exh. 7.
15 Defendants have songht redactions in court documents that plaintifls have
opposed. See Exhs. 6 - 8.

16.  Defendante have maintained that the redactions are required by the gag Provision.
See Txhs. 0, 8.

17 Defendants have maintained that any disclosure that “effectively communicates
that the plaintiffs are challenging a particular NSL that was 1ss ued” must remain under
coal due to the gag provision. Exh. 6, see alse Exh. 8.

18, Defendants have maintained that any statement st ogesting that there is an
underlying terrorism investigation must remnain under seal due to the gag provision. Sec
Exh. 6.

19 Defendants have maimntained that any reference to the fact that the povernment
believes this case implicates national security must remain under seal due to the gag

provision. See id.

L



20, Defendanis have maintained thai any reference to the “sensitive™ nafire of this
case must rermain under seal due to the gag provision. See id.

21, Defendunis have maintained that any reference 1o the categories of information
demanded by the NSL must remain under seal duc to the gag provision. See id.

22, Defendants have maintained that the phrases —-.-and Ty

_ which appeared in an ACLU press releasc, must remain under seal due to
the gag provision. See Exh. 13.

93, Defendanis have maintained that the identity o_xhuat remain under seal due
to the gag provision. See Exh. 2; see also Exhs. 6, 8.

24 Defendants have maintained that any characterization of-aa a “consulting”’
busincss mugt remain under seal due fo the gag provision. See id.

75 Defendants have maintained that any gencral description of{-sewices, such
as providing storage space for electronic files and encryption advice, must remain under
seal due to the gag provision.  See id.

26. Defeﬁdams have maintained that any general description of the kinds of
information that-possesses about its clients, such as client customer iists and the
client’s electronic communications, must remain under seal due to the gag Provision. See

id

b2
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31.  The ACLU obtained documents from the Department of Tustice in response 10 &

Freedom of Information Act requast. One document is entitled “Transactional Records
NSLs Since 10/26/2001,” and appears to be a list of National Security Letters issued by
the FRI between Ociober 26, 2001 and January 21, 2003, See Exh. 9.

32.  Another document that the ACLU obtained is entitled “New Legistation /
Revisions to FCIIT Legal Authorities / National Security Letters,” and appears ¢ be an
_Octobc: 26, 2001 memorandum discussing the FBI's power 10 issue Nationa! Security
Letters. See Exh. 10.

13, Another document that the ACLU obtained is entitled “National Security Letier
Matters,” and appears {o be a November 28, 2001 memorandum discussing the FBT's

power to issue National Security Letters. See Bxh, 1L



34.  On May 15,2004, I visited the web site of the U.S. House of Representatives
Committee on the Judiciary. 1 printed out a letter from that web site, which was sent by
the Justice Deparument on July 26, 2002, in response (© questions submitted by the House
I u&icia:y Committee on USA Patriot Act Implementation. See Exh. 12
(<http:r’fwww.house.gow’judiciaryf’patriotresponses1 01702.pdf>) (relevant excerpt's of
letier and responses). The Justice Department letter states that the FBI may use NSLs to

_obtain information from public libraries, bookstores, or newspapers. See id at 4.

[ declare under penalty of perjury that the foregoing is true and correct to the best of my

knowledge and belief. Executed on this day. May 15, 2004,

/R

i
Arm Beeson
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AMERICAN CIVIL LIBERTIES UNION,

l MOTION FOR LEAVE TO FILE
Plaintifts, | CASE UNDER SEAL

i 04OV 02614

JOEN ASHCROFT, in his official capacity as

Attornzy General of the United States; o
ROBERT MUELLER, in his official capacity %‘% @@E E;ﬁ @ﬂgﬁé % é‘}
as Dirsctor of the Federal Bureau of o % : = -
Investigation; and MARION E. BOWMAN, |

|

|

|

|

in her official capacity as Senior Counsel to
the Federal Bureau of Investigation,

Defendants.

MOTION FOR LEAVE TO FILE CASE UNDER SEAL

nd American Civil Liberties. -

Union (ACLLY) hereby move for leave to file the abov&-ca[;fioned case under seal,
The case involves a challenge to a National Security Letter issued pursuant to 18
U.S.C. § 2709 and served on-n_-fNSL"’). The case
also involves a constitutional challenge to 18 U.S.C. § 2709, Section 2709 includes a
provision that prohibits any entity served with a National Security Letter from
“disclos[ing) to any person that the Federal Bureau of investigation has sought 0T
obtained information or records under this section.™ Jd. § 270%(c}. Iiaintiffs* Complain{
alleges that Section 2709(0}_%5 upconstitutional under the First and Fifth Amendments.
The Cdmplaint includes numerous allegations indicating that the Federal-B urreaﬁ
of Investigation has so_ught information undsyr Section Z”F!Z}é, It appsars, therefore, that
: tha_lpuhiication of the Complaint would violate Section 2709(c}. To avoid penalties for

violating Section 2709(c), plaintiffs feel oblhigated to file this suit under seal. Upon filing



the Complaint, plaintiffs intend to ask the government for 2 stipulation that plaintiffs can

disclose certain information about the_N SL and this case without vielahng

Section 2709(c). If the government agrees 1o the stipulation, plaintiffs will move

immediately to unseal the cass, Ifthe government does not agree to the stipulation,

piamtiffs may ssek preliminary relief in order to unseal the case.

April 6, 2004

‘Respectiully submitted,

JAMEEL JAFFER (J1-4653)

ANN BEESON (AB-2082)

SHARON McGOWAN (SM-5846)
National Legal Department

Arnerican Civil Liberties Union Foundation
125 Broad Street, 18% Hloor

New York, NY 10004

{212) 545-2500

b Guendet

ARTHUR N. EISENBERG (W E-2012)

New York C¥il Liberties Union Foundation
125 Broad Street

New York, NY 10004

(212) 344-3005




- and
AMERICAN CIVIL LIBERTIES UNION,

Piaintiffs,

V.

JOHN ASHCROFT, in his official capasity s
Attomey Generzl of the United States,
ROBERT MUELLER, in his official capacity
as Director of the Federal Burean of ‘
Investigation; and MARION E. BOWMAN,
in her official capacity as Senior Counsel to ‘

\
|

q
|

the Federal Burzan of Investigation,

Defendants. l

ORDER
UPON CONSIDERATION of plaintiffs’ motion for leave to file the above-
captioned case under seal, it is this 6" day of April, 2004,

ORDERED that plaintiffs’ motion be GRANTED.

Thomas P. Greisa
United State District Judge

-y YU AN

MICROEIL W

APR - 72004
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1.8, Department of Justice

United States Atforney
Southern District of New York

&€ Chambers Stras!
WNew York, New York 10007

April 26, 2004

BY HAMND

Honorable Victor Marrerc
United States District Judge
United Seates Courthouse

40 Centrs Strest, Room 414
New York, New York 10007

Re: ALLU et ano, Vv. hsheroft
D4 Civ. 2614 (VM)

COMPLAINT FILED UNDER SEAL

LETTER TO BE FILED UNDER SEAL

_ Oovernment respectiully
etter in connection with the zbove-capticned action
21, . 2né pursuant to the Court's directive at the
conference’ held on April 23, 2004,

ig 1
filad unc=r =&
initial pre-tri

Ls stated by the Government at the conference, the

[
Government beliewves that the filing of the complaint in this
sotion TaiZes serious national security concerns. In an effort

ro. allow the public to know that 18 U:S.C. § 2705 is being
challenged, however, the rederal Bureau of Investigation ("FTRIY)
mas reevalusted its posicion as to o wh ] mtion Can be

at .inf
disclosead

Accordingly, the Government has withdrawn its objection to
public £iling of the enclosed redacted. complaint, which
oses msolely a facisl thallenge to the constizutionality of
g§.C. § 2709 by plaintiff American Civil Libesrties Un.ion
S
ain

The redacted complaint doss not disclose the identity

the 1S8UELC

ad

or of any
18 U.S5.C. § 2709,

curity netter (P"NSLT) undar
The Government has also withdrawn its objection to the

public filing of the enclosed redacted moticn o f£ile the

compiaint under seal. Again, the redacted motion does not



The Government does ncot believe thar disclosure by the ACLU
of ite allegations in the enclosed redacted complaint and motion
would constituts a viplation of 18 U.E.C. § 2709{c). Delf=ndante
nhave agreed that neither they nor rneir agente will seek To
impoge any legal sanction OF penalty on the ACLU {or its
attorneys; for fiiing publicly the enclose redacted complaint
snd motion to file the complaint under seal
disclosing in any form the allegaticns in
documentis.

¢

m
!

—
Y

s )]

r

. or for otherwise
hese two redacted

ot 0 (0

The parties will continue to file papers under seal in this
scrtion, but will attempt to negeriate = orocedure for the pumilc
filing of redacted papers that disclose solely a facial challenge
vo the comstitutionality of 18 U.8.C. § 2708 by plaintiif ACIU.

The parties resgpectfully propose the following briefing
schedule for their respective wotions concerning the complaint:
plaintiffs' summary judgment motion to be filed by May 17, 2004;
rhe Government ' 's opposition te plaintiffs’ motion and its cross-
motion to dismiss the complaint or for Summary judgment to bz
Filed on June 7, 2004; plaintiffs’ reply papsrs in suppert of
their motion and opposition to the covernment 's crosg-motion TO
be filed on June 28, 2004; and the Government ' reply Dapers in
support of irs motion to be filed on July 1%, 2004.

Thark you for your consideraticn of this submigsion.
kespectfully,
DAVID W. KELLEY

Unit=d Stabes AILOINEY

BYZWYMU¢GUJﬁm'mmﬁuL¢
MEREDITH E. KOTLER
zagigtant United States ALLOTDEY
Telephone: (212} 627-2724







ANY BEESON
ASROLIATE LEGAL DIRECTOR
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AMERICANCIVIL L1BERTIES union &

May 14, 2004

Bv Hand

Hon. Victor Marrero
United States District Judge

United States Courthouse
A0 Centre Street, Room 414
AMERIGAM EIVIL LIBERTIES - s
UKIDOH FOUNDATION Ne“r YOTL, I\IY 1000"1
MATIOMAL DFFIZE
B e stus h00 Re: ACLU et ane. v. Asheroft, 04-CV:2614 (VM)
TIFLLBAT 2407 SEAIJEB

EIE12BLT 245
APEESOM@ACLUY DRE
www ACLU.ORS

Dear Judge Marrero,

Enclosed please find a redacted copy of plaintiffs’ amended
complaint. The redactions in this document mirror those in the original
complaint fiied on the public docket on April 28, 2004, As these redactions
reflect the status quo with regard to disclosures in this case, the government
has agreed that this redacted amended complaint can be filed directly onthe
public docket. '

On May 6, plaintiffs submitted to the Court a copy of the original
complaint with pink highlighting to reflect the proposed redactions that are
disputed and green highlighting to reflect the proposed redactions that are
undisputed. The government subinitied a letter brief on Wednesday, May 12,
in support of the contested redactions. Consistent with the Court’s May 12th
Order, plaintiffs shall file a letter brief concerning the contested redactions in
the original complaint with the Court in response by Friday, May 14.

With the exception of the addition of the ACLU Foundation as &
plaintiff, the amended complaint filed with the Court on May 12, 2004, is
virtually identical to the original complaint. Among other things, the text of
paragraph 6 has been amended and a new paragraph 7 has been-added.
Conssquently, after paragraph 7; the nurmbering of paragraphs is off by onem
comparison to the original. ' '



AMERICAN CIVIE LIBRERTIES
NION FOUMBAYIGH

As a result of the fact that the amended complaint is very similar o
the original complaint, the parties have agreed to rest on the ietter briefs
submitted with respect to the disputed redactions in the original complaint,
rather than resubmit letter briefs coneerning contested redactions in the
amended complaint that simply reiterate arguments already presented (o the
Court. The letters’ references to paragraphs after number 6 are off by one
due to the additional paragraph in the amended complaint. To facilitate the
Court’s consideration of this matter, the parties have also submitted a copy of
the amendsd complaint with disputed redactions marked in pink and
undisputed redactions marked in green. After the Court resolves the dispute
over the contested redactions, plaintiffs are willing to prepare a redacted
version of the amended complaint consistent with the Court’s order.

Meredith Kotler, counsel for the government, has consented to our
filing this joint letter on behalf of the parties.

Respectiuliy,

N B

Ann Beeson

Encls.

Feloh Meredith Kotler
Assistant United States Attorney
Southern District of New York
86 Charmnbers Street
New York, NY 10007






ANH BEESON
ASSOCIATE LEGAL DIRECTUR

AMERICAN TI¥IL LIBERTIES
UHION FOUNDATION
WATIO®AL OFFILE

125 BROAD STREET, 18TH FL.

HEN YORK, WY 10004-2400
TH1L.547.2600
B/IZ.545.26T0
AREESONBACLU.ORG
WWW.ACLU. ORE

AMERICAN CIVIL LIBERTIES UNJON

T\ ay 6, 2004

By Hand

Hon. Victor Marrero
United States District Judge
United States Courthouse
44 Centre Street, Room 414
New York, NY 10007

Re: ACLU et ano. v. Asheroft, 04-CV-2614 (VM)
SEALED

Dear Judge Marrero,

Tn sccordance with the Court’s direction at the May 3, 2004 conference,
the parties have attempted to reach an agreement regarding the disclosure of
information related to this case, The parties have been unable to reach an
agreement. Attached to this Lett\,r is plaintiffs’ proposal on disclosure (“the
ACLU disclosure proposal™.! Plaintiffs offer the foliowing brief comments in

support of this proposal and in opposition to the government’s counter-
praposal

To protect the rights of the public and press to access judicial
documents and proceedings, the First Amendment requires strict serutiny of
any sealing order. Inre The Herald Co., 734 F.2d 93,102 (2d Cir. 1984).
Documents and proceedings may be closed only “if specific, on the record
findings are made demonstrating that closure is essential to preserve higher
values and is narrowly tailored to serve that interest.” In re The New York
Times Co.. 828 F.2d 110, 116 (2d Cir. 1987); see also Press-Enterprise Co. v.

Superior Court, 464 U.S. 501, 510-11 (}984), Press-Enterprise Co. v. Superior
Cowrt, 478 U.5. 1 14 {1986).

! The attached proposal is identical to the pronosat plainiiffs. sent to the govemnment two days
ago, with one exception. In the earlisr proposal, in an attempt at compromise, plaintiffs offered
o define “Specxﬁad Information” 1o incinde the specific atagones of information sought by
the WNSL. Plaimtiffs have reconsidered their position on this issue in light of the government's

rejection of nur proposal and the government’s failurs to justify suppression of this generic
mformation.



AMERICAN CIVIL LIBERTIES
URION FOUHDATION

In this case, the only possible justification for any sealing order is the
gag provision, 18 US.C. 2709(c).* Plaintiffs believe that the gag provision
viclates the First Amendment because it prohibits speech without requiring the
government to first show 2 compelling need for secrecy and to narrowly tatlor
any gag on a case-by-case basis, The government has not yet offered any
evidence to justify the imposition of a gag, ora sealing order, in this case.

At the very least, while the Court considers the merits of the case, any
sealing order should restrict only that information that could conceivably
implicate the gag provision. Thus, the ACLU disclosure proposal would
restrict the filing and disclosure only of pra-defined categonies of information.
The government has refused, howevet, 1o define the scope of the gag provision.
Vet the universe of sensitive information the ACLU possesses is in fact quite
narrow, in contrast to the universe of non-sensitive information about the case.
Tf the government believes our definition of sensitive information is 0o
narrow, it should simply propose & broader dsfinition.

instead, the government's counter-proposal assumes that the gag

provision justifies 2 restriction on all filings and disclosures in the case, with
the exception of a small category of information that the govermument may pre-
approve for disclosure. In other words, rather than define with specificity the
information it insists on suppressing, the government demands that the ACLU

efine what we wart to say in advance so that the government may pre-approve
that speech. There 1s no purer example of an unconstitutional prior restraint,
See Nebraska Press Ass'nv. Stewart, 427 1.8. 538, 559 (1976).

~ Notably, the government’s counter-proposal and the current sealing
order restrict far mors than court filings. To avoid inadvertently violating the
sealing order, the ACLU is required to clear with the government every
discussion about the lawsuit, every response 16 public inquiries about the case,
every press release or phone conversation with a reporer, every letter 1o ACLU
members, 2id every discussion with members of Congress urging repeal of the
statute. We are also required to seek the government’s permission before
disclosing conversations with opposing counsel and oral arguments at court
coniferences. The ACLU is engaging in such communications on a daily basis

2 Indeed, the ACLYJ had to file this tase originally under seal to avoid the risk of prosecution
under the gag provision. In our, Motion for Leave 1o Tile Case Under Seal, we specifically
assured the Court that we would move anseal the case once we obtained am agreement irom
the government that it would not prosecute us. After considerable negotiation, we reached an
extrernely limited written agreement that the government would not prosecute us for disclosing
2 redacted version of the Complamt and Motion for Leave to File Case Under Seal. Since then,

the government has refused our repeated requests to lift the seal on the entire case and restrct
only information that implicates the gag.

t2



AMERICAM DIVIL LIBERTIES
UMIDN FOUMDATION

and should not be required to submit them o the government for prior
clearance.

We pelieve tha the government has not justified any sealing order n
this case, and has certainly not justified its broad counter-proposal. We
neverthaless offer our own disclosure proposal to the Court in order 1o enable
the parties to tun their attention fo litigating the merits of this dispute, while
providing information about the case to the public as fully and as quickly as
possivle.

Tor the reasons stated above, the ACLU respectfully asks the Court to
enter an order amending the sealing order and adopting the ACLU disclosure
proposal.

To address one final matier, vesterday the parties jointly submitted to
the Court a propased order to file on the public docket redacted versions of
documents previously filed under seal. Plaintiffs belisve that some of the
redactions demanded by the government cannot be justified by even a broad
interpretation of the gag provision. Plaintiffs nave attached an unredacted copy
of the relevant documents for the Court’s raview; text highlighted in pink
indicates the disputed redactions, while text highiighted in green indicates the
undisputed redactions. Plaintiffs have also attached an unredacied copy of the
Complaint, with disputed redactions highlighted, for the same purpose.
Plaintiffs urge the Court to rule that the government has not met the
constitutional test requirad for sealing of this information, and to allow
disclosure of this information to the public. If the Court so rules, plaintiffs
will prepare an amended redacted version, consistent with the Court’s ruling,
for filing on the public docket.

Rc—_:spec‘cftﬂiy;

Ann Beeson

ec: . Meredith Kotler

Assistant United States Atforney
Sputhern District of New York
26 Chambers Street

New York, NY 10007



ACLY Propesal Regarding Filing and Discigsure

I Definition of Specified Information

For the purposes of this agreement, “Specified Information” is defined to mean:

¢ The. F referenced.in the - National Security Letter

® The name(s) or address(es) of thf—* person(s) associated with thc—
n the NSL. -

¢ The name and address of the recipient of the NSL.
e The dates on which the NSL was issued and served.
¢ The name of the agent who served the NSL.

It Procedures for Court Submissions and Hearings

¢ The tities of all submissions to-the court will be listed on the public docket
~ provided that the tities do not contain Specified Information.
e All submissions to the court that do not contain Specified Information will be
filed publicly without redaction.
e«  All court hearings will be open to the public, absent a motion for ¢lo sure by any
party.
e Tuture submissions 1o the court that contain Specified Information will be handled
as follows:
1} The filing party will file the document under seal with the court.
2) On the same day, the filing party will propose to the opposing party a
redacted version for public filing;
3} Within two days of the original filing, the parties will submit 10 the
court a propesed redacted version of the document for public filing.
The parties will also provide the court with letter briefs addressing any
remaining dispute regarding proposed redactions, for aruling by the
court,
¢ If a party wishes o file a document under seal that contains information other

than the Specified Information, the party must first file a motion to seal the
document with the court.

IIf. Principles Governing Other Disclosures
¢ The ACLU may disclose any: ﬁ"ionnation-about this case other than the Specified

Information.
e The ACLU agrees not to disclose Spec1ﬁed Information.






U, LIBPDRTLMIEILL G o udties

Imired States Attorney
Southern District of New York

&8 Chambers Street
New York, New York 10067

May 7, 2004

BY HAND : TETTER TO _BE FILED UNKDER SEAL

Honorabhlie Victor MarrsXo
United States Digtrict Judge
Tnited States Courthouse

40 Centre Btreat, Room 414
New York, New York 10007

Re: ACLU et ang. v, Agheroit
04 Civ, 2614 (V)

Dear Judge Marrsro:

The  Government respectfully submits this letter in
conmection with the above-zaptioned action and in reSponse to
Plmintiffs’ May 6, 2004 lecter (the "May &, 2004 Letter") To the
Court . The Government regrets that the instant dispute has
arigen, and belisves that the Court's comments on Monday resoived
many of these matters. We understood the Court to have directed
the parties to work together to carve out categoriss oI
&l selosures that the parties can agree, 1n advance, Can be made

puplicly svailable in the first instance {anmh 2= hriefing

schzdules, as described by the Court) . We also understood the
Court to have expresssd the view that the Government cannot know,
in advance, whether any particular disclosure in a Gocument will
viclate 18 U.S.C. § 2709 or will raise naticnal security COonoerns
until we have seen the document. If & document containing
objectionable disclosurss is alrsady filed publicly, it will be
foo late for the Government to object to its disclosure.

The Government nae attempted to carve out certaln categories
of disclosures that would not be cbjectionable toO the Government
and has irvited Plaintiffs to propose additional such categori
Despibe our repeated rsgquests, Plaintiffs have not provided the
Gevernment with any additional categeories of disclosures that can
e carved ocut, in advance, as not objectionable to the
Government . ' -

=0
-

The Government respectiully submits zhat the enclosed
proposal (as described in a proposed Order and in correspondence
to the ACLU) should govern future discleosures in thies case.
Under our proposal, except for merits nriefing, certain defined
categories of disclosgures can be filed publicly in the first
instznce. Those categories are: the briefing schedule (and any
zmendment thersteo); the ACLU's facial ~onstitutional challengs to



or.. Victor Marrsrc

E

rage -2~

13 U.&.C. § 270&; pro hac vice metions; and any CoLher :
ministerial, scheduling matters (such as reduests Lo axtend the
page limite of briefing). Merices briefing and all cther
Gocumencs would be filed under gezl, and there would be a
procedure for having redactec copies placed on the public docket
in the folliowing manner, On the day of f£iling {(unasr gezl), the
filing party will provide the OppOEing party Wit a P ocposed

r

redacred vergion of the document for public filing. Within two

musinese davs, the opposing pariy will advige the filing party of

cnose portione of the document that it agrees may be filed, in

v=dacted Form, on the public docket. Before iling the redactec

document, the Ffiling party shall provide rne opposing party with
[

= complere copy of the redacted document net iz to be filed per

agreemens, so that the opposing party may varify its agreement to
che public filing. Once verified, the filing party may file Che

redactad document on the public docket.® If any party wishes to

iiapute & particular redaction remaining in any deocument, that

party may write to the Court to seek removal of the redaction,
and the oppesing party would have seven days to raspond (oY any
further amount of rtime as ordered by the Court, depending on the
s sbiiity to brief this separate matier at the same times
rthat it is briefing the merits).

Plaintiffs' propesal for disclosures in this caze -- which
ifre o the Government the burden of identifying all possible
caregories of disclcesures that should pot be made publicly, and
permits anv other disclosurse to be filed on the public docket
Tiht AWEY—e——es aResicable—$ox S EE Y B R EERE

Tirst, the Government simply cannot defins, in advance, all
pozsible types of disclosures that way be objscticnable.
Likewise, the Government would be unable to prevent inadvertent
disclozures in documents filed publicly in the first instance.
rndeed, there was an inadvertent disclosure of gensitive
information by the ACLU while the parties were axchanglng their

1

This verification process is critical, as necessary
redactione may inadvertently be omitted. When the parties
digrussed redactions to the deocuments that were submitted To L{De
Court on May 3, 2004 along with =a propesed Order placing them oL
+the public docket, Plzintiifs initially proposed redactions and
gant redacted versions of the documents To the GOVEITHISNT . The
Government then advised Prlainciffe of certain additional

g, and asked to ses 3 New wersion

fnl

redactcions that needsd to be m
cet of redactions. Ths new

&
~f the documents, with a comple
version, however, inadvertently left oIl one set of redacticns
requested by the Government. In addition, the new version
ineluded twe new documents that had not been reviewed by the
Government for purposes of £iling redacted versions on the public
docker, '
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proposals for disclosure. The Government exprzssly asked the
ACLU to redact from any document belng faxed any information the
disclosuvre of which is barred by 18 U.E.C. § 2703 {including
references te any particular National Security Letter ["NSLY)
that may nave been issued). "The ACLU'S letter, howsver, _
contained several references to the NEL that ig being challenged

in this case,

£

i nition of
; infoarmation:
fa1 proposal

»rioular WEL

Second, under Plaintiffs' proposal and thelr del
tgpecified infcrmation, plzintiffs could discliose in
thas is barred by statuts. Specifically, Plainril
would permit the parties to make referances Lo & P
that haz been issued, s0 long ag certaln detziles a it are
redacted. The statute, howsver, bars discicsure of the fact that
¢ne Federal Bureau of Investigation ("FBI") "has sought or
shrained acoess to information or records under this section.”

18 U.8.C. § 2709(c). Even putting aside that tne gtatute
requires non-disclesure of the fact tha® the FBI has iggued a
specific MSL and therefore any "as applied" challenge, the
parties zlready agrged to the unsealing of & redacted complaint
that was limited to a facial challenge to the statute by the
BCLAT.

Third, Plaintiffs' propesal and May &, 2004 levter to the
Court make clear the true rub of thelr newfound opposition to the
sealing order that was jointly proposed by rne parties: they
pelieve tnat the non-disclosure provision in 18 U.8.0. 5 2709{c)
e poorneoi il d o Ges Mair & 00l Tetoer a2 I:ﬂ‘i..a"'i PR Lt B ol

pelieve that the gag provision violates the First Amendment
becauss Lt prohibits speech without requiring the government to
fiyar show = compelling need for secrecy and £0 narrowly tailcer
the gag on a case-Dy-case basig. " . Plaintiffs improperly put
the eart before the horse, attempting to litigate the merits of
eme of the allegations in their complaint before the parties have
even begun merits briefing. In the course of merits briefing,
che Government will provide the Court with a full demonstiration
of why 1B U,.S8.C. § 2708 (@) -- & statute that has neen in force

since 1986 ~- is consistent with FlLrst amendment scrictureg. In
~ne meantime, the statute must be presumed constitutional and
enforraeable. OCtherwisa, Plaintiffs will have chtzined, in

mffagt, the relief they seek {(l.g., striking down a statutory
provision) without -giving the Covernment an opporiunity to
demonstrate why Plaintiffs’ First amendment claim is meritless.

Plaintiffs alsc incorrectly assert that, under the
Government ' 5. nroposal, they are "required To clear with the
government evexy dimcussion about the lawsuit, every response oo

public inguiries about the case, every press releazse or phone

bl
conversation with a reporter, every letter to ACOLU members, and
severy discussion with members of Congress urging repeal of the
statute." May &, 2004 Letter at 2. &AB early as April 2&, 2004,
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~he Government agreed thmt Dlaﬂntlff ACLU could disclose “in any
form' its facizl challenge tc 18 U.8.C, § 2709. Pursuant to
P¢a¢nblﬂﬁs‘ request, th& uoverrm&nv memorL aL¢zed that agreement
in writing. Thus, the ACLY is free, in any rum, to discuss and
answer guestions abou+ i%% facial challenge tc the statute, and
ary other categories of disclosure o Whlch The pa*tleﬁ are able
to agree oY Lhe Court =0 oydars.

winally, the conflict between the pmlt es may yery well be
illusory: PlaluhiffS still nave not identified any particular
vind of substantive disclesure (other than merits briefing) that
is left to be made in this case. Again, the Governmanti's

proposaT would allow Pleintiffs to disclosse irformation about
“their facial challenge to i8 U.S.C. g 2709,

+

fontrary to Plaintifis’ suggnstion,'*harc simply is no
absolute right of public access Lo any znd all documents related
o judicial proceedinags. ZSE8 qeperaLiy Seattle Times CQ. V.
shinehsrt, 467 U.S8. 20, 31 (1284) ("In this case, as petitioners
argue, theres cercainly is 2 public interest in knowing more about
regpondents. . . . It do=s not necessarily follow, howsver, tnat
lithnhu has zn unrestrained right to disseminats informacion
ar has been obtained through pretr1a$ disecovery.') . Indsed,
here are many LYpes of procesdings that routwdely proceea undex
cez) initislly ox in their entirety (e.g., gui tam actions artd
grand Jury procemdanSJ. In this case, there is & compellinc
o Lo L im enstring the integrity of

{

oot i
o

— BT O rla;n:;i::'-ﬁﬁﬁi;aiat'*~”““*““
numerous a 1eaatlons the disclosure of which ig barr 2g by
statute. @Eiven these two considerations, the CGovernment

respec fully submits that the proper and reasonanl= course i8 to
define cartain ca*egovwc* of disclosures that can ba made
available publicly in the first instance, and to reguire that all
other disclosures be made under seal, with the above-outlined
p*oceaurn for pegotiating redacted versions that can be filed on
+he public docket and for resolving disputes as Lo particulax
redactiones.

Thank you [or your consideration of this submissicn.
Regpectfully,

DAVID N. KELLEY
United States Attorney

Byt Fnad g g £ P
MEREDITH E, XOTLER
Amzigtant United 3tates ALTOINEY
lephone: {212) €37-2724
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Encls.
cc: Ann Beegon, Bsg.




UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

JOHN DOE and AMERICAN CIVIL LIBERTIES
UNION,

Plaintiffs,

- -
QRDER

JOHN ASHCROFT, in hus official capacity as : _
Attorney General of the United Srates; ROBERT 04 Civ. 2614 (VM)
MUELLER, in his official capacity as Director '
of the Federal Bureau of Investigation; and
MARION BOWMAN, in his official capacity
as Semior Counsel to the Federal Burean of
Investigation,

Defendant.

IT 1S HERERY ORDERED that the following principles and procedures shall
govern future filings and disclosures in this action:

L DOCUMENTS ALREADY FILED IN THIS ACTION

A Tf any party dispuies a particular redaction in a document that has been filed on the
public docket to date, that party may write to the Court to seek removal of the
redaction. Such submission shall be filed under seal.

B. The opposing party will have five business days, or such further time as the Court
orders, to respond. Such response shall be filed under seal,

i DOCUMENTS, OTHER TEAN MERITS BRIEFING, THAT MAY BE FILED
PUBLICLY

A All docurrents (other than merits briefing) whose content 18 limited to the
following issues may be filed publicly:

1. thebriefing schedule for the underlying merits briefing and adjustments
thereto

2. plamtiff ACLU' facial constitutional challenge to 18 U.S.C. § 2709



3. other ministerial, scheduling matters {including requests 10 extend the page
Limitations for briefing)

4, pro hac vice motions

B. I 2 document contains information beyond the 1ssues outlined in this section, the
procedures outiined in Section I for merits briefing and all other documents must
be followed.

I, MERITS BRIEFING AND ALL OTHER DOCUMENTS TO BE FILED

Al Merits briefing and all other documents to be filed, beyond those described m
sciion 1l above, shall be filed under seal.

B. On the date of filing, the filing parry shall provide the opposing party with a
proposed redacted version of the documentto be filad on the public docket.

C. Within two business days, the opposing party shall advise the fling party of those
portions of the document that it agrees may be filed, in redacted form, on the
public docket. Before filing the sedacted document, the filing party shall provide
the opposing party with a complete copy of the redacted document that s to be
filad per agreement, so that the opposing party may verify its agreement to the
public filing. Once verified, the filing party may file the redacted document on
the public docket, in redacted form.

D. If any party disputes a parrcular redaction Temaining in any dogument, that parky

may write to the Court 1o seek removal of the redaction: This submission shall be
filed under seal.

k. The opposing party will have seven husiness days, or such further vmse as the
Court orders, to respond. Such response shall be fited under seal.

T 1S FURTHER ORDERED thet this Order shall be filed on the public docket.

SO ORDERED:
VICTOR MARRERO

UNITED STATES DISTRICT JUDGE






U.5. Department of Jusfice

United States Atiorney
Southern District of New Yori

&6 Chambers Stregf
New York, New York 13007

May 12, 2004

BY EAND ' LETTER TC BE FILED UNDER SERL

Honorable Victor Marrsro
United States District Judge
United States Courthouss

40 Centre Street, Roomwm 314
New York, New York 10007

Re: ACLU et ano, v, Agheroft
04 Civ. 2614 (VM)

Dear Judge Marrero:

The Government rﬁsnﬂctﬁ‘:ul_'y submits this letter in
connection with tha above- captlcmecz action, and in response to’
Plaintiffe’ reqguest, at the end of their Mey &, 2004 latfer tc
the Court, that the Court unseal additicnal portions of documents
that are available on the public docket in redacted form. '
Pleintiffs dispute particular redactions, outlined by them din

pink warker, that have been made in six documente. The disputad
‘redactions cover only a small fraction of the documents, amci

represent Che Government's attempt Lo ca*‘efully balance (a) the
public’s right to access documents filed in this acrion, (b) the

need to ensure that information is not disclosed in violation of
16 U.8.C. 8 2708(c), which bars disclosure of the fact that the
Federal Bureau of Investigation ("FBI'} has sought information
through a National Security Letter ("NSL") undexr 18 U.5.C. §
2708, and (¢} the Covernment's need to ensurs that certain
sensitive information related to this case is not made public.
We address each of the disputed redactions seriatim,

Redactions in the Goverpment's 2pril 26, 2004 Letter to the Court

The two areas of digputed redactions in thig letter are the
Governrent 's staterents that this case ip particular raises
national securityv concerng and that

The Governmernt
oeblic ﬂonsumntlon, that any
particular j ‘or that any
particular °C e S2CUrity conderns.  The ratiocnale
for the Government's practice is obvious and compelling:
confidentiality is necessary to protect the integrity of an

r

genera
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In additien, any reference Lo ;

or to particular national security CONCEINS raised
v thn.e case effectively communicates that the Plaintifis are
challenging & particular NSL that was issued. In contrast, the

redacted complaint is limited zo a facial chzllenge tce 18 U.S.C.
§ 270%; there is .no reference to any particular NGL that was
issued. A purely facial challen

& 0 & starute does noL Traise
iirare any parcicularj

arimged thar the CGovernment
lar raises nationsl security

The Government's April
acknowledgments that this &

&, 2004-letter to tha Court inciuded
e ralses national y-ity CONCerns
related

and that there is.
ro it only because we peliever tha

ert would remain under
seal. We woulc not have included such raferences if we
understocd that these portionz of the lettsr would be unsealed.
For these reasons, the disputed redactions should remain.

Redeastions in “he Government's April 29, 2004 Letter Lo the Court

i er {one in
the body of the letter, one in the press release cachaed to the
letter) are the references to the FBL s ability
digclosure of

¥MELe, When PlalntTl

an NSL, they descTiped 1 ormation That ™

learned from & particular NBSL. Indeed, “hose twh categeries o
information are found inm the particular NSL that they challeng

and are mentioned in a portion of their complaint that is unde
seEL . In contrast, the statute, 18 U.2.C. § 2709, nowhere
delineates those two categories of information that can be and
actually ere requested by the FRI in NELs. By discloging
information that can only have come from a particular NSL,
Dlaintiffs are in effecr disclosing that the FBI has sought
informaticon under the statute, which is barred by 18 U.S5.C. §
2708 (=) . '

!

H oM h

Moreover, any disclosure that the FRI can and does request
and An N8Ls 15 &

1IECLOBULE 5t reveals lav Shrorcemenc Lechniques. The FRI has
a strong interest in keeping its techniques -- including the
particular kinds of information it reguests -- confidential.

‘Otherwise, targets of investigations can tallor thelr actions to
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avoid detection by the FBI's inguiries. .

Ao e viousl 2t the fJJJvords

and rema.n redacted
STrom the Rpril 29, 04 letter and press release attachwment, the
Governmment does not object to the removal of the remaindex of the
redactions outlined in pink. (The redacticns outlined in green,
however, would remein; those redactions are not disputed by
plaintiffa) . '

Redactions in Plaintiffs’ April 30, 2004 Letter £o the Court

The two areas of disputed redactions in this letter again
relats to references “he FRI's abilirs regquest the

disclecsure ol cand in
NELs. As described above, 1T the . cand
remain redacted, the Government does

not opject to the removat of the remainder of the redactions
outlined in pink. (The redactions outlined in green, nowever,
would remain: those redactioms are not disputed by plaintiffs) .

hedactions in Memprandum ip Support of Plziptiffs! Motion Lo
Unseal Case and to File the aftached Redacted Documents on the
Public Dogket

The first disputed redaction in this document, found on its
first page, involves a disclosure -that is barred by 18 U.5.C. B
2709 {c}. By stating that thelr complaint includes allegations
that ‘might be construed to fall.within the non-disclosure
provision, and by thereafter repeating che text of the statute,
Plaintiffe are efiectively communicating’that thelr complaint
includes aliegations that the FBI "has sought or obtained access
to information or records under this section® -- i.e., that their
complaint includes an "as applied" challenge to 2 particular NGL.
Woile Plaintiffs allege that 18 U.s.C. § 2708(c} is
unconstitutional, that is a matter for merits briefing; the
Government has not vet had an opportunity to demonstrate why the
restriction in the statute ig both proper and reasonable, and why
Plaintiffs' First Amendment challenge is devoid of werit. While
rhe Court decides the merits of Plaintiffs! sonstitutional
challenge, the statute must be complied with, and Plaintifis are
barred from disclosing that the FBI has sought information
through an NSL. . . L ' “

The second disputed redaction, found on page two of the
memorandum, again relates to referencas to th = L
~he digsclosure of |
Jin NSLs. Ag descl
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ramoval of this redacticn.

Redactions ip the Government's April 30, 2004 Tetter to the Court

The firs
2004 lerter
page two of
that this case
and tnat tnere
to ir. For the reas >3 e Y T '
redactions in tne Government's April 26, 2004 letter teo the
Court, these statements by the Government should remain

ent

sputed redaction in the Government's npril 30,
he Courc, found in the second full paragraph on
etter, covars Lhe Government ' s .acknowladgm

confidencial and nom-public.. Indeed, they were included in the
letter witrh the understanding that they would remain sssled.

The second disputed redaction, found in ghe third full
paragraph on page twe of the letter, again relates_to £
to the FBEI's ability to request the disclosure of

and P in NSLe. As described &bove, I
the “and -
remzin redacted, e Qovernment does not apject Lo the removal of

the remainder of the redactions outlined in pink in this

JS-

paragraph. (The redactions outlined in green, however, would

remain; those redactions are not disputed by Plaintiffs).

The last two sats of disputed redactions again cover the
Government 's acknowledgment that there is ssnsitive, national

security related information that underlies this case in
particular. The redactions cover informaticn e Rt
communicates that there is

related to this case. For Lhe reasons set forth with respect to

the disputed redactions in the Government's April 26, 2004 letter
o the Court, these statements by the Government should remain

confidential and nen-public. Again, the statements were only
included in the letter based on the understanding that they would

remaln cealed.

Redactions in Plaintiffe’ Complaint

Plaintiffs' challenges to certain redactione in thelr
complaint are most disturping. The Government expended

congiderable effort and time in negotiating with Plaincifls the
lifring of the seal to allow a redactec complaint, limited to &

facial challenge to 18 U.S.C. § 270% by the ACLU, to be av

ail

able

on ‘the public dozket. In addition, Plaintiffs Jeintly propos d

the order that lifted the ssal only to the extent that the
agreed-upon redacted complaint would be available, It is

improper for Plaintiffs to now shift direction andg reliicig
issues that had besn ssttled. For this reason alone, Plai

ate
n=A

s s

fig!

newfound challenge to the redacted compiaint should be rejected.
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r any event, most of the disputed “edzcrluns ara necessary
under 1B U.S.C. § 270%(c), becauss the informacion redacred would
Stherwise digclese that the FBI has issued an NEL and sought
information under the statute. The redac tlons were drawn along a

linme that ie both reasonable and essy for all parties to folliow:
Plaintifi ACLU's I challenge to 18 U.5.C. § 2709 is
discloged in its e while Plaintiffs' vas applied"
challenge to a par SL is redacted. Again, while

Plezintiifs allege .8.C. § 270%(¢) i1z unconstit ut*onal,
merits briefing has not yet begun and t“e Government nas not ve

had an opportunity to demonstrate why Plaintifis’ arguments lack
merit

.

on
"

-—
ret
1

az

i
irety,
cular
Wt LB

Turning t

paragraphe 2 and 3 of the complaint cover Plaintiffs! express
references to the fact that the FRI hee issued a particuiar NSL
and thzt Plaintiffs challenge the particular NSL zs well as the
statute itself. Buch disclosures are sguarsly barred by 18

5 2709 (c). Likewise, the disputed redacticns in
paragraphs 3, €, and 7 of the complaint cover expresgs refsrences

fa a particular NSL has been issued {(or was

o the specific disputes, the disputed resdactions in
-

L]
(43
it
]

[

The disputed redaction in paragraph 35 is

o 1
ensuring that fhe identity of the non-ACLU plain!

(t i~{

[N
}ﬁrt

4 Bo-
P-

1)

o

0

I

disclosed. By describing that the plulﬁulIL is goth an -nternet
access and consulting business, persons -- including the target
of the challenged NSL -- may, by process of elimination, be able

to determine the plaimfiff's identicy. Likewlse, the dizputed
redactions in paragrephs 36 and 3B cover information Irom wawch
the identity of the non-ACLU plaintiff can be discerned, and Thug

are necessary to snsure the confidentiality oi che non-ATLU
Plaintiff's identity.

The dispuzed redactions in paragraphs 45 through 50 again
cover Plaintiffs' express references to the fact that the FBI nas
sued & pa*+iCL;ar-NSL; indeed, Plaintififs' complaint quotes

extan ively from the challenged N3L. Thus, the ragdactions are
necessary under 18 T.8.C. § 2709(c), to ensure that Plaintiffs do
not disclbose the fact that the FBI has sought information under
che statute through an NSL. In addition, many of these paragraphs
dizclese the kinds of inguiries that the FBI makes in MS8Lie: this
information should not be mads public o ensure the
cenfidenciality of law enforcement technigues.

[IJ ﬂ}{

The remaindsr of the disputed redactions in paragraphs 54
through 59 and 67 through €8 agaln cover Plaintiffs' express
refersences to a paralcular NSL and thus the fact that the FBI has
sought information under the statute. Againa such redactions arg
requlred in light cf 18 U.8.C. § 270%(c
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In sum, the disputed redactions -- which comprise only a

‘small fraction of the documents available on the public docket --

represent a careful and appropriate balancing of the VA 1OUS
interests at issue in this cass. We therefore respectfully
request that the redactions remain, except as proposad above .,

Thank vou for your consideration of this submission.
respectiully,

DEVID N. KELLEY
Unitced States LAttorney

By N.;"‘]N‘-’\-{ N /C:M%L’\
MEREDITE E. KOTLER |
Lssiztant United States Attorney
Telephone: (212) €37-2724

oC:  Anm Beeson, Esg.
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May 14, 2004
Bv Hand

Hon. Victor Marrero
United States District Judge
United States Courthouse
40 Centre Strest, Room 414
New York, NY 10007,

Re: ACLU et ano. v. Asheroft; 04-CV-2614 (VM)
SEALED

Dear Judge Matrero,

Plaintiffe submit thie letter in response to the government's letter of
May 12, 2004, which presents the government's justifications for the chsputed
redactions in the six documents filed with the Court on May §, 2004." Rather
than addressing the documents seriatim, plaintiffs will respond to the
government’s objections by category.

First, the government has proposed to redact all information that, in its
view, might sugeest that an NSL was actually served in this case.” Tis
arguments in support of these redactions, however, are unsupportable in lrgrht
of the fact that the redacted complaint filed on the public docket makes clear -

] Plaintiffs filed an amended complaint on Thursday, May 13, 2004. Inz

_joint letter to the Court also submitted today, the parties nots that their

arguments supporting and opposing the disputed redactions in the ori iginal
complaint also fully address the dispute regarding redactions in the amended
complaint. Included with the joint letier was a h1zhhghtec1 version of the
amended complaint, showing the disptited and unalsputfzd redactions. The only
difference between the two highlighted versions is that the original complamt
inadvertently omitted to note the dispute over the use of the 1anvuag° ‘and
consulfing” in paragraph 35. The disputed language also appears in paragraph
5, and was addressed by the government in its May 12, 2004 letter.

: The governmsnt raises this objection with regard to disputed redactions
in the government's letiers from Annl 26th, April 29th and April 30th, and in
the complaint.



AMERIDAN CIVIL LIBERTIES
UNIDON FOUNRATION

ta

that the ACLI represents an entity that has been served with an NSL. First of
all, the redacted caption reveals that there is another plamntidf Second,

. paragraphs 5 and 35 of the redacted complaint describe the anonymous plaingfl
‘a5 “an Internet access [redacted) business.” Third, paragraphs 36 — 40 and
paragraph 42 generally describe the anonymous plaintiff's business. Finally,

only attorneys for the ACLU are listed on the filings for the platntiffs. Since
all of the claims in the case relate to the NSL power, there is no doubt that the
ACLU represents an Internet Service Provider that was served with an NSL.

Furthermore, the statute jtself makes clear that the gag pPTOViSION COVErs
only those that have been served with NSLs, and their agents. I{no NSL had
been served in this case, the gag provision in Sechion 2709 would notbs
implicated at all. The mere fact that the ACLU 2nd the anonymous plaintiff are
gagged demonstrates that an NSL has been issued im this case and that there is
an underlying terrorism investigation to which the NSL is presumably
commected. - '

Becanse this information is so obvious, IMMErous news agencies
correctiy discerned and accurately reported that this case involves a plainiif
#hat was served with an NSL.® The sealing order in this case, however,
currently prevents plantiffs from revealing precisely this informaton. In order

-

See, e.g., Editorial, Copley News Service, May 12, 2004 (“In the case
in question, the ¥BI used the national security letter io demand that an nternet
service provider turn over customer records, which can be highly personal.”);
Secrecy Gone Amok, The Commercial Appeal (Memphis, Tenn.), May 2, 2004
{“One of the secrets is the other plaintiff in the case, identified only as an
“Intermet access business.” The FBL, through a National Security Lefter,
apparently was secking from an Internet service provider a client’s billing
information, oniine purchases and E-mail addresses.”); ACLU Sues dsheroft,
FBT on Patriot Act Provision, Commurications Daily, Aprit 30, 2004
rReading between. the redacted lines, it looks like the ACLLU’s got the
goods,” said a spokesman for the Tiectronic Frontier Foundation.™). See also
Dan Bggen, ACLU Was Forced to Revise Release on Patriot Act Suit,
Waghington Post, at AZ7 (May 13, 2004) (“ACLU Lawyer Ann Beeson said
the court order also means that she canpot ‘confirm or deny’ whether the
ACL is representing the second plamtiff. The group is the only counsel hsted
in court docurnents.”); Julia Preston, Judge Aliows Peek into Challenge 1o
Antiterrorism Law, New York Times, at A18 (May 13, 2004) (“The suit is
brougnt by the civil liberties group and apother plaintiff described only as 2
recipient of an antrterrorism letter.”). Copies of these articies have been
inciuded with this letier as Attachment A
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to comply with the sealing order in this case, plamtiffs have been extrem ely
careful when speaking with the press or the public to say only that the ACLU
can neither confirm nor deny that we represent an exirty that was served with
ar NSL. T is both ineffective and unconstitutional to prohibit the ACLU from
discussing information that 1s aiready in the public domain. See, e.g.. Cox
Broad. Corp. v. Cohn, 420 U.S. 469, 495 (1975). The Court shauld remedy
this situation by lifting the seal on this information.

Sacond, the governmant seeks to redact any reference to the fact thatit
believes this cass is of a “sensitive nature” or that, in its view, this case raises
questions of “national security”™ Just as it is patently obvious that an NSL has
been served in this cass, both the unredasted information in the complaint and
the government’s actions over the course of this litigation make clear that the
government believes this case is “sensitive” and that 1t implicates “national
security.” Again, there is no justification for keeping these words from public
VIEW.

Third, the government objects to the ACLU’s disclosure of the generic
categories of information sought through the use of an NSL.” Plaintiffs
respectfully suggest {hat these objections are also without merit and should be
rejected by the Court. The NSL itself provides no indication as ta how the
requested categories of information may be relevant to an underiying FBI
invastigation. In fact, the generic language in the NSL does not disclose
ssnsitive law enforcement information any more than do the categonies of
information set forth in the statute iself. See 18 U.S.C. § 2709(b) {(requiring
disclosure of “the name, address, length of service, and toll billing records™ of

target). There is no reason why this information must be concealed from the
public.

Fourth, the government objects to the disclosure of wholly innocnous
language without specifying how it could conczivably implicate the gag
vrovision or jeopardize national secunty, For axample, the governmment
consented to plaintiffs’ deseription of the anonymous plaintiff as an “Interne!

é The government raises this objection with regard to disputed redactions
in the government's letters from April 26th and April 30th, and in the '
complaint.

4

The govemment raises this objection with regard 1o disputed redactions
in the government’s letrers from April 29th and April 30th, in plaintffs” Aprl
3(th letter, i plaintiffs’ motien to unseal the case, and in the complaint.
Plaintiffs attached the actual NSL to its complamnt, but have not sought © ift
the seal with Tegard to this attachment.
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acsess” business in the redacted coroplaint, bt abjects 10 the inclusion of the
words “and consulﬁng_.”'E’ Similarly, as discussed previously, the government
has objected to the use of the terms “sensttive nature” o “national secuTity.”

 Finally, none of the government’s redactions can be justified by the
government’s mere mention of “nafional security” OT &R underlying
investigation. The First Amendment cleatly Tequires something more than
fhase sweeping and unsupported agsertions in order 1o jusafy any curtailment
of the public’s right of access 10 judicial documents, See, e.g., Globe

Newspaper Co. v. Superior Court, 457 U.S. 596, 606-07 (1982) (holding that
wefore “the State atternpts to deny fhe right of access in order to mhibit the

. disclosure of sensitive information, it most be shown that the denial 15

necessttated by & compelling governmental MISTesL, and is parrowly tailoredio
serve fhat interest”), The government must articulate its national seeurity
concerns in & precise mamner, and explainhow each disputed redaction
addresses those concerns. See also Thuited States v. United States District
Court for the Eastern Dist of Mich., 407 17.8.297, 314 (1972) (“The dangerw
political dissent is acute where the Government atternpts to act under 50 vague
a concept as the power 1o protect ‘domestic security.” Given the diffaculty of
defining the domestic security interest, the danger of abuse in acting o protect
fwat interest becomes apparent”).

Tar all of these reasons, Plaintiffs respectfully request taat this Court
adopt the redactions poted in green, which have besn agreed upan by the
parties, and reject the additional redactions sought Y the government.

Respectinlly,
Ann Besson

o Meredith Kotler
Assistant United States ATOrney
Southern District of New York
26 Chambers Street
New York, NY 10007

’ The govermment rases this objection with regard to disputed redachons
in the complaint. '
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May 14, 2004

Bv Band

‘Hon. Victor Marrero
United States District Judge
United States Courthouse
40 Centre Street, Room 414
New York, NY 10007

Re: ACLU erano. v, Asheroft, 04-CV-2614 (VM)
SEALED

Dear Judge Marrero,

Plaintiffs submit this letter in response to the government’s letter of

Wiay 12, 2004, which presents the government’s justifications for the disputed

redactions in the six documents filed with the Court on May 6, 2004, Rather
than addressing the documents seriatim, plaintiffs will respond to the
government’s objections by category.

First, the govemment has proposed to redact all information that, in its
yiew, might suggest that an NSL was actually served i this case. Its
arguments in support of these redactions, however, are unsupportavle in light
of the: fact that the redacted complaint filed on the public docket makes clear

: Plaintiffs filed an amended complaint on Thursday, May 13, 2004, Ina

joint letter 1o the Court also submitted today, the parties note that their
arguments. supporting and opposing the disputed redactions inrthe original
complaint also fully address the dispute regarding redactions in the amended
complaint. Inchuded with the joint letter was 2 highiighted version of the
amended complaint, showing the disputed and undisputed redactions. The only
difference between the two highlighted versions is that the eriginal complaint
inadvertently omitted to note the dispute over the use of the language “and
consulting” in paragraph 35. The disputed language also appears in paragraph
5. and was addressed by the government in its May 12,2004 leticr.

1

The government raises this objection with regard to disputed redactions
in the govermmnent’s letters from April 26th, April 29th and April 30th, and in
the complaint.
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that the ACLU represents an entity that has been served with an NSL. Firs: of
all, the redacted caption reveals that there is another plaintiff. Second,

: paragraphs 5 and 35 of the redacted complmnt describe the anonymous plamtlfr _

“an Internet access {redacied] business.” Third, pd:agraphs 36 - 40 and
paragraph 42 generally describe the anonymous plaintiff’s business. Finally,
only attorneys for the ACLU are listed on the filings for the plaintiffs. Since all
of the claims in the case relate to the NSL power, there is no doubt that the
ACLU represents an Internet Service Provider that was served with an NSL,

Furthermors, the statute itself makes clear that the gag provision covers
only those that have been served with NSLs, and their agents. If no NSL had
heen served in this-case, the gag provision in Section 2709 would not be
implicated at all. The mere fact that the ACLU and the anonymous plaintiff are
gagped demonstrates thar an NSL has been issued in this case and that there is

' Because this information is so obvious, numerous news agencies
correctly discemned and ac“uraich reported that this case involves a plaintff
that was served with an NSL.* The sealing order in this case, however,
currently prevents plaintiffs from revealing precisely this information. In order

3 See,-e.g., Editorial, Copley News Service, May 12, 2004 (“In the case

in question, the FBI used the national security letter to demand that an Internet
service provider turn over customer records, which can be highly personal ”);
Secrecy Gone Amok, The Commercial Appeal (Memphis, Tenn.}, May 2, 2004
{(“One of the secrets is the other plaintiff in the case, identified only as an
“Internet access business.” The FBI, through a National Security Letter,

apparenily was sesking from an Internet service provider a client’s biliing

information, online purchases and E~mail addresses.”™); ACLU Sues 4sheroft,
FBI on Patriot Act Provision, Communications Daily, April 20, 2004
(*“Reading between the redacted lines, it looks like the ACLU’s got the
goods,” said 2 spokesmen for the Electronic Frontier Foundation.”). See also
Dan Eggen, ACLY Was Forced to Revise Release on Patriot Act Suit,
Washington Post, at A27 (May 13, 2004) (“ACLU Lawyer Ann Beeson said
the court order also means that she cannot ‘confirm or deny” whether the
ACLU is representing the second plaintiff. The group is the only counsel listed
in couirt documents. ‘) Julia Preston, Judge Allows Feek inio Challenge to
Antiterrorism Law, New York Times, at A18 (May 13, 2004) (“The sutt is
brought by the civil liberties group and another plaintiff described only as a
recipient of an antiterrorism ietter.”). Copies of these articles have been
included with this letter as Attachment A.

1=
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to commply with the sealing order in this case, plaintiffs have been extremely
careful when speaking with the press or the public to say only that the ACLU
cap neither confirm nor deny that we represent an entity that was served with
an NSL. It is both meffective and uncenstitutional to prohibit the ACLU from
discussing information that is already in the public domain. See; e.g., Cox
Broad. Corp. v. Cohn, 420 10.5. 4658, 465 (1975}, The Court should rernedy
tois situation by lifting the seal on this information.

Second, the govcrmncnt seeks to redact any reference to the fact that if
believes this case is of 2 “sumitiw nature” or that, in its view, this cass raises
guestions of “national security. »* Just as it is patently obvious that an NSL has
been served in this case, both the unredacted information in the cornplaint and

the government’s actions over the course of this litigation make clear that the

govemmunt belizves this case is “sensitive” and that 1t unphcateq “national

security.” Again, there is no justification for keeping these words from public
view.

Third, the government objects to the ACLU’s disclosure of the generic
categories of information sought through the use of an NSL.” Plaintiffs
respectfully suggest that these objections are also without merit and should be
rejected by the Court. The NSL itself provides no indication as to how the
requested categories of information may be relevant to an underlying FBI
investigation. In fact, the generic language in the NSL does not disciose
sensitive law enforcement mformation any more than do the categories of
information set forth in the statute 1tself. See 18 U.S.C. § 2709(b} (requiring
disclosure of “the name, addrass, lsngih of service, and toll billing records™ of
target). There is no reason why this information must be concealed from the
public. '

Fourth, the government objects to the disclosure of wholly innocuous
lanouage without specifying how if could conceivably implicate the gag

“provision or jeopardize national security. For exampie, the government

consented to plaintiffs’ description of the anonymous plaintiff as ap “Internet

) The government raises this objection with regard to disputed redactions

in the government’s letters from Aunl 26th and April 30th, and in the
compiaint.

’ The government raises this objection with regard fo disputed redactions

in the government’s letters from April 29th and April 30th, in plaintiffs’ April
30th letter, in plaintiffs’ motion to unseal the case, and in the complaint.
Plaintiffs attached the actual NSL to iis complaint, but have not sought to lift
the seal with regard to this attachment.
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access”™ business in the redacted complaint, but objects to the inclusion of the
words “and consuiting.” Similarly, as discussed previously, the government
has objected to the use of the terms “sensitive nature™ or “national security.”

Finally, none of the government's redactions can be justifled by the
government’s mere mention of “national security” o1 adunderiying '
investigation,- The Pirst Amendment clearly require. something more than
these sweeping and unsupported assertions in order to justify any curtailment
of the public’s right of access to judicial documents, See, e.g., Globe
Newspaper Co. v. Superior Court, 457 11.8. 596, 606-07 (1982). (holding that

AMEREAN CvIL LiBERTIcs before *the State atternpis to deny the right of access in order to mhibit the

UHIGH FOUNDATION disclosure of sensitive mformation, it rnust be shown that the demal 15
necessitated by a compelling governmental interest, and is narrowly tailored 1o
serve that intersst™). The govermment must articulate its national security
concerns in a precise mannet, and explain ow each disputed redaciion
addresses those concerns. See also United States v. United States Districi
Court for the Eastern Dist. of Mich., 407 1.S. 267, 314 (1972} (“The dangerto
political dissent is acute where the Government attempts to act under so vague
a concept as the power fo protect ‘domeste security,” Given the difficulty of
defining the domestic security interest, the danger of abuse in acting to protect
that interest becomes apparent.”’ ).

For ali of these reasons, Plaintiffs respectfully request that this Court
adopt the redactions noted in green, which have been agreed upon by the
parties, and reject the additional redactions sought by the government,

espectiuily,

for

Ann Besson

Meredith Kotler

Assistant United States Attorney
Southern District of New York
86 Chambers Streat

New York, NY 10007

[¢]
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¢ The government raises this objection with regard to disputed redactions

in the complaint,



U.S. Department of Justice

United States Aiiorney
Southern District of New York

86 Chambers Street
New York, New York 10007

May 14, 2004

BY HAND LETTER TO BE FILED UNDER SEAL

Honorable Vietor Marrero
United States District Judgs
United Statesz Courthouss

40 Centre Street, Room 314
New York, New York 100067

Re: ACLU et ano, v. Ashrroft
04 Civ, 2814 (VM)

Dear Judge Marrero:

The Government respectfully submits this letter in
connection with the above-captioned action, and in Surther
support of the Government's. May 12, 2004 letter addressing
disputed redactions in various documents that nave been filed in

this ~ase.

L

intifle' pink- and green-highlignted version of the
complaint did not reflect that the parties dispute an
additional redaction in paragraph S, Specifically, the redacted
complaint redacts the worde "and consulting” from paragraph S,
and we understand that Plaintiffs dispute that redaction. The
same disputed redaction is found at paragraph 35 of the complaint
{paragraph 36 of the amended complaint). Like the disputed
redaction in paragraph 35, the disputed redaction in Daragraphn
is critical to ensuring that the identity of the non-ACLU
plaintiff is not disclosed. By describing that the plaintif? is
both an Internet access and consultine business, PEYECNS - -
inclucing the target of the challengsd Nztional Security Letter -
- may, by process of elimination, be able to determine the

EVY
e
-
_

ia
redacted
on

n

plaintiff's identity. Accordingly, ws regpectfully request that
the words “and consulting" remain redactsd in paragraph 5 of the

complaint .

in their May 14, 2004 letter to the Court opposing
particular redactions, Plaintiffs opposs all requested redactions
covering references to the fact that a National Security Letter
("NSL") wae ilssued in thie case. Putting aside the fact that such
redactions are reguired by 18 U.S.C., § 2709(c), Plaintisfs engage
in purs gpeculation in stating that "there is no doubt" that the



Hon. Victor Marrerc

rFage - 2 -

non-ACLU plaintiff is an Internet Service Provider ("ISPY) that
was served with an NSL. Letter at 2. The complaint was carefully
redzoted to ensure thaf there is no menticon of service of any
particular NSL on either plaintiff, cor indeed of any particular
NSL st all. The fact that the radacted complaint describes that
the other plaintiif is an ISF in no way indicatess that it
received an NSL; the plaintiff could be an ISP whc simply wishes
to challenge the statute in advance of its application.

Plzintiffs' refersnce to various news articles, some of
which report that the non-ACLU plzintifi iz a service providexr
that received an N8L, ig unaveiling. First, the press’
speculation is an entirely separate matter from what the
Pilaintiffs may disclose, which is govarned by 18 U.E.C. §

2708 (). Inde=d, the article from The Commercial Appesl merzly
speculates that an NSL ‘zpparsntly! was issued. In any event,
two of the articles, “rom The Washinagtor Peost and Communicaticons
Dzilyv, nowhere state or suggest that the non-ACLU plaintiff
actually received an N8L., While a fourth article, from The New
York Times, reported thar the non-ACLU plaintiff “is describeg
only &8s z recipient of an antiterroriswm letter" {(emphasis added),

2

it continu “rhe ALC. LU, said it was barred from providing
anv other information about the other plaintiff) (emphasis
added) . Given the context of the statemsnt, and the fact that
the redacted complzint nowhere describss that an NSL has been
issued or that the non-A0LU pilaintiff received an NSL, it appears
that the report that the non-2CLU plaintiff is the reciplent of
an N8I was the result of either reporter error or inadvertsent
disclosure by Flaintiffs.

F- 0k
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Thank vou for veur considaration of this submigsion.

Eespectiully,
DAVID N. KELLEY
United States Attorney

By: I S P -
MEREDITH E. KOTLER

Asgisrant United Statss Attorney
Telephone: {(212) &627-2724

cc:  Ann Beeson, Esg.



