UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
and AMERICAN CIVIL LIBERTIES
UNION FOUNDATION:

Plaintiffs,

JOHN ASHCROFT, in his official capacity as
Attorney General of the United States;
ROBERT MUELLER, in his offieial
capacity as Director of the Federal Bureav of
Investigation; and MARION E. BOWMAN, |
in his official capacity as Senior Counsel 10
the Federal Bureau of Investigation,

b
| |
v. i 04 Civ. 2614 (VM)

SEALED

|
|
Defendants. \
|

DECLARATION OF ANTHONY D, ROMERG
1, Anthony D). Romero, of New York, New York, do declare:
1. I am the Executive Director of the American Civil Liberties Union (“ACLU™) and
the American Civil Liberties Union Foundation (“ACLU Foundation™ or “ACLUF™).
2. The ACLU is a nationwide, non-profit, non-partisan or ganization with over
400,000 members dedicated 1o the constitutional principies of liberty and equatity. The
primary mission of the ACLU, which is a 501(c)(4} organizaton, 1s 1o f:du;ate the public
about the civil liberties implications of pending and prop-osed legislation in Congress and
in state and local legislatures; to directly lobby legislators and to provide analyses of such

pending or proposed legislation; and to mobilize our members and other activists to lobby

their legislators.



-

3. The ACLU Foundation is a separate 501{c)(3) organization that provides legal
representation free of charge w individuals and organizations in civii liberties cases, and
cducates the public about civil liberties issues. Lawyers at the ACLUF represent
individuals and organizations in mumerous civil liberties cases in federal and state courts
around the country, ACLUF lawyers routinely litigate hefore the United States Supreme
Court and have filed more briefs in the Supreme Court than any organization other than
the Department of Justice.

=3 The ACLL and the ACLUF are funded through a combination of donations from
ACLU members and other individuals, foundation and corporate grants, and attorneys’
fees generaled from successful lawsuits,

s All of the ACLU and the ACLUF’s fundraising efforts depend on owr ability to
discuss and describe our current work, including active iitigation.. We routinely raise
money by publicizing our work in a particular case or en a particular set of civil liberties
issues. We publicize our work in newsletters 1o members and donors, on OUr web site, in
paid advertisements, in donor visits and briefings, at fundraising events, and through
direct mail campaigns.

6. The communications departments of the ACLU and the ACLUF educate the
public about civil liberties through 2 variety of means. We provide detailed information
about legislative advocacy and litigation impacting civil libertias to the print and
broadcast media, through media releases, ive briefings, and media interviews with staff
and clients, We also place paid and public service advertisements on current civil
liberties issues in print and broadcast media. We publish in-depth public education

reports on specific issues, and prepare and distribute brochures to inform individuals of



specific rights. ACLU and ACLUF staff routinely speak in public forums and at
community mestings on a wide range of civil liberties issues. The ACLU and ACLUF
host a web site that provides extensive information to the public about civil liberties,
offers online newsleters and action alerts regarding current issues, and hosts interactivs
forums 1o engage the public in debate a‘oqut constiturional rights. We also distribute print
newsletiers and action alsfts to activists and ACLU members.

7. In the past two years, one of the core priorities of the ACLU and the ACLUY has
been to stem the backlash on civil liberties that has taken place in the name of national
security. In particular, the ACLU and the ACLUF have been at the forefront of
opposition to certain provisions of the USA PATRIOT ACT (“Patriot Act™). Mam of
these provisions vastly expand the federal government’s ability 1o spy on innocent
people.

g. The ACLU and ACLUF communications departments have launched a national
multi-million dollar campaign, calied “Safe & Free,” to inform the public about the
erosion of Tights afier September 11. This multi-faceted campaign includes a special Safe
& Free web site that offers extensive information about our ongoing advocacy in cousts,
in Congress, and in local communities, and includes frequent action alerts 10 mobilize the
pubiic on key issﬁes‘

9, As part of the Safe & Free campaign, the ACLU and ACLUF have also published
and distributed a number of public education reports, inciuding Unpatriotic A-crs: The
FBI's Power to Rifle Through Yowr Records and Personal Belongings Withoui Telling
You (which describes how Scction 215 violates the First and Fourth Amendments);

Seeking Truth From Justice (which highlights 2 musinformation campaign by the

r



Asheroft Deparament of Justice and its allies about the Patriot Act), 4 New Era of
Discrimination: Why Aﬁican—Ameré‘cam Shouid Be Alarmed Abour the Ashcréﬁ
Terrorism Laws (which compares past government actions againsi African-Americans
with current government actions that unfairly target individuals based on race and
ethnicity); and Independence Day 2003 Main Streer America Fi ights the Fi edéf‘af
Governmeni's Insatiable Appetite for New Law Enforcement Powers (which documenits
the growing movement to pass local community resolutions in opposition to the Patrior
Act),

0. As part of the Safe & Free Campaign, the ACLU and ACLUF have also placed
paid advertising in targeted media featuring renowned actors, authors, musicians, and
directors, Pictured with the provocative headline “I Am Not An American Who...,” each
celebrity describes a civil rights issue and cites the ACLU’s commitment 1o defend civil
rights. Participants have included Al Pacino, Martin Sheen, Holly Hunter, Kristin Davis,
Kurt Vonnegut, Samuel L. Jackson, and Jaks Gyllenhaal.

1.  Lawyers for the ACLUF have also litigated a number of cases involving the
Patriot Act. For example, we filed two lawsuits under the Freedom of Informanon Act to
obtain information about the government’s use of the Patriot Act. In federal court in

- Michigan, we have also challenged the constitutionality of Section 215 of the Act, a
provision that allows the FBI to obtain an ord;: from the Foreign Intelligence
Qurveillance Court ordering any organization to disclose records of “tangible things”
without first establishing probable cause or providing any opportunity to challenge the
demand before compliance. In addition, we filed an amicus brief in the first case ever

considered by the Foreign Intelligence Surveillance Court of Review, in which we argued



that the Patriot Act’s expansion of the FBI's intelligence wiretap authority is
unconstitutional,
12, The ACLU has also lobbied Congress o repeal or amend NUMEerous provisions of
the Patriot Act and has worked with community groups around the country to ‘pass mOTe
than two hundred local resolutions opposing the Patriot Act.
13, Through our combined public education, litigation, and lobbying efforts, the
ACLU and the ACLUF have played a critical role in influencing the public debate over
the Patriot Act. Both presidential candidates in the 2004 presidential election have made
their position on the Pamiot Act an important issue in their campﬁj gns, Members of
Congress bave NOW introduced numerous bills to amend provisions of the Pairiot Act.
Americans around the country are actively opposing the Patriot Act by lobbying their
local, state, and federal legistatots.
14 The staff of the ACLU and the ACLUF have repeatedly criticized the Patriot
Act’s expansion of the National Security Letter (NSL) power, the legal authority at wsue
in this case. We have argued that the Pairiot Act authorizes the FBI to demand the
disclosure of constitutionally protected and other sensitive information held by
telectronic communication service pfoviders” without requiring the FBI to satisfy
constitutional requirements. 18 1.8.C. 2709,
15.  To educate the public about the NSL power, we developed & special feature on the
ACLU web site that explains the law and provides copies of documents that we obtained
through the FOTA. One such documeny, titled “Transactional Records NSLs Since
10/26/2001,” appears to list the NS Ls issued between October 26, 2001, and January 21,

3003. The fve-page list is almost entirely redacied.



16, We have highlighted our work on the Patriot Act, and on NSLs iy particuiar,
through our web sitz, direct mail, online newsletters, and paid advertisements, Qur work
opposing the Patrict Act has led to a significant increase in new members and donations,
17.  Lawyers employed by the ACLUF represant—
—in this lawsuit, which challenges the constitutionality of t‘rié NSL POWET.
Because the NSL served on our client contains a gag proviston, the ACLUF is gagged
“from disclosing to anv other person that the FBI sought information from our chent
ihrough an NSL. The gag is preventing us from communicating information that is
relevant to the public debate about the Patrict Act. But for the gag provision, we would
provide this infomation 1o the press and the public, 1o Congress, and to ACLU and
ACLUFT staff, members and donors.

18.  The gag is preventing the ACLU and the ACLUF from educating the public about
the government’s use of new powers under the Patriot Act generally, and the NSL power
in particular. The gag prevents us from informing the public of the mere fact that the FBI
has used the NSL power, fiom disciosing the general categories of information sought in
an NSL, and from disclosing nuraerous other non-sensitive facts abput this lawsuit. But
for the gag, we would disclose this information. Thus, as the public debate over the
Patriot Act continues, the public does not have the benefit of all the facts.

19, I.roh_icaily, the ACLU and ACLUF are gagged from stating a fact that any other
member of the public can state — that lawyers for the ACLAUF represent a client served
with an NSL. Tt is clear from the redacted Complaint, which the government agreed to
file publicty, that the ACLUF represents another plaintiff in this case. It is clear from the

redacted Comptlaint that our client received an NSL. After all, the gag provision applies



only to those served with an NSL (and their agents). If our client had not been served
with an NSL, there would be no need for any redactions in the Complaint. A number of
reporters have deduced these precise facts, and reported them in news articles, merely

* from reading the redacted Complajnt' and other publicly available docﬁ;lnénts in the case.
See Exh. 1. The governmment has nevértheiess 'msistéd ‘fhi& we would be in violation of
the gag if we state publicly that we represent a client served with an NSL, even if we do
not identify the name of our client, the subject of the NSL, or any other details about the
specific NSL served.

20, The gag has also prevented me from providing non-sensitive information about
the case to journalists. For example, at a recent function, a journalist asked me about ow
clients in this challenge to the NSL power. Ttold him that the ACLU was a client, and
that 1 could not confirm or deny whether we represented any other client in the case. He
then asked what type of chient we might represent in such a challenge. T told him that,
due to the lack of clarity about the extent of the gag, | could not respond. T felt that my
limited responses came across as cagey, and frustrated a reporter who wanted to provide
more information to the public on the government’s use oI NSLs,

21.  The gag is also preventing lawyers and staff of the ACLUF from providing
relevant information to members of Congress. For example, legislation was recently
introduced (FLR. 3179) that would amend the NSL power to clarify the penalties for
failing to comply with NSLs and for viclating the nondisclosure provisions. The ACLU
has information that would help Congress evatuate the wisdom of this legislation. But
for the gag, we would disclose to members of Congress the kinds of information sought

by the NSL that was served on our client. We would also 1l members of Congress that



fhe Justice Department 15 relying on the gag provision to forbid disclosure of non-
sensitive information. If 2 member of Congress knew that an M5L recipient could be
jailed for up to five years for merely confirming that an NSL had been served, or for
disclosing the general categories of informatien sought, that member might be disinchined
io approve the legislation. Because of the gag provision, Congress is considering new
legistation without the benefit of ell the facts. The gag provision is also limiting our
ability to mobilize ACLU members and other activists in opposition to the expansion of
the NSL power,

22, Other new powers under the Patriot Act have gag provisions that are similar or
identical io the NSL gag provision. Information about the government’s application of
{he gag provision in this case would also inform the ongoing debate about those
provisions, But for the gag, the ACLU and the ACLUF would disclose this information
to the public,

23, The gag is aiso creating potential habiiity for ACLU and ACLUF staff who are
not even privy to the sensitive information in this case. Because these staff members
work for or are associated with an organization that represents the chient served with the
NSL. they couid risk penalties if they state pubﬁcly, that we represent a client served with
an NSL. To avoid this risk, I rt;,viewed and approved a memo that was distributed to all
stafl of the ACLU, the ACLUF, and our state éfﬁliate: offices. See Exh. 2. ACLU and
ACLUF staff around the country were understandably confused by the memo because
they did not understand how they could be gapped from Stating a fact that is evident from

the redacted Complaint.



24,  The gag has also prevented me from providing non-sensiiive information about
the case to ACLU board members. For example, at a meeting with two board members, |
was discussing the case, and was impeded from telling them about the litigation or our
client. | tcﬂd them that | did not feel comfortable .disc-losin_g the information to them

given the lack of clarity about the scope of the gag. Both board members cxpressc;‘l
surprise at my response. As Executive Director, T am employed at will by the ACLU
board, which consists of over eighty board members. Open and honest COMMUNICATIONS
are an essential ingredient of my relationship with the ACLU board. The gag is impeding
that relationshap.

25, The gag has also impeded my discussions with donors. In one discussion about
this lawsuit, a donor asked follow-up questions, and I told him that T could not confirm or
deny that we represented any party other than the ACLU. He then asked me,
theoretically, whether we could challenge the NSL power at all if we did not represent an
entity that had already been served with one. He also asked me why there would be any
gag on the case if we did not represent an entity that had already been served with an
NSL. I1told birn that { could not answer these questions due lo the gag. He persisted with
similer questions for several minutes. This cat-and-mouse game has been repeated with
at least five other donors and ACLU members since then.

2. The ACLU and ACLUF recognize that limited secrecy may sometimes be
necessary if justified by t’ﬁf; government in a particular case. But the scope of the gag in
this case, and the refusal of the government to clarify what is prohibited, is intolerable.
The gag has severely disrupted our ordinary course of business, and has straitjacketed our

ability 1o inform the press, the public, and Congress about the government’s use of a

<}



dangerous new power, More impostantly, the public and ever members of Congress are
denied non-sangitive information essential to the public and legislative debate that 1s at
the heart of democratic self-govemance.

27, Itis particularly trolubli_ng that, while the ACLU and ACLUF have been gag ged
from discussing the government's use of the ?:ISL power, Pre;sidcnt Bugh and |
representatives of the FBI and Justice Department are engaged in 2 public campaign in
support of the Patriot Act. See Exh. 3. The \ga;g provision silences those who are most
likely to oppose the Patriot Act — those who know from first-hand experience exaclly
how the Act is being used. The ACLU and ACLUF believe we have fhe right t(l} inform

the public of a great deal of the information that the gag is suppressing.
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I declare under penalty of perjury that the foregoing is true and correct to the bast

[

of my knowledge and belief. Executed on this day, M%/ 137, 2004,

| =
/o
AnthonyKD. Romero
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Copyright 2004 Copley News Service
- Copley News Service

May 12, 2004 Wednesday

SECTION: EDITS; EDTTORIAL WEERLY FEATURE

LENGTH: 278 words

WEADLINE: DATLY EDITORIALS _

04,12,04, edit? ,Daily Editorials Case questions gag orders
BYLINY.: the Omaha World-Herald Copley News Service
BODY:

The appropriateniess of some pasts of the Patriot Act has been under debate since is passage. The law to cxpand
government powers was adopied shortly after the Sept. 11, 2001, terrorist attacks.

gupremely romic rwist, those S2TE POWSLS have suppressed news of the lawsuit for a month. The case, filed April 6 in
118 Digmiet Conrt in New York, was mads public yust last week,

The American Civil Liberties Union has filed a Jawsuit challengng the constimtionality of those powess ndin e

The lawsuit challenges a type of nationzl security {etter, an order for mformation that dossn't Tequire 2 judge’s
approval in terrorism and espionage cases. In the tase in guestion, the FBL used the national security istrer to demand
fhat zn Internet service provider tum over Cuslomer records, which can be nighly persondl,

Thoss who receive the Jetters are prohibited from disclosing to anyone that they received them, thus prevenueg
recipients from challenging their validiry.

It's that legal gag order that is also tindering publicity about the ACLUMs tawsnit. Only after the group raached an
agreement with the Justice Departaent was & heavily edited version of the lawsuit unsealed.

TEI agents and others charged with protecting the United States undersizndably need some degres of iotitude and

confidentiality in conducting investigations, Bt our nation's prized freedoms Test on OPENNCEs 1o government, asé
preveniative against abuse of government powers,

That conflict makes the ACLU case worthy of public arention - and rightly puts pressurs on the sovernment o be
easing its gag on the case.

Reprinted from the Crnaba World-Herald.

LOAD-DATE: May 13, 2004
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Copyright 2004 The Corgmercial Appeal. Inc.
The Comrmersial Appeal (Memphis, ™)

Way 2, 2004 Sunday Final Bdinon

SECTION: VIEWPOINT; Bg. B
LENGTH: 441 words
HEADLINE: SECRECY GONE AMOK

BODY:

TO NO ONE'S surprise, the American Civil Liberties Union filed suit chalienging the constimtionality of parts of
the USA Patriot Act, the swecping security law pazsed I the fmmedrate afrermath of §/11.

To what skonid be zveryone's shock, the mere Faet of the lawsuit was kept secret under provisions of the act.

The Bush administration inststs that the Pamot Act is vital i fighong terroriam, but, aside from ATIOMSY (yeneral

John Asheroft's sheliersd and uminformaanve tour before screened audisnces, refnses 1o 82y preci.se.ly hovw
One of the disturbing aspects af this sdmministration is that it seems 1o believe fhat how it nranagss the people's
business is none of the people’s business.

The lawsuit was seated for more than thres weeks while tae ACLU and the government haggled over what the
A0 could and could not say publicly about its Jawsuit. The lawsuit was Fled in Maw York on April G, anca heavily
edited version was released on Apil 28.

Ope of the secrets is the other plaintiff 10 the case, wemified only as an “Iaternet access business.” The FRI,
farough a National Security Lewer, apparentiy was seelang from an Tmernet service provider a chient's billng
information, online purchases and B-mail addrassss,

Mational Security Letters are a kind of subpoena that dossn't Tequits a Judge's approval, only the FBI's say-s0, 0
coverily obtain personai information from banls, telephone companies, Internet providers, iibraties, credu pureats, et¢.

Recipients of NSLs are barred by z gag order from disclosing that they bave seceived one, The Patriot Act preatly
eased the resmictions on NSLs so that the FBI could ect quickly in national secumty ¢ases.

But the ACLU coutends, "As & resuli of the Patrict Act, fne FBI may pow ust NSLs to obizin sensitive informanon
about innueent individuals who have 1o connection to cspionags or {errorism.”

Mo onc wans to tip off the target of vahd wvestigation, bur given the past misuze of the FRT for political purpasse
this is not an unrealistic foar.

The ACLU argues that the expanded National Security Letier powsr is urconstinztional because the recipient has no

way of challenging the validity of the NSL and the government doesm't have 10 justify not mforming the wrget of an
MSL.

Tne ACLL also believes the gag order 18 ancopstiutional. And it doss seero 10 raise issues aboat freedom of
gpeech.

The Bush adminiswaiion js demanding that the Parrial Act not only be renewed bur expanded WOER it sXPIres Bex!
year, Congress rushed imitial passage of the Pamiot Act: it should he m no rush 10 FEDEW it. This law dexnands a bard
sezond ook,



The Commercial Appeal (Memphis, TN) May 2, 2004 Sundey Final Edmon

NOTES:
Editnral
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Copyright 2004 Warren Publishing, lnc.
Commumicaions Daily

- April 30, 2004, Friday

SECTION: TODAY'S NEWS
LENGTH: 599 wards

HEADLINE: ACLU SUES ASH CROPT, FB1 ON PATRIOT ACT PROVISION
BODY:

4 lawsuit filed by the ACLU to contest part of the USA Patriot Act wasn't made public for 3 weeks pecause of
concerns the release might vielate the Act, the civi] berties group says. The suit st the ACLU and another, redacted,
plaintiff v. Jolm Asberoft, Robert Mueller and Marion Bowman in {heir official positions at the Depi. o7 Justice and
FRL and alieres that 2 eiements of the Pamiot Aci that aliow the FBI to obtain mforpation from elecwonic
commupication service providers” are uncopstitutonal. The sait was filed under seal pearly 3 weels aga, on ACLY
lawyer said, and the group dida't apnounce it until 1t reached =n agreement with the gove. op which sections of the
Aocument — and which components of the case -~ could be made pubdlic.

The suit allegas that the Famot Act extends FRI power unconstitunonaliy with respect 1o their ability to ssue
National Security Letters (NSLs). The FRI ariginally gained the ability to issue NSLs, which require ISPs and elecorm
cqrriers 1o subrpit the persopal information of those suspected of espionage or (erronier without judicial oversight, n
1063, The Patriot Att extended the FBI's ability to issue NSLs to all cirizens, which is the crux of the ACLLs
challenge. ‘The govt. has compared NSLs o subpoena power, tut citizens can challenge subpoenas in court before they
disclose mformation, according to ACLU lawyer Jamres} Jaffer, "The povernmenthas 1o golo2 judge and explaio why
there's & corpelling need” for the informatior, Jaffer explained.

NGLs also gag toose served from disclosing to any other person that the FBI sought or obtained information fro
them, and the suit alleges this clanse i a fundamental First Amendment violation. The iromy that a First Arnendment
case was held under seal for 3 weeks wasn't Jost on toe ACLU. "There's a lot of information in the compiaint that we
fhink should be disclosed to fas public,” Jaffer caid. "A major provision of toe Pamiot Act has been mder constimsiona!
challenge for weeks, while, during the sare time" Pregident Rush and other Adminisirahion officials "have been
publically campaigning 1o Tenew it " Jaffer said alleged FB1 abuse of NSLs under the Patnot Act "isnota leftright
issne. Tt's mot about what kind of information the FBI can get, if's about how they gerit”

"The case Gemonstrates why it's so difficuli o challengs the aver-proad powers of the Patriot Act," said Lara Fhr,
counse! for the Center for Democracy &1 echmology (CDT). Several of the new govt. powers added o1 bolstered by the
Patrior Act have gag rules similar to those that accompany MSLs, she said, "amd we have expressed repeatedly senous
concerns about the NSL anthority” with respect w ISPs. Under the pre-Painot Act jegisiation, Flint seid, *the FBI used
to have to link an NSL 1o 2 specific person,” who can demonstrably be shown o have links to foreipgn govis. of teroTist
organizarions. Under the parriot Act NSL requircisnls arc 86 Vagit, and the gag order against ISPs so stringent, that
“the person never knows that they're being mvestipated.”

"Reading between the redacted hines, it looks like the ACLU's got the goods," said a spokestnan for tae Dlectrnnic
Eronter Foundation (EFF). EFF and the ACLU have worked jointly before, 1006t notably on the Commmunications
Cmline Decency Case. "1 ACLU peeds our help we'll be happy to help therm," the spokesman said, saying the FBTe

expanded use of NELs viclates both the 4th (probabie cause) and 5th (due process) Amendmeris. Tue Dept. of Justic:
didn't comment, - lan Martinez
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Copyright 2004 The Washmgion Post
The Washmgion Post

May 13, 2004 Thursday
Fmzl Editon

SECTION: 4 Section; A27
LENGTH: 503 words

HEADLINE: ACLU Was Forced To Revise Relsase Omn Pawiot Act Sudt;
Justice Dept. Cited Secrecy Rutes

BYLINE: Dan Egzen, Washington Post Staff Writer
BODY:

When 2 federal judge ruled two weeks 200 {hat fhe American Civil Liberties Union could finally reves) the
existence of 2 lawsuit challenging the USA. Fatmiol Act, the proup issned a nows release.

But the next day. according 10 Dew documente released yesterday, the ACLU was forced to Termove TWO paragraphs
from the release posiad on its Web sitz, afier the Justice Departrent cownplained that the group had violated court
pecTeCY TRies.

One paregraph described the rype of informztion thet BT agents could request under the law, while enother merely
listed the briefing schedule in the case, according to coust documents and the oTiginal news releass.

The dispute set off a farious round of court filings in a case that serves as both a challenge o, and an itinsmation of,
fise. far-reaching power of the Patriot Act, Approved by Congrsss in the wake of the Sept. 11, 2001, atiacks, the law
givesthe povernment greater latitade and secrecy in COUNTEtaIrorism investigations and mekides 2 provigion allowing
the FEL to secrefly demand customer records from intermet providers and other businesses witihout 2 court oraer.

The ACLU first-filed its laweuit challenging the copstitutionality of such demands, kmown as pational security
letters, on April 6, but fhe secrecy rules of the Patriot Act required the chalienge to be filed nnder seal. A rulime April 28
aliowed the relzase of a heavily censored version of the coroplaint, but the ACLU is siilt forvidden fropn revealing many
details of the case, including the identity of ancther plaintiff who hae joined m the Jawsuil. The law forbids targels of
national security letters to disclose that they have reseived one,

ACLU iawver Ann Beeson said the court order also means that she “camnot confirm or deny" waetner the ACLU 13
representing tne second plaintifl. The group is tae only counsel lsted ip court docurnents.

The dispute over the ACLU's April 28 news relesse cenrared on two paragraphs, The first laid out the court's
schedule for receiving legal briefs and ncted the vame of the New Yoark-based judge in the case, U.S. Dusmict Tudge
Victor Marrero.

The second paragraph read, "The provision under challenge aliows zn FBI agent to write letter demending he
disclosurs of the name, sZyeen Lalnes, addresses, e-mail header information, and other sensiive information held by
\electronic communication service providers." "

Tustice lawyers said that both paragraphs viclated a secrecy order and that the ACLU should be required to seek 4n
exemption to publicize the information, court recusds snow. Justice spokesman Cherles Miller declined o comunent
vesterday,



The Washingion Post May 13, 2004 Thursday

"1t simply.never pcourred 1o U that this information would be coveres By the sealing order; because 105 completely

non-sensitive, geperic mformation,” Beeson said.
The dispute was partly Tesolved yesterday. Marrero nuled that the brisfing schedule could be publicized, along with
edited versions of other court filings. But the paragraph describing the mformation that can be sought remains absent

LOAD-DATE: May 13, 2004



1% of 100 DOCUMENTS

Cepyright 2004 The New York Times Company
The New York Times

May 13, 2004 Thursday
Late Edition - Final

SECTION: Seetion A, Column 1; National Desk: Pg. 18

LENGTH: 631 words

HEADLINE: judge Allows Peel nto Challenge to Antierronism Law
BYLINE: By JULLA PRESTON |

BODY:

in a ruling Wednesday, a faderal judge in Marhattan widened the public's glimpse o a iawsuit by the Amerizn
Civil Liberties Umnion chalienging some teams of the antiterrorism law imown as tae USA Patriot Act, after the
govermment sought o keep virmaliv avery detail of the case under 8 court seal, or secrecy crder.

The £.C.L.U. is contesting a provision of the law that allows the Federal Burean of Investigagon to require
telephone, Internet and other commpications companies to provide basie informadon 2bout their customers, including
addresses and call records. The F.B.L sends & subpoena, known as a national security letter, which lncludes an orde:
barTing the company from informing the customner of the investgadon or discussing it with anyone.

The F.B.I. can acquire data on customers even if they are not suspected of terTorist aCOVITY.

Tn & switch that A.C.L.U. lawyers descriped a5 an awkward change from their usual practice and philosophy, tey
filed the suil April 6 under seal, concluding that ofnerwise they would be ip violation of the law fne cage was devised 10
comtest, The group then quickly asked the judge to 1ift the seal from the whole casc.

e swit is brought by the civil liberties group and another piaindff described onty as @ recipient of an Anttermunsm
tettes. The A.C.L.U. said it wag barred from providing any other information abous the other plaintfl

¥t isn even clear that a recipient can speak to & lawyer,” said Ann Beeson, the associate legal director at the
A.C.LY. who is handling the case.

Justice Department officials have argued that the natiopal security letiers are viral in the szarch for terxor suspecls,
providing information that can help trace e movernents and identify where thetr phone calls and pornail ruessages are
poing. The subpoenas do not allow the povernment to listen 1o phone conversations ot read e-mail Messages.

1o s deoision, Judge Vietor Marrero of Federal District Court in Manhatian declinad to unseal the cace, but 32t
some puideiines for the two sides w agree on editing the case docurnents 50 that “pousensitive information” could be
selensed. Material in the documents fhat relates directly to rerrorism investigations will be blacked out. Judge harrero
made it clear that his ruling had no bearing an how he might rule tater on the larger issues in the cuss.

in recent days, President Bush and Attomey Creneral John Asheroft have vigorousiy defended the antiterronism
iaw, which was enzeled in Qctobes 2001

Almost nothing is known about the F.B.L's use of the subpoenas. The burezu has not said how many letters it sant
or what the resuits were.

The A.C.L.U. argues thatthe F.B.1. letters are unconstinttional because they viclate the due process rights of the
businesses and people who teceive them, and because the order prohibinng discussion of the investigation violates free
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expression rights. The group contends that fhe governrnent should be required 10 seek approval from a judge hefare
issuing a letter and recipients should have a way w0 guestion the order.

One flashpoint came after the A C.L.U. put out 2 press releass on April 28 describmg the case ™ general terms and
inelnding dewils of the schedule set by the judge for hearing the case. The group was ordersd by the goverment &
remove the schedule informarion from the Teleass on 11 Web site. '

Meredith B, Kotler, ao assistant United States atromey; told the judge that even though the scheduling mformatien
was not sensitive, it should aot be published becansé the entire case had been officizlly sealed.

After the judge issned an order releasing some documents on May 7, fne A.CLUL restored the paragraph to its
press relzase saying that the judge would probably hear the case at the end of the summer.
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Ann Beeson, Associafe Legal Director
AMERICAN CIVIL LIBERTIES UNION
125 Broad Street, New York, New York 10004
(212) 548-2501 ph; (212) 545-2628 fax
abeeson@aciu.org

TO: All ACLU, ACLU Foundation and ACLU Affifiate Staff

FROM: Ann Beeson

DATE: ‘April 28, 2004

RE URGENT: Restrictions on information Regarding ACLU v. Ashcroft,
Our Legal Challenge to the Mational Security Letter Power int the
Patriot Act '

L]

“The ACLU National Legal Department, along with the New York Civil Liberiizs Union,
has filed a chalienge to one of the Nafional Szcurity Letter provisions of the USA Patriot
Art. The statute under challenge includes a strict gag provision, 18 U.8.C. 2708(c). '
We filed the case under seal to avoid violating the gag provision. The ACLU is now
able to disclose certain redacted documents in the case because, afier negotiations,
the government has agresd it will not prosectits us for doing so. Thatls why we have
finally been able to go public with the case today (it was filed in the Southern District of
Kew York on April B). Ses the attached memo from Media Relaiions for more details.

However, there are still certain quesfions aboutf the case that the ACLY cannot
answer due fo the remaining gag. i is imperaiive that you review this memo closely
and use only the scripted answers below in responding o these questions (or similar
guestions on the same Issug). Failure fo abide by the script balow could put you,
as well as National staff, at risk of criminal prosecution for violating the gag.
Dbviously, we are extremely unhappy o have fo urge you o restrict your answers. Our
lawsuit challenges the constitutionality of the remaining gag, so we hope this willbe 2
shor-ferm restriction. - '

We aiso strongly urge you fo distribute this memo hroadly to all of your staff as well 25
$p ACLU board members who speak publicly and 1o the press about the Patriot Act
Afliate staff and ACLY board members may belisve that they cannot be held liable for
vipiating the yag because they are not technically “agents” of the ACLU National Offica.
Though that may be frue, we belleve the far safer course is abundant caution. Judging
sromthelr actions so far in this case, the Jusfice Depariment is construing the gag
provision exiremaly broadly. | ' ' -

O course, if you prefer not o put yourself at risk at all, you can simply rafer all
5 | .



ruestions about the case to Tanya Domi in the National Media Relations Deparimant al
212-518-7829. f you have any questions about this memo, pisase also fael free fo
contact me gt 212-548.2801, or James! Jaffer at 212-519-7814. Becauss of securiy
izsues, please call rather than e-mall questions to us.

Q:

A

‘Who is the ACLU represeniing in this case?

The ACLU is'representing itself (the ACLU and the ACLU Foundation). Because
of the gag provision, wa cannot confirm or deny that we are rapresenting any
other entity in this case, We belisve this gag Is imational and unnecessary and
are challenging it on First Amendment grounds in this case.

Do you represent a business that was actually served with an NSL?
Bacause of the gag provision, we cannot confirm or deny that we are .
representing any entity other than the ACLU in this case. We befisve this gag s
irrational and unnecessary and are challenging it on First Amendment grounds in
this case, '

Why did you have to ﬁié tha case under seal?

To avoid viclating the gag provision.

Vifas the ACLU itself served with an NSL in this case?

NQ.

" Then how could you be held Tiable under the gag?

Because of the gag provision, we cannot provide you with any additional
information. We believe this gag is irrational and unnacessary and we ars
chalienging it on First Amendment grounds in this case.
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BUEH: LET'S KEER ANTI~TERROR TOOLS CRITICES B84Y THE PATRIOT ACT WAS EWATTED
BRETSLY AND TOOK RAWRY TOD MANY RIGHTE.
Richard W. Stevenseon and Eric Licntbhlat, the New Tork Times

WASHINGTON -— President Bush kicked ofi 2 concerted effort Saturday

TO Press
Congress into extending expiring provisions of

the anti-tarrorism law passed
afrer tne sttacks of Sept. 11, 2501, saying that failing to keep them in force
would leave the nation vulnerable. mach used nis weekly radlo address Lo renew
and amplify & demand he first made ir his State of the Union address in
January, calling on ths House and Senate to act to aextend provisions of the U5A
pacriot Act that will ctharwise expize at the end of next year.

The provisions include making 1+ easier for law enforcement and intelligence
sgenciss To share information about susnected rerrorists, expanding the use of
wiretaps and s&RYCh WArTancs and allowing the government to track who 1s
sencding e-mall L0 Or receiving it frem suspected terrorlsts.

"o abandon the Fatriot Ach would deprive law enioncemsnt and intelligence
nfficers of needed tools in the wWar on ferepr and demonstrate willful blindness
to a continuing threat,” Bush sald. '

The White HBouse's renewed I[oous On the issuz comes after weeks in which the
independent commission investigating the Sept. 11 sttaclks zssailed the FBI and
CIn -~ and to some dagree the sush administration -- for fail

ing to do mere to
identify and head off the terrarist Lhreat.

In raising the issue agaln now, Bush is hoping tc emphasize 10 £he naticn the
steps he hook efter the attacks to ensure that terrorists could nevar again
operate so Lrewly within the United States, adminigtration officials said.

Although the Fatriot Act passed Congress with broad bipartisan Support 500N

aiter ths artacks, it has subseguently beeome hotly debated.
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Civil-libertarians in particular have faught hard to have it cealed back or
repealet, sgserting that it went toc far in saprificing indiwiduel rights in &
rush to ensure that iaw enforcement nac broad powers to ddentify and track
porential terrorists. Neither the Houss nor the Senate is scoheduled to soneider
extending the expiring provislons any time 5000

Bt Bush spggested Saturday that opponent:c of the pil)l were deluding themselves
shout the degree of the rerrorist threat and risiked leaving lLaw-enforcement and

intelligence officials mandouffed in their apility to thwart terroriste.

“Key elements of the metrigy BCE are Set to expire next year," Bush said.

"Some
politicians in Washington act as if the ~nhreat to America will also erpire Qn
“hat scheduole.”

among Lhose merbers of Congress cyitical of the acit has bean Sen. John Kerry,
D-Mass., Besh's rival in the presidentisl racs. Wnile supporiing socme of the
act's mein preovisions, including sharing of intelligence and law-eniorosmant
informsricn, Kerry has griticized the agministration Ifor using the legislation
to Limit civil ilibesrties. )

Kerry hes called in particular for putting additional yestrictions on SOmE

types of searches and wiretaps ang for ruining in the akli

1ity to gain access to
library and pusiness records.

Enthoeny Romere, sxecutive dirvecter of the Mmerican Civil Liberties Unien, &
leading cpponent of the legislation, 3aid: wpresident Bush is clearly fighting
» defensive bettle for the Fatriot hct. Thic comes on the heels of the -1l
commission and on the heels of progress Sesn in Congraess by Republicans and

Democra~s wno say thet the Patriot ATt want tee "

far.
mme THDEY ERETERENCEES ———-
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2 Section

Przsident Campaigns to Make Tacriot Act Permanent
Mike Allen
Washington Post Staff Writer

resident Bush said Monday that he considers i+ wital to pational security fer
ongress To pess a permanent version of the USA Patriot Act, which has heen
rizicized by mcoms liberals and conservatives as giving theé fedezal govarnment
too much power in the name of fighting terrorism, Bush tola conventicn o
Pennsylvania township officials that those lawmakers concerned about the
expanded wiretapping and surveillance powers provided
unger "false hope” about safety from LETTOL LS.

=
-
C
[

=%

by the act ars laboring

=}

wrhe Petriob Act defends ocur liparty,” Bush said,
parrior Act makes it able
defend the liberty of the

thumping the podium. "The
£or those of us in positions of respengibility to
pmerican people. It's essential law."

Bush made the case during
- percentage points in 2000
ijeaders nave said they de
The law was enacsted alter
controversial portions ar

Presidents usually sTay O
appearance Monday evening
va.), a Zd-yesar Senate ve
77 against conservative K
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needs mdre congressional

sen. John F..Kerry (Mass.
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sdministration has “used
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has laborsd to capbure in 2004, House Republican
plan to take up the Patriot Act untii next vear.
the Jept. 11, 200 attacks, and most

= scheduled to expire in 2005,

q
1, ke

fights, but Bush made an ISl
at a Pittsburgh Fupdralser for Sen. Arlen Specter (R-
teran whe Ifaces a compatitive Hepuplican primary April

er. Pat Toomey. Spaecter, a moderare, has questioned

af the Patrior Aot and Las szid the Juestice Depariment
prersight. :

1, the presuamed Democratic nominse, voted Iox

law "neads te be fixed.® He has said the
rhe Patrict Act in ways That were never intended and
ning to do with terrerism.®
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1r an ad, the Bush campaidn has aiready attacked Kerry £o% guestioning the
patrict Bot. Republican officials said that Bush plans to make the patriot Act
a2 central thems of his cempalgn to Show nie plan Lo cotbat terrorism and that
he took specific action efter the atfacxs.

Push hae used the vote to poOrtray Kerzy as & waffier, E= the SpectsY
fundraiser, Bueh said oF Kerry: "I he couid find & third side te an igsue, I'm
confident he'd take iv.™

Lawmakers of both parties, including Kerry. said at rne Lime the Patriot Aot
paesed that the sunset provisgion would slilow Congress Lo SnSUre that the
administretion did not abnge its new power. Bul wush asserted that by ipciuvding
an expiration date, COngress was Faying that tpaype the war on FerroY wWon't go
on very long." he called on lawrmakexs "to renev whe Patriet Act and to make &
of its provisions permanent.”

ndar the law, th= government's expanded ability o monitor and searsh the
pelongings of pecple targetad in terropism investigations ineiudes conducting
aecret sszarches and seizing recorde ITOM banks, librariegs and other busingssas
without discleosing that it nas dons SO.

Dush said that the petriot Aot had solwvad &n important wroblem identified dast

waok by the Ccomml

ssicon investigating the S=pt. 17 artacks: that inteiligence
and criminal inves

cigators believed they uware prohibited from sharing scme
imfeormation, causing nissed opportunities O snravel the plet.

wpifferent people had 2 piece of the puzzle. But because of law, They couldn’t
get 211 the pleces ip cne same phace,” De sald

Kerry's campalgh said in & statement that Bush was tzying to "rewrite history
to show that the Patriot 5ot nas been a cure-all for fhe intellicence fallures
rhat wers exposed by the 2/11 attacks. " '

Tiie Spacler fundreising receprion gemerated $400, 006, Republizan pfficials said
that becaunse of the 1MpOrrance of independent VOLOTS in Pennsyivania, Bush
ronld have & betrer chance on 4 ricket with Specter than with Toomey.

Wi L

Spectexn, who supports abortion rights, has oncasionally differad publizly with

+pe White House. But Lhe prasidant 1igted areas of agreement, zaying, "I'm hers
«g say it as plainly as 1 can: Arlen Specter is the right man foxr the United
states 3enaie.”

vprlen end T will leave ne deubt where we stand,” Busnh added. "We will win in
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Fennsyivania, and I'm going te win all across the country on Roverber the Znd."

Toomey saild in & telephone interview that Bush's appearance showed Specter's
- weakness, beocause he needed the president “ro carry him over the Qoal linz."
Eut he added that he understands Bush's political obligaticns.

¥T'm confident that on the day aiter the primary, the prezident's geing to be
supporting me, " Toomey said.

Bush's support for Specter has engendered grumbling among Some canservat*veu.
Kerl Rove, Bush's senlor adviser, traveled on Alr Force One oh Vondoy and tol
reporters, “"We're supperting the Senate Republican majority. We're a big

party."”
—~ww~ THDEX REFEREWCES ~——-
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Busl defends Patrios Act as 'making hmerica safer’ ; Urges renewsl, gxpansion
of anti-terror taw during Pa. visit
Judy ¥emen

HERSHEY, Pa. ~~ President Bush defended the USA Fatriot Act on Honday and =aid
mone of the controversial anii-terrer law's provisions should be allowed to
expire. "The patriot Act defends our libasrty, " he said at & conventioen of
townehip supervisors and EmeIgEntY service personnel. "IE's ezsential law.”

Bush saif the legislation should be espanded to allow subposnas in ferrorism
cases to be issued without approval of a judge oI grand Jjuzy, to &llow tervor
suspect: to be neld without bail and Ta make sabotade of defense cr nuclear
facilicies that results in leoss of "ifz punishable by aeath.

Critics say the law aencreaches on civil lipberties, but Bush called iT necessary
to prevent future attacks. nTets a law that is making America safer. . . . It
doesn't make any sense" to scale it back, he sgid,

The law was passed 45 days after *he Sept. 11 attasks. It gives federal agents
more power to zpy on U.Z. citizens and non-eitizens while huntirg terrozists.
It expanded federal law enforcement power by pesmitting the CIa and FRI tco
share svidence, It alsc gives terzorism investigators evidence-gathering tools
that have long been used Iin criminal probes. '

"Ihe best way Lo secCurs OUn nomeland is to stay on the offenzive against the
rerrorist natwori, " Bush szid.

gixtesen sections oi the law that expand law enforcement's survelililance powers
will expire on Dec. 31, 2003, unless Congress votes to rensw Lhem. Eepublicans
thinlk “hat prospect 18 an izsne that willi help Then win the support of voters
wine worry about future terrorist attacks. Bush will talk about the issues agalin
tpday in Buflalo,
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Mezssechusatts Sen. John Kerry,
wored for the Patrioi hket. Dut

t. he says he would

liprayy and business records.

Kerry Spokesman Fhil
politics with the Fawrict

te freexe BSEELS oF

Tn Pittshurgh, where Eush reissed $200,000 in campalgn
prlen $pectern, the president noted Kerry's Patriol Aot volte,
fer the way with Iraq and Bush's educaticn reforms.

woles
the conduct of

find & thirg side

Lan

The legislatures ol Alaska,
calling for changes ta the

5 TSR TODAY/CHN/Gallup Poll taken in

disapprove of & section that

provision that sllows fhe

libraries and

change 1t

gingelr arcuset Bush on
rer M Herry,
that z-1 financizl institutions
forelgn banks

Hawail,
vatriot Act. Laurd Murphy,
civil Liperties Union's legislative office,

FRI to cbhtalin recprds fram nespitals,
apother that allows

the likely Democrztic prasidentizl nominee,
he now &aVvs the Bush administration
ron eliminate

he said, would expand the law
are supiect tc meney-laundaring

kriown to hold rerrprist groups' funds.

as well &s his

o an issus, I'm confident he'd take it," Bash

says it “went too far,

pebruyary found That 71% of Bmericans

allows agents to delay telling people thatl thelr
homes have been segrcned secratly.

phout half sald they wers uneasy about 8

agents to ask hanks whather terrcorism

suspects have accounts with them.

Monday ' s
Demcerat Bl Gore in
wotes this £&ll. It
polls show Bush has & skight

2000 and

TERT CF INFO BOX BEGINS HERE
The US3A Patriol Rot
Congress passed the
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« permite the FBI to ask federal judges on the secret Poralgn Intelligence
gurveilliance Aoi court iwr orders to force kusinesse: to turn GVer recards Ln

T

cerrorism or intelligence probes, finder the Patriot ACT,
thzt the business

agents nust say only

records they want &Ie sought in & tarzorism or intelligence

probe. Busingssss MAY not tall anyene about guch orders.

To get FISAE orders allowing other types of searches and surveililance,
must show "probable causs”
forsign power.™

agarnts

tnar the subject of such a prope 1s "an agent of a

* RBllows prossgutoars Lo ask 3udgas to delay “for & reasonable period” telling

people that vneir homes or cffices

probhe.

» Aliows L.8.

2 subk’iect uses.

Ration

TERITLAR CR GRAPHIU MATERIAL SET FORTE TH TEIS

PHOTC, B/,

agents in terrorism and intelligence probes to get court
£or "roving" wir

Luke Frazeza, AFP/Getty liages: Caption: Campaign swWing:

have pDeen secrstly gearched in 8 criminal

crdors

staps, which involva surveillance of various electronic Gevices
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President

Bush addressas convention-geers in dershey, ¥Pa., OO manday during his Z7tn
visit to whe slectorally jmportant state.
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BUSE, VISITING BUFFALG, ADPLADDS PATRIOT ACT IN WAR ON TERROK ; CLTES IMPATT IW
CONVICTING LBCKAWANME 6
$OBERT J, MCCARTHY and PEIL TATRRANKS
Wews S8taff Reportels

President Bush traveled to the Lackswanne Six's back yard ©o day to preach the.
pensfits of the 2-year-old Tetriot Bot and offer an alection-year defense of
hig record on batiling domestic Lerrorism. fush, in 2 taik pilled as &
wronversation on the USA vatrict Aot," spoke about the importance of crackilg
the nackawanna "sleeper ce1l® znd the role the vatriot Bov played in the arrest
and conviction of gix local men of Yemeni descent who trained at Osama bin
Laden's camps in Afghanistan.

Tnside Kleinhans Music Hall, shout 540 people, mest o therm law enforcement and
emergency management officials, listened &5 Bush made his pitch Ior renewing
the patriot Rot, the controversial poste n/1l law due to sxplre at the end of
next vear.

vty shouldn't sxpire,” push said to appiause. nT: sheuldn't expire for “he
SecuriTy DL cur country."

yor -he second time in as wany days, Bush traveied te the Northeast to protest
proposed eroSions i & law he considers crucial to fighting terrarism. He made
a similar piteh in Pennsyivania ol Monday .

vThe First thing we do i1s find killers befere they £ind us," the president somid
today in Buffalo. "he message should be cuear td whem, Thars 1s no cave oI )
wole deep enough o nige from the justice of rhe United States of RAmerica and
mur coalition partners.”

Outside ¥isinhans, abmut 400 protesters s-pod banind makeshift fences, SERG
songs, snouvted anti-Bush siogans and carried signe that maid, "huesh ligs,

people die" and “Ro more vlood on Chenay's oil.”
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Roger Cook, %0, an anti-war protester trom Crand Island, said he was anygry &t
being confined to a fenced-in area at Symphony Circles.

wenis iz something entizely new, and iv deesn't feel good,® he sald. "They're
basically trying to restrict our apility to exercise our First Amendment
rights. What will ston them from moving the pen a mils away the -pext time?
Wnere will this all end?” '

Ey making the

tatriot Bot & theme in his campalgn Lo win & second term, the

president is trying to energize nhis Republican and conservative bpase by

stressing his
domestic.

Crat

+opie as & wartime leader and & fos of terrorists, fereign and

igs, including many Democrats: have complained about the wids- ranging
legal powers the FPatriot Act gives the FBI and other law eniorcament agenciss.

They claim the law has weakened ¥he nation's ecivil liberties by giving
government the powar t savesdrop and spy on citizens and gliens,

Busn disagrees the law goes too far and, in fazt, called for sxpanding its
powars te improve government's ability fLo investigare and arrest potential

terrorists.

“The Patriclt Act nesds o be renawed, and it needs to be ennanced,” he said.
nThat's wnat we're talking about.”

The president

said one of the yoals benhind the law was o improve communication

among federal, state a2nd local law enforcement agencies, 2 goal thaei was
iegally impossible before the Patrict Act.

woney cap talk apout Buffalc piliz football, but

T

ney can't talk about securing
Ve

1
vhe
the nomeland,® he told the andience. "I hope the average cikizern sees the

4ilemma . "

The president

came to Buffele to meet with local “Iizst rasponders® and the

Western New York Joint Anti-Terrcrism Task Torce, the multi-agemcy groud That
investigated the Lackawanna Iix case.

»7 think the Patriot Act iz good for the country,® said Bob Carncress,
president of tha Town ¥ire Chiefs Bssociavion, a ceoalition of 13 fire companiss

in the Northtowns, "There's a lot geing on in this country that we don't

about.”

http//print. westlaw
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inside Kleinhans, local croanizers converted the Mary Sezton Room inte an
iptimete suditorium setting with & large-screen TV Serving as & backdrop te the
presidential podium.

me rogm, and reporters wWere cinstered onte & set of

rRows of chairs fii
e the auditorium,

rleachers at the &

Wher the president arrived at amout ¢:35 a.m., bhe found 2 largaly sympathetic
audiencs, many of them in £u11 uniform. While on stage, ne sat on a stool with
several other officiais =t his side: formsr Deputy Atiornel General Larry C.
Tnompson; U.5. Rtroyney Michael L. Battls: Peter Rhein, special agesnt in charge
of the Buffale FBI Office; former state Police Superintsndsnt Jamas pMckahan;
and Rrhezst Police Chiel John Moglow.

"They (the Dush coministrationy want the nation fo understand that this is
serious, " said Michael V. Walters, Erie County's commissioner ol emargency
services.

walters said most of the county's 1aw eanforcement personnel support the Patriol
Act beczuse it puks inne place imporiant derarrents TO rerrovistm, Be said first
responders alsc realize their jobs are connected to the effectiveness of
federal isws Like the Paiziot AtT.

The Eieinhans crowd also included dozens of Republican allies, most notably
Gov. George ©. Patakl, Erie County Executive Joel h. Gilambra and Reps. Thomas
M. Reynolds and Jack F. Quinn. paople entering the music hall were greeted by
state Supreme Conrt Justice Sharen Townsend.

®] just think it's exciting that he's nere, " Townsend said. "] lye never mat a
president beiore. 1 think £his is so exciting to meet him and actually chake
bis hand.®

Gush arrived in Erie County ar about 2:06 a.m. aboard Rir Force One, 2 Boelng
747 Jet, and wWas grestad by A SHasl grovp of iocal kRepublicans. NOT far away, 2
police hellicopter monicorad the skies and police snipers watched from @ nearby
rocften.

Officiale at the Buffalo Niagara Internaticnal Rirport said il was rthe L1rst
747 had landed at the alrport.

From the airpori, Bush traveled py metorcade to ¥leirhans. The motorcade
included abouv 25 cars and & dozan motorcycle e5C0LTI.
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sush's visit hers came just davs after his administration was battered by
resvimony baicre the g/l1 commizsicn and a DeV pock by Washington Post reparier
ok wWoodward detalling Push's sarly preperations for war with Izag,

“He's clearly making & concertad efiort o repositien the publicts viaw of
what's going on,” said Lee M. HMiringeff, director of the Marist College
jpsritute of Public Opinion in Poughkeepsie, “"It's not fe put New York in play:
ie's to make national points. T¢ he talks apout somethino in homeland security
working well, that's gquod news Ior him. "

Bush ie considered the underdog in the November elsation dn heavily Democratic
Brie County and New York grate. Indeed, the latest Marist poll releasad Monday
nas Sen. John F. Kerry leading Bush in New vork by & whopping §¢ parcent to 38
percent.

Byt Michael J. Hook, & Lancastier native and Republican political consultant
hased in Washincton, said he melieves the GOF still has nopes for Mew York. And
we spid Bush is attempling TO ¥ellrd £o what had always been congiderad a
strong point.

ngince Sept. 1, 2001, the world is a diffsrent place,” he said. "I would
imagine tne presidsnt is going to talk about rhose initiatives he's undertaken
tn epsure it will never happen again.”

Pespite the significant narmeonair gquarterbacking® stemming from the /1%
commission hearings, the president can COme Lo Buffeio and emphasize that “ools
1ike the Patrict Act have prevenied more attacks iike these that destroyed the
World Trade Center said Hook, who is not direstly monnacted o the
soministration.

trertainly, i1f I were helping design rhe message, it woulg be that the
president has anted in kind since then, ™ Hook said. "It's all eboutr keeping us
and our families safe.”

But Democrats were quick to criticize the president’'s nomeland security record
in anticipation of his visit. hosembly Speakel sheldon Silver of Manhatten
ralled on Pataki to lobby mush to put an end to New york being "shortchangsed”
in federal Funding for lower Manhattan rebuilding and security efforts across
the siate.

giivar noted ¢hat fedsral nomeland grants for Wyoming Counly Lhave totaled
§38.31 per capita, compazed to 22.47 in Wew York State.
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"Washington must design 2 system that Arects funds basesd on threat and neesd, ™
Silver said,.

Lng Srtate Democratic Chairman Herman . Farrell, ancther Manhattan assemplyman,
532 since all of Bush's new troubies stem from his war on terrarizsm, the
president 15 now ettempting to return Lo his "glory days of October 001"

"Eyery time they raise an isspe, it's shown Lthey'rs wrong oh the issuc,”

Farrell said. "8c he's punning &s rhe mighty warrior who stands tall."

One local official not in attendance WAS Mayor chony ¥. Masiello, a Demozrat.
Masieilp said he wasn't imviced and wouldn't attend anyway.

nT respect the cffice and the persen,” he said, wmur even if 1 were inwvited,
I'm just not happy with the state of our economy, with the exodus of our jobs
te foreign countries, and witn Lne lack of any agenda for cities. I wouldrn't
want tc be & hypocrite.”

The mayor addad, howevelr, that the city and its Police Department will do its
utmost To host the prasident and proetect him.

Busn's Eppearance is the conond in Sive vears that 2 president has staged an
: £ o. In January 1985, President Bili Clinten was given a LOUSLNg
reception in NSBC Arena.

Like the Clinton appearance wheve local Demeoerats worked To limit attendses to
party loyalists, ipvitations to Tuesday's meeting were hantled by the Wnlte
House. After appearing in Euffalo on Tuesday, Bush will go to New York City for
a political fund-ruiser sponsored by Victory 2004, = finapwial aym af the
rRepublican Navional Commitiec.

Hews Staff Reporters Charity Yogsl, BErian Meyer, Gene Warner and Tom Precious
contribused to =his articls.

e-meil: rrccarchy@buffnews.con and pfairkanksfpuffnews.col
wmw- TNDEX REFERENCES —=--

WEWS SUBRIECT: (Demestic Polivics (GPOL): Homeland/Hationz) Sscurity
(EEEDY; Government Bodies (GVBOD); FPage-One 3Story {NERE) ;
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r nct Turn Right for Dush
betar W

WARSHINSTON only months ago, DemoCTats Wers «argeting the controversiel USh
Patrict Act &5 an ideal lssus TO LSE in their campaigr against Fresident Bush,
assailing the law &5 &N intrusion on eivil rights. Bult in a curnabout, the act
has suddeniy emerged 28 & sornerstone of Bush's reslection campaign, while
Democratic rival Sen. Jehn F. Kerry and others hawe toned down thelr criticism.

mne Patrich Bot is proving to be mOre popular in cpinion polils than once
expected, given ity diverse range of critics. RISy, poth Demosratic and
Republicen stratsgists now pelieve that public debate OVer the Pawrict Act and
other aspects of the nation’s responRse to terrorism only enhance Bushk's
nationsl security credentials, wnile threatening te paint Rerry &3 sofr on
rerrorism.

The result iz that the Democcrats nave lost what onee seemed like a umeful tool
for pallving opposition to the president.

nthera'!s a dangerous Lrap here for Democrats,®™ s2id Jim Mulhall, & Demecratic
strategist working with ingependent Jgroups rargeting Bush, "It's a terribly
omfair characterization, but ... 4¢ Democrats are neot careful, they will souwnd
more like they'rs worried about tachnizal concerns than they are about lecking
up terrorists.”

Kerry, the presumptive.oemocratic presidential nemines, has recently been
couching his positions on +he law as "fixes," whereas in December the
Massachusetts senator called for nyeplacing the Patriot ACT with a new law That
protects cur people and our iiperties at the same time." Herry has even argusd
thet his ideas would make the law, hashad repeatedly last year by nearly all
the Democratic presidsntial contenders, tougher than it is currently.

Rush showcased his aggressive suppert for vhe Patriot Aot last week, arpearing
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in Beffalo, ®.Y., with the iederal By
cerrerist cell dubbed the Lack
New Yor¥ znd on the Pentagon.

ecutor who uncoversd & snspected
% zfier the 2001 terrorist attacks in

Bush argued that the law "defends our liberty™ agelinst
strengihened. He said rerrorists ha6 been caugnt in part
Law, drawing applause fvam 2 crowd of invited guests,

rists and should be

-
i
&
m

"rhe true Threat to the 21st century is the fact somebody is trving Lo come
back into cur country and nurt us,™ Bush said. "and we ought to be able to. a2t
least send & signal through law that says we're going hto treat You gqually as
tough as we oo mobsters and drug lords. "

Eancsed with overwhelming support Irom lLawmakers znd signed by HBush within two
months of the Sepr. 11 attacks, the Patriot AcT gives officials more POWEIs in
conducting searches and sseizures ant in sharing information.

T+ mllows the government te cite terrorism and computer fraud as the basis Tor
raguestlng wiretaps: allows roring wiretaps ro follow suspects, no matter what
telephones they use; and allows secret sezrches in which the auathorirvies delay
notifying a suspect.

poono obhex provisicns, Lt allows tne attorney general to dstaln any noncitizen
pelieved To he a national seourity risk, in some caszs £ L
time.

ong pericds of

one key provision zime Lo remove a iegal “wall" that limited the snaring cf
informatior betweer criminal and intelligence investigators. Tastimony befs

the independent Sept. 11 commission has suggested that the harriex lnhlblted
authoritics from learming mores abcout the Sept. il hijackers beiore the attauks,

The Patriot Act has been an awkward issue at times for Bush, drawing neai Irom
some in his own conservabive basa. Cfritiss heve included not only the
Democratic presidential candidates and the Americen Civil Libsrties Unlon, it
2% st libertarians, advocates fox smaller government and members of the Nationax
Rifle Assi.

Critics Versus the Polls

Many critins denounced the act as an intrusion on privacy rights and civil
libextias.
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reilies. When Dhshcoroft embatked on a natlional tour to highlight the law's
benefits, he was grested at nesrly every stop by protesters.

But & series cof new polls publilished last weeld have Led strategists to conclude
- i

that the deftly named Patriot AcL 18 winner for Bush.

Tnose polls 21lso gave the presidant a lezd over Herry, despite weeks of
potentially damaging lcovage of desdly chaos in Irag, tough guestions about
Bush'e leadership on terrorism by the Sept. 11 ceommission and & new DoOok
suggesting Bush was intent on invading Irag far earliex than was indtially
believed,

#ihile the president's numbers have sagged on issues such as the economy anc tne

war in Irag, & Washingtom Post/ARC Naws survey found that &3% approved of the
presidenc's-handling cf the war on terreorism. In & Gallup Poil conducted for
CWH and USk Today, mere than twice as many respondents said they thought Bush
would do a Y"good joh" on terrorism &as thought Kerry would.

and ~hough polls have ghown that certain especte of the Petrlot Act are
unpoptlar when they are explained to voters, regponges to proader guastlions
suggest general suppert for the law.

More than siy in LC respondents to a February Gallup/CHN/USR Today Burvey said
the iaw iz just about right or dees not go far enough, though only abaout one-

fourth said it goes toe Iar.

Experts think the law will grow in popularity, at .Lsast in the short term, a8
dramatic pictures of bomb blasts in Irag, Spain and 3andi Arabia heighten fear

that am attack could happen in the U.S. agalin.

pdministration officials have even speculated openly in recent days, without
revealing any evidence to bhack up their wlaims, rhat terrorists could be
vlanning acttacks ©o coincide with the presidential election in Novemoer.

vi=lg the only area where Bush gets positive numbers, and his strategy is te
find every way te talk about the war on terrox, whether it's the Patriot ACt

Iraqg, " said Stewe Murphy, & Democratic strateglist whe managed the unsuccessinl

presidential campaign this vear 0f Rep, Dick Gephardt of Missouri.

The change in tone is evident in the words of Kerry. In December, weeks barore
fhe pritical Towa caucuses, Kerry deliverad @ bilisTtering speech railing against
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key elements of the sptriot Aot encé chiding Asheorofr, telling & partisan crowd
that the law shonld be replaced.

spe vhuiz very moment, an FEI agent counld be rifling through every wehsite
you've sver vizited, snd you would never know ir," Kerry said in his Towa city
speech.

v Justice Department cfficizl in Washington could be reading every e-mail
you've sent in the iast iew momthe —- and they wouldn't need a judge's
permission or even & ressol to co s¢," he added.

"redaral investigators counld be demanding and receiving upon I&GUEeST YOur
private hospital medice! records,” Rerry azid. "Law enforcement cfiicers cowld
he entering youl house while you &re gone -- wifling through your

possessions —- and leaving without every rtetting yor know they had peen thare.”
Lt the time, Kerry was ruggling to expleain why he voted for the law, Darts of
which are set TO ezpire ir 2005, He said it contained "good ideas.” eVen talking

eredit for writing parv of it, pur that Bush and Rsheroft abused thair new
investigating powers for purpese s hayong fighting terrovism.

"It clearly wasp't & perfect Hill -- and it had & numosr of flaws —- out this
&

n
wast't the cime to haggls. It wWas the time to ach,” Kerry said 0 Decembel.

*n recen:t days, though, Kerry's smeessment has bDeen delivered in a fgr WoOTE
positive context.

¥erry's Messaoe

nfrer Bush used his weskend radic address recently to urge & continuation of
+he Patriot Bcot, Kerzy iggusd & written statement listing ideas far “improving”
and "fiming" the law by strengThening provisions on MANSY laundering, cratking
down on rerrorists' assels, AMProvLIng information~sharing policies and
enhancing other secticns that sperifically target terrcrists.

A Kerry spokasman in msisred later that the candidate’s message has not changed,
erguing that it 4= the challenger, not tre prasgident, wWhe prings the most
muscular view of the Patriot mcot to the race.

deing z2l] it needs to do, " said PRil Singer, a Kerry spokesman. "The fact is
that it's feiled te address many of the problems that were exposed by §/1%L,

"The president Lu misleading America into chinking that the current law is
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including the intelligence sharing probiems thau comtinue Lo nlague the FRI,
CTk and other security agencies.”

Some whe agreed with Rerry's carly tough stands against the law's porential
intrusions on civil liberties now say they are not guite sure where the SeRator

stands,

wrwm concerned where Kerry will Litimately come down," sald Laura Merphy,
director of the Waspington cffice of the American Givil Liberties Ui,
“Trere's going o be & bump in support [for the Fatriot netl, angd Kerry needs
e come put informed and swinging rne way he did in Lecember.”

Times staff writers James Rainey i Washingten, Maria L. La Gange ir: Ban
Framcisco and Matse Gold in New vork contributed te this report.
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NATIONAL
EATRIOT ACT MAY SEZ REVISIONE

MW MCFEATTERS AND KARLN MACDHERSON, POST-GRIETTE NATIONRi BUREAU

WRSHIRGTON A nmonth and & hall after the Sept. 11, 2001 attacks on Wew York
Washincton end Pennsylvania, Congress approvad tne USR Patriot Act to give law
epforcerment pfficials ne rools te fight terrorism.

nhe vore was overwhelming in bath chambars. The House appreved it 157-66; the
Senate 98-1.

The consemsus didn't iast long, &8 +he FPatriect kot soon began To Spark
. \
s 4

impassioned debate apout whether its po entipl demage to civil liberties was
worth 1ts added protections against rerrerists.,

Wow, § new Congensus appearls to pe emerging, despire the peated rnetoris of
this prasidential slection year, that would scaie back some of the act's mors
rontroversial provisions -- O at ieast raguire more Judicial oversight as
authorities apply Lhe act's proad survelllance powers =- while
instituticnalizing the apility of law enfozcement and intelligence agencies to
zhare information.

o

ieast four states and 70 communities cfficially have called for limiting

aw enforcement ascess to personal information, including tilmrary and medical
rocords . Alse drawing fire have ween provisions of the patriot Aot that allow
itigsz to search property witnout t©elling the owner, 0 conduct "roving
ps" and Lo pursue netionwide search warrants.

n racent poll by the nonpartisan counsil far Bxesllance in Gevernment found
that most Americans, S peroent, considered the Patriet Rt 2 mew plus for the
country. But hali also ERpressed ConCern about how the act is being eppilied and
wanrad Congress to examine it carefully pefors deciding wnether to renew its
kay provisions.
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Prasidens Cecrgs Bush is vaking his case for renewing the act on the campalgn
trzil. Be told supporters at a recemnt rzlly in Hershey, Fz.. that "the PairictT
no- makes it able for thoss of us in positions of respomsikbilivy to defend the
libeziy of the RAmerican pecple. It's essentlal law, "

Sen. John Kerry, D~Mass., the presumptive Demoswatic candidate, voted for The
Pacriot Bot in 2001 and stlii supports mejor pagts of it. But Kerry now charges
chaz

the Bush administration has misused aspect of the law. He has promised Lo

climinate "sneak and peek” searches and nfishing expedivions into pecple’'s
licrary and businass records.”

Major parts of the parriet Act don't expire until the end of newxt year, but
Bush wanre Congress to make then permanent right &Way. that's unlikely because
Rep, James Sensenbrennel, the Wiscomsin Republican who chairs the Houss
Judicisry Committes, has srzted categerically that his panel won't take up the
ismsue until next spring.

Whatever the outcome of the Nov. Z zlection, most lawmakers sXpect Congress o
nold hearings on the Patrict hot before deciding whether Lo renew, expand or
curtail it. Nopody, at this pcint, edpects it will be repealed.

"Iy is impurtant ifo provids 2 mwelznce Detrwsen securizty and oivil liberties,”
said Sen. Mike DaWine, R-Ohic, 2 menher of both the Sanate intelligence
committes and the Senate Judiciary Commitfes.

Signed intc law by Bush on ber. 26, 2001, the Patriot ACT contaans 153 sepamate

provisiens in 300 pages. Many have litile impact on the daily iives cof most
Americans,

Tor example, the law zllows woney To be spent to re-esbehblish a government
cEfice destroyed by nerrorists. It condemns discriminetion against hrab or
Muslim Emericans. It permits the FRT to hire more transiators.

Moet imporcant, Fatrict Act supporters say, the law tors down the Legal wall
that prevented federazl law entorcement and inteliigence agencies from sharing
domestic intelligence with sach other and loeal offigisls. The wehl had beep
erected in the 19708 after revelations that the FBL had been SpYing on
nonviclent secizl and pelitical movements.

"[The Patrict Rct] changed our world and has made us immeasurably safexr,” U.3.
Deputy Artorney General James B, Comey testified st a recent 3enate Judiciary
Committes nearlnd.
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Comey cited the Justice Decartment's woupcessful dismantling” of & Fo =Yand,
gregon tezror cell. Using the Parriot ACt's expended surveillance and
intelligence-sharing provizions, the FBI exchenged inicrmation with local
ofFicislis, which "gave prosecutoXs the confidence not Lo avrast ths SUSRECT
prematurely,” Comey said, "ULt 1mat=ly, pProsecutors wWare ahie to collect
sufficient evidence Lo charge S8ved defendants and *hnr to securs prison
sentences for the siz defendants taksn into custegy.”

i

f—r

e Upniversity of Toledo and an expert oo

sut Davic Harris, & professor at t
o atrint Rct "is more far-reaching than people

e an

sriminal justice, &YXgues thet
sasm TC zezllz

Woile "seld" to rawmakers as a way Lo fight terrorism in the weke of Sept. 11
rne Buspy Administration nyeow -is making the case Loz it by saying they're using
1+ to Tight ell kinds ol crime,” Harris said.

"1f +hey had zone Lo Congress & né said they needed some of these changes for
crime fighting, ic's & snlid bat that it would never have passed. Many of the
things in the “utV1ot 2ot have heen on the "Bl wieh list Tor years anc ysars
Trig was an opportunity o gat them inte law.”

The Patrict Act wa:z in the spotl‘qh* during recest hearings of the 2/11
commission, which is invasti tigating whether the Sapt. il. 2001 attacks 1n Kew
yYork, Washinguon and FPennsvivania culd nhave feen preventad. The commission is
expected toe reloase & finsl repcrt by Joly 2%,

Tn preliminary findlngs, commiszion Staff noted that the Fatrict Act “provided
additisnal Tools and nas lewered or remowverd legal hurdles that were widaly
nelieved Lo have nindered the FRI's intelligencs investigations," But, the
geaft poted, Mthers apReRIS to be widespread confusicn —-- even among
{Depazriment o Just +ice) and FBIL parsonnel —- OVEr wnat the Patriot Act azsually
aliows."

During its public hearings, he 6711 commissioners have appeared to ke ileaninyg
towards recommending the creation of o naw domes tic lntel;¢gen:e agency.
Apeathar suggestion ig ta create 2 directer of national intelligence with a LO-
vear term who would coordinate sotivities of existing agencies.

Such proposals have prompted considerable pre-emptive opposition,

CTh nivecToT George Tenet salic & ¢nte‘l;gcncﬂ czal r]oatzﬁg ghout without an
agency would last vabout 10 minutes® in the repritorial climate of the
Wasnington bureaucraly. Rl Direstor Rohert Muellew said many people would Lear

Copx. @ West 2004 No clainm to Orig. U.3. Gove. Works

Inttp-//print.westiaw, com/delivery html7dest= =atpdedataid=Bo03 58000002 19350004177523...  5/15/2004



4/56/04 PITTSEDST BRI
4/26/046 PLLL. Post-Gazetbie Rl
2004 WL ST562865%

a domestic intelligence agency would Lrample on mivil libertise. Formar
attorney Gensral Janet Repo saxd setiing uD yet ancther crganization would make
it that much harder for agencles To coordinate activities.

Meanwhile, RLtoiney General John Asherort is leadinc tne cnargs to strengthen

the Patriot Acot. The Justice Department, which nas created 2 Wer site on the

pavtriot ACoL, wuw . lifeandliberty . gov, wants ths power to Lesue CMAInistrative
 subDpoOSnas inotead of naving To go ¥o 8 judge oI grang jury for authorization.
The department also wants to hold rerrorism Suspects In fail without mzil, and
to make more Terrorist crimes subjact to the death penslty.

Or: the other side, AT unusual political cpalition —= compromised of Demotrats
and Repulllcans, liberals and ~onservatives -- has joined to push for weakening
+he Patrist Act. Members include the smerican Civil Liperties Union, The

Aragr LCAD Copservative Unlen, +ne Hmerican Library Lrsociaticon and Gun Owners of
nmEerics.

The first legislative action on the iaw since Lt was passed i 2001 took place
1ast July when the House voted ang-118 for an amendment, spongored py Rap. C.L.
gtter, R-Idaho, that would zut off funds nested L0 implement the Patriot Act's
neneak and peek” provicsion. The amendment eventually was droppsd in
pegotiations with the serate, but its approval in the HOuss was considered an
important Show of strength by those who wish to repeal parts of the Patziot
not.

Separate legisiation Las peen introduced by Sen. Larry Craig, k- Idaho, Jenk.
piek Durhin, D-TI11i.. zpd Otter that would revamp the woneak and peek” provision
and other parts of the parriot ACT In ways opposad Ry the Bush ARgninistration.

celied the “Security and Freedorn Enhancement" or SAFE Act, the legisiation
would end naticnwide search Warrants, 1imit roving wilretans and reguire law
enforcement officials o justify secrat survelllance of & SUSpact every geven
days to & fsderal judge. It 3180 wonld require the FBL To state its reaspns for
suspecting aompecns cf terrorist activities pefore seizing his or her libhrary or’
mecical records. '

WT helieve the SAFL Rct is a measured, reasonable, and appropriate XeSpOnse Lo
CcOoTCEINS WE nave witn the USE PATRIOT Let, " Craig sald. nRis legislation
intends to ensure the liperries of law- abiding indivicdualis are protected in
our nation's fight against cerrorism, without in any way impeding that fight.*

pnn MeFeatters can bs reachad at amcfeatters@nationalpress.cam or 1= 29%-
G62-707.. Karen MacPherson Can pe reached &% kmacpherscn@nationalpress.canor
4 -202-662-T707%.
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