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Y. _ [ 04. Crv. 2614 (VM)
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' Attorney General of the United States;

ROBERT MUELLER, in his official capacity
as Director of the Federal Bureau of
Investigation; and MARTION E. BOWMAN, in
his official capacity as Senior Counsel to the
Federal Burean of Investigation,

Defendants.

DECLARATION OF SIMSON L. GARFINKEL

L Simson L. Garfinkel, of Belmout, Massachusetts, declare:

1. T am submitting this Declaration in support of Plaintiffs’ Motion for Summary
Judgment. I have been asked by counsel for Plaintiffs to address two issues: (1) to describethe
types of businesses and organizations that provide electronic communication services; and (2) (o
déscribe the different kinds of information that electronic communication sérvic-: providers
typically retain about Infeinet users.

2. Plaintiffs’ counsel has provided me with a copy of 18 U.S.C. § 2709 (“Section
2709™). 1 have also been provided with two other statutory provisions, 18 U.S,C. § 2711 and 18
U.S.C. § 2510, Which define terms used in Section 2709. That is the only material that [ have

been provided by plaintiffs’ counsel. For purposes of this Declaration, plaintiffs’ counsel has



sdvised me to assume that Section 2709 does not reguire an electronic communication service
provider to disclose the content of any electronic communications.

3, Based on my experience and knowledge of electronic communication service
providers, I read the terms in Section 2709 to apply to a very broad range of businesses and
organizations, and to cover a great deal of information that electronic commiunication service

_providers retain about Internet users.

BACKGROUND

4. 1 am the founder, former Chief Technology Officer, and, presently, the
Treasurer of Sandstorm Enterprises, a computer security tools provider bgscd in Malden,
Massachusetts. Sandstorm’s leading.product is NetIntercept, a so-called “network forensics”
appliance which captures information moving over an Intemét connection and provides a set of
sophisticated tools for the analysis of this information. Sandstorm draws its clients from the
pusiness, government, and consulting sectors. I have heen responsible for, among other things,
the deveiopment of some of Sandstorn’s core technologies, and the integration of those |
technologies into products that meet customer needs.

5. 1 am also the founder and former President of Vineyard NET, an Internet
Service Provider (ISP) based on Martha’s V inevard. I staried Vineyard.NET in my basement in
1995 and grew it to be the largest ISP on Martha's Vineyard, In 2000, I negotiated the sale of
Vineyard.NET to. Broadband2 Wireless (BBZW), a venture-funded wireless ISP. 1then served as
BR2W's Chief Scientist and assisted in the design of the company’s Internet architecture and
business systems. After BB2W filed for bankruptcy, 1 negotiated the repurchase of

Vineyard. NET: Tam still involved v;?ith Vineyard NET on an occasional consuliative basis.

6. 1 also serve as a columnist for CSC (Chief Security Officer) Magazine, where
1 author the “Machine Shop” column. This column explores the use of technology that assists

'}aﬁ'th security practices. My column recently won fhe 2003 Neal National Business Journalism



Award for Best Regularly Featured Department or Columi. My column routinely discusses
issues such as privacy, technology, terrorism, intelligence, wiretapping, encryption, and .
information hiding.

7. 1 am the author or co-author of eight books on the top-i.c of information
secunt} , including the books, Practical U*\IX and Internet Security, 3rd Edition; Web Security,
Privacy and Commerce Database Nation: The Death of Privacy | in the 21st Century; and PGP:
Pretty Good Privacy. My books, especially Practical tJNIXI and Internet Security, are widely
regarded as leading books in the field of information security. |

8. | I have been writing about the Internet as a journalist since 1983. Thave
conducted interviews in operations centers or machine rooms of a broad vﬁriety of companies
and universities, including Nétscape, MCT's MAE-WEST, Akamai, Exodus, BBN, Web'f’\f ,

| Microsoft, Amazon.com, and the Massachusetts Institute of Technology (MIT). Through these
expeniences, as well as othcrs,. T have become familiar with a range of technical operations that
these and other companies engage i

9. I graduated from MIT in June 1987 with three underpraduate degrees in the
fields of Chemistry, Political Science, and Cornputer Seience. 1 subsequenily received a
Master's degree with honors in Journalism, speci alizing in science and technology reporting,
from Columbia University in June 1988. "
| 10. I am presently envolled in the PhD program in the Department of Electrical
Engineering and Computer Science at the MIT, where my area of research is the intersection of
cormputer security and usability. I was the recipient of an MIT Presidential Fellowship for the
study of computer security at the MIT Laboratory for Computer Science.

11. 1 am the inventor of United States ?atcnté,é?&Z?d, “Packet interception
systern including arrangement facilitating authentication of intercepted packets,” filed March 12,

1999, and granted on January 13, 2004. This patent relates to the authentication of intercepted



information and related log files, and the establishing of a chain of evidence from the field to the
couriroom.
12. 1 am also the holder of CISSP (Certified Information Systers Security

Professional) certificate #4757, a highly-regarded certification in the field of computer security.

13. A copy of my curriculum vitac is attached as Exiibit I
OVERVIEW
14, “The Internet” is the common name given to the world-wide collection of

interconnected computer networks that communicate using Internet Protocot (IP) addresses.

Two of the most common uses of the Internet are the sending and receiving of electronic mail
{email) and the downloading of information embodied on “web pages.” Other uses of the
network include the viewing of pre-recorded or live television segments, the listening to of radio
broadeasts, interactive “ch ats_.,"’ the carriage of two-way telephone calls, and the playing of multi-
user computer games. Use of the Internet has become so widespread that it is now widely
believed that a significant portion of the world’s long-distance voice and data comumunications
are made in part or enfirely over the Internet.

15. Communications over the Internet take place in a variety of forms, including
email, discussion groups like Usenet newsgroups, moderated and unmoderated mailing lists,
multi-piayer game spaces, chat systems, and the World Wide Web, along with other file fransfer
and retrieval mechanisms.

16. fost comput'ers on the Internet are assigned at least one 32-bit number
sequence that is their Internet address. These addresses are typically represented as 4 numbers

eparated by periods, For example, the Internet address 18.7.21.69 is one of three addresses that
are used by the MLT web server,

17. The Internet itself is essentially a “network of networks,” These individual

networks are mostly located within businesses, universitics and other organizations. Internet



technologies connec: these individual networks to cach other, forming one seamless network.
This seamless network is the Internet.

18. To be sent over the Internet, all information must first be broken down into
small “packets” of information. Each of these packets consists of a header and a data payload.
The header includes the originating IP address, the destination [P address, a number that defines
the [P protocol in use, and additional information that is used to interpret the data payload. The
data payload, in tum, consists of the information being sent. Studies conducted by Sandstorm
Entarprises and others indicate that these packets tend to average 500 byles in size; the maximum
packet size that can be transmitted over Ethernet without fragmentation iz 1500 bytes,

19, In order to engage in the different forms of communication on the Internet, an
Tnternet user must use the services of one or more elecironic communication service providers,
First, to connect to the Internet, a user must have a connection from his or her computer or
network to an electronic communications service provider. Second, the information sent over
the Internet by a user is typically sent froin the user’s computer to a second computer or network
operated by an electronic communication Service providez. The user's computer may be a
desktop computer, such as a PC running the Windows operating system, a handheld computer
such as o Personal Digital Assistant (PDA), or even a cellular telephone equipp ed with a web
browser. The computer operated by the electronic communication service provider, In turn, may
be a web server, 2 mail server, a chat server, or some other kind of zerver.

20, A unigue aspect of the Internet, and the communications made over the
Internet, is that it is commeon for many Internet users to commurnicaie on the Internet
anonymously, utilizing pseudonyrms raticr than thetr true identities, much lke the old system of
truck drivers using “handles™ when speaking on their CBs, Those who choose to use thess

psendonyms do so for a pumber of reasons, including the fact that this anonymity encourages the

N



uninhibited exchange of ideas and opinicns that the users might not otherwise feel comfortable

discussing,
LECTRONIC COMMUNICATION SERVICE PROVIDERS
21, 18 U.8.C. § 2510(15) defines an “electronic comrpunication service™ as: “any

service which provides to users thereof the ability to send or receive wire or electronic
communications.” “Electronic communications” are, in turn, defined by Section 2510(12) as:
“any fransfer of signs, signals, writing, images, sounds, data, or intelligence of any nature
transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photoopticai
syétem that affects interstate or foreign commerce, but does not inchude - (A) any wire or ordl
communication; (B) any communication made through a tone-only paging device; (C) any
communication from a tracking device . . .; or (D) electronic funds transfer information stored by
a financial institution in a communications system used for the electronic storage and transfer of
funds” Section 2310(1) defines a “wire communication™ as: “any aural transfer made in whole
or in part through the use of facilities for the transmission of communi cations by the aid of wire,
cable, or other like connection between the point of origin and the point of reception (including
the use of such connection in a switching station) furnished or operated by any person engaged in
providing or operating such facilities for the transmission of interstate or foreign
communications or communications affecting interstate or foreign commerce.”

22, Based on the ex'n‘erﬁely broad definition of electronic communications service
in Section 2510, it is my belief and understanding {hat the 1erm electronic communication serviez
provider in Section 2709 applies 1o a very wide range of businesses and organizations. Section
2709 claarij-‘ covers Internet Service Providers such as Vinevard NET and America Online ~
organizations that connect individuals and businesses to the Intemet for a fee. But there are
many, many other kinds of organizations and even individuals that provide electronic

communications services that woulid appear to be covered by the terms of the statute as weil,



23, Any business or organization, including any advacacy organization, which has
a web site that enables users to send messages through the web site, would appear to be covered
by the terms of the statute. For example, the American Arab Anti-Discrimination Comumittee 18
likely a communication service provider because its web site enables Internet users {0 Compose
and send emails to elected officials to support or oppose legislation important to the
organization. The ACLU, as another example, is also likely an electronic commiunication service
provider because, in addition to enabling Internet users to send emails to officials, its web site
contains online complaint/intake forms for individuals to £ill out and transmit to the ACLU on
igsues that it 18 Iworking_-_{ on, such as the organization’s challenge to the federal government’s “No
Fly List.” So, too, arc organizations like the Narional Rifle Association, whose web site provides
the ability to, among other things, send a letter to the media on issues of interest 10 the Internet
user and the NRA, and Moveon.org, which enables its viewers 1o sign and send petitions to
Congress.

24. Indeed, any organization or business that provides Internet connectivity to its
employees, to enable employees to send and receive messages while at work, is also likely to be
2 service provider under the terms of the stamte.. That category applies to most businesses and
organizations in the United States.

25. Schools, colleges, and universities are also electronic communication service
providers because they both operate web sites and operate computer networks that enable
network nsers to send and receive information over the Internet. MIT, for example, which
provides its students with access 1o the Internet, seems to {all squarely within the terms of the
gtatuie.

26. ~ Search engines and directories, such as Google and Yahoo, are also clearly
electronic communication service providers under the terms of Section 2709. To use a search

engine, an Internet user types in arequest and then sends it, over the Internst, to the search

d



engine, which then performs the req uested search and sends the results back .to be received by
the user.

27. All web sites, such as Amazon.com, that enable users 10 send emails and
information requasts' directly through the site itself, as well as to complete transactions, are also
electronic communication service providers. Indeed, any web site, like Amazon or like
Citysearch.com, that allows Internet users to rate and review merchandise or restaurants — in
6ther words, to send information over the Intermat — would likely be an electronic
communication service provider under Section 2709.

28. Another example are digital or nummeric paging services, such as Axch
Wireless, that operate a paging network that enables individuals to send and receive text-based of
nwmeric pages. Those services are also communication service providers under the terms of the
statute.

29, Bven a Starbuck’s coffee shop that has & “Wi-Fi” Wireless Access Point for
use by its customers could be considered to be an elecironic communication service provider. A
customer could, for example, use the Wi-Fi network, which enables custormers to access the
Internet, to purchase a book over the Internet from a web site while he or she is sitiing in the
coffee shop.

30. Indeed, as the foregoing examples illustrate, practically any web site or onling
service that a,llo\#s user-generated content has the ability to be classified as an electronic
communication service under the terms of Section 2709,

TNFORMATION RETAINED BY SERVICE PROV. IDERS

31 Section 2709 states that a service provider shall comply with.a request for
“qubscriber information and tol} billing records information” and “electronic communication
trangactional records.” Weither Section 2709 nor 18 U.8.C. § 2510 0r 1R U.S.C. § 2711 appeario

contain a definiiion of these terms, Although Section 2709 does not specify exactly what



information it covers, hased on my experience and knowledge of electronic communication
service providers, T read these terms o encompass a wide range of different types of information
that are retained by service providers about Internet users, including Internet users’ email
addresses {and any descriptive information contained in the address, such as the organization the
address is associated with), who they are sending and receiving email from, which web sites or
web pages they are visiting, and the subject matter of ;ﬁheir communications {as reflected in the
“Qubject:” line in headers).

32, Within the context of 2 traditional Internet Service Provider, specific
information that would be covered by these terms includes 2 subscriber’s name, address,
telephone number, account name, primary email address, a secondary email address, date of |
service start, class of service, service interruptions, and any notes that might be attached to the
subscriber’s file. 18Ps also maintain a broad range of information that is used for either billing or
system maintenance, which would also presumaﬁly be covered by the terms of the statute. Many
ISPs also maintain credit and payment information on their customers. |

33. Electronic communication service providers also maintain “log” files in
conjunction with email services to keep track of every email message that is sent or received
through the provider’s emall servers. Such logs can include the “To:,” “Fromu,” and “Subject:”
lines of every message. This information, while not disclosing the content of the
communications, can be very detailed. Indeed, unlike 2 telephone number, which is just a series
of numbers, the information contained in these log files can include, among other things, the
name of the organization associated with the sender or recipient’s email address, the subject
matter of the emails, the name of the web site, chat group or list-serve to which the message is
being posted, and any descriptive message that the user puts into his or her email name (for
example, Redsoxhater@ex.cony). Electronic communication service providers can also use

natwork monitoring systems such as Sandstorm’s Netlntercept to create log files for email
g sy 3



messages that merely pass through their networks, but are not actuaity sent or received through
the provider’s email servers.

34. Electronic communication service providers also have the ability to mORito;
and to keep information regarding web transactions by Internet users. Such monitoring can be
performed by routing all of a user’s traffic through a web proxy, or by monitoring
communications using & network monitoring system. These transaction logs can be exceedingly
detailed, including the name of every web page accessed, information about the page’s content,
fhhe names of accounts accessed, and even username/password cormbinations of web services.

35, Flectronic communication service providers also have the ability to keep
Intemnet “NetFlow™ date. An Internet “NetFlow™ is a set of packets that travel betwesn two
points — for example, between a person’s deskiop computer and Amazon's website. Modern
routers, such as those manufactured by Cisco Systems, can be scf to automatically record a list of
A1l the NetFlows that they see, or all NetFlows to or from a gpecific TP address. This NetFlow
snformatior, which can be captured at many points throughout the Internet, essentially provides 2
complete history of each electronic communication s;rvice used by an Internet user.

36. As another example, web servers maintain logs of every request that they
receive and every web page that i3 served. This might include a complete list of all web pages
seen by an individual, all terms searched for, names of email accounts, passwords, purchases
made, names of other individuals subject to commuxlioation, and sc forth. Most web servers also
record the speed at which the daia is downloaded. This information would appear to be covered
by the terms of Section 2709 as well.

37. Content Delivery Networks (CDNs), such as Akamai, are high-availability
networks that are used by popular websites to speed delivery of their information to Internet
users. An Internet user on CNN and Apple’s web sites, for example, uses Akamai’s services to

download images and other rich content from these web sites, Akamai stores in its network a

10



record for every image, web page, video clip, or other “object” that is downloaded by every user
of one of their client websites. Thus, CDNs can provide a single record of a user’s web browsing
habits without involving tﬁat individual's I5P.

38. The foregoing list 1s by no means comprehensive and provides only & survey
of some of the many types and kinds of information that may be sought as “elecironic

comniunication fransactional records” under Section 2709,



I declare under penalty of perjury that the foregoing is trus and correct 1o the best of

my knowledge and belief.

Executed on this 12 day of May 2004, _

Simson L. Garfinkel







Simson L. Garfinkel
Residence: Belmont, Mass,
simsongi@ex.com

+1 617-876-6111

Technologist, author, and recognized
experi in the field of computer securisy.

Current Affiliations

MIT Commputer Science and Artificial Trtelligence Laboratory, Graduate Student.
'Sapdstorm Enterprises. inc., Treasurer and Board member.

Tntellivid, Inc.. Member, Advisory Board
Libertv Science Center, Member, Advisory Board, Communication BExhibition
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Books

o Practical UNIY and Internet Secyrity. 3rd Edition, co-authored with Gene Spafford and Alan
Sehwartz, 2003, (O'Reilly & Associates, Inc.)
Building Cocoa Applications, with Michael £. Mahoney, 2002, {(OReilly & Associates, Inc.}

Weh Securiny. Privacy and Commerce, with Gene Spafford. 2001, (O Reilly & Associates, Inc.)
Database Nation: The Death of Privacy in the 213t Century, 2000, (O'Reilly & Associates, Ine.)

Architects of 1he Information Society, Bdited by Hal Abelson. 1999 (MIT Press.)

Sippping Spam, co-authared with Alan Schwanz. 1998, (OReilly & Associates, Inc.)

Weh Security and Commerce, with Gene Spafford. 1997. (O'Reilly & Associates, inc.)

Practical UNIX and njerpet Sgcurify, co-zuthored with Gene Spafford 1996. (O'Reilly &

Associates, Inc.)

PGP: Prerty Good Privacy. 1995, (O'Reilly & Associates, Inc.)

o The UNIY-HATERS Handboak, editor, with Daniel Weise and Steven Strassmann. 1994 {IDG
Press) _

« NeXTSTEF Programming , with Michacl Mahoney. 1992 (Springer-Verlag)

e Pracrical UNIY Security, with Gene Spafford. 1991 (O'Reilly & Associates, Inc.}
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Academic Publications

Garfinkel, S. Emeil-Based Identification and Authentication: An Alternative 1o PK12, IEEE Security and
Privacy, November/December 2003.

Garfinkel, S. Enabling Email Confidentiality throngh the uge of Opportunisiic Encryption, presented at
the 2003 National Conference on Digital Government Research, May 2003, Boston, MA.

Garfinket, 8. Leaderless Resistance Today, First Monday, 8:3, March 3rd, 2003.
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Grarfinkel, S., A Web Service for File Fingernrints; The Goods, the Bads. and the Upknowns, final paper
for MIT 15.972, January 2003.

Garfinkel. 8. and Shelat, A., "Remembrance of Data Passed: A Stady of Disk Sanitization Practices,”
IEEF Security and Privacy, January/February 2003,

Garfinkel, 8., Robertson, H., Elledge, C.. Levine, J., Syncframe: a Multi-Peer Synchromization
Framework , final paper or MIT 6.824, December 2002.

Garfinkel, S. "Adopting Fair Information Practices to Low Cost RFID Systemns", paper presented at
Privacy in Ubicomp2002 workshop, Gotenborg, Sweden, September 29th, 2002.

Stallman, R, and Garfinkel, S. "Against Software Patents", Communications of the ACM, Volume 33,
Issue 1 (January 1992), pages 17-22, 121

Stalimar, R., and Garfinkel, S. "Against User Interface Copyright', Communications of the ACM,
Voalume 33, lssue 11 (November 1990}, pages 15-18.

Garfinke), S. "Tenant Screening Services in the United Staies", submitted in partial completion of the
degree of Master’s of Seience in Journalism, supervised by professor Steven Ross, Columbia University,
1988,

Gurfinke!, S. "The Story of the Write Once File Svstem.” Brown University, August 1st, 1987 (DRAFT)

Garfinkel, S, and Love, 5., "A File System for Write-Onee Media.” MIT Media Laboratory, October
1985,

Positions Held

Sandstorm Enterprises, Inc. March 1998 -

Founder (1998), CTO (1998-2001), Treasurer (2000-)

Conceived and organized Sandstorm Enterprises, & software development firm specializing in offensive
information warfare technology. Negotiated startup funding from International Network Services. Lead
developer of PhoncSweep, the world's first commercial telephone scanmer (key technologies: multi-
fhreaded telecomumunications based on MySQL database; expert system for identification of remote
sysiems; multi-threaded PPP implementation). Authored Sandstorms cryptographic toolldt and anti-
circumvention technology.

REID Privacy Werkshop, August 2005 ~ November 2003

Chair

Conceived and organized a conference on RFID privacy issues which took place at MIT on November
15, 2003. Arranged funding, solicited papers and presentations, served on the Program Cormmittee,
coordinated media coverage, and hosted event. Over 200 people, with speakers from across the globe,
attended. Articles based on the workshop appeared in W ired News, 7D Net, and other prominent
publications.

BroadbandZWireless, inc., May 2000 --- July 2001
Network Avchitect, Chief Scientist, and Advisory Board Member

Hitp e, Sims onL net/ev; 511412004
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Technical lead for startup nation-wide wireless ISP. Responsibilities included network design,
implementation, automation, creation of proprietary technology and algorithms, hiring, and supervision
+f technical staff. Broadband? Wireless declared Chapter 7 Bankruptcy in July 2001 due to the inability
to raise additional funding.

Vineyard. NET, Ine. July 1595

Founder

Coneeived and organized the first company to offer Internet service from Martha's Vineyard, Designed
and implemented web-based accounting and customer management system with MySQL and perl. Grew.
company with $13,000 in funding to 1400 customers and anrual sales of $450,000. Negotiated safe of
company to Broadband2 Wireless, Inc.. Repurchased Vineyard NET from BB2W's bankruptcy trustee.

Simson Garfinkel & Associates, Inc. May 1992 --- February 1993 ,

Conceived and organized company to develop and market SRk, an Al-based address book application
for NeXTSTEP-based computers. Lead developer. Supervised two employees. Negotiated sale of
company o Sarrus Seftware, Inc.

MNeXT Computer, Inc. May 1990, August 1991

Sole developer of NeXT's CDROM subsystem (IS0 9660 with Rock Ridge extensions) used in
NeXTSTEP 3.0 and 4.0.

Polaroid, Inc. January 1987 - September 1990

Designed and implemented a physician's medical imaging workstation. Novel technology included a
write-once file system, custom-built window system, and DSP image processing code. Demonstrated
worlkstation a trade shows and deployed within Polaroid for supporting research.

- March 1988 -~ June 1991
N/HBance Systems, Dedham, MA

Chief Scientist for the company that commercialized the Write Once File System 1 developed at the
Media Lab,

June 1987 - August 1987
System programmer, IRIS Project, Brown University
Designed and implemented a CDROM File system NES Server.

WIIT Media Laboratory February 1985 --- June 1987
Developed and implemented a file system for CDROMs and write-once optical dises.

June 1984, 1985, 1987 .
Laboratory coordimator, MET
Teacher's assistant for a summer course on biomolecnlar modeling.

June 1986 - August 1986
Researcher, Weizmann Institute of Science, Esrael
Designed and implemented a multitasking laboratory data acquisition gystem.

September 1981 --- June 1982
Undergraduate Researcher, Bryn Mawr College
Designed and implemented graphics libraries in AP and FORTRAN.
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Journalistic Experience

Current.

CSO Magazine, Columnist, "Machine Shop," (2002~

Technology Review Magazine, Columnist, *putting Technology to Work for You," (1998 )
TechnolocyReview.com Website, Review Colunnist, "Gadget Master," (2002---)

WIRED Magazine. Contributing Writer, (1 093}

Past:

The Boston Glohe, Computer Colummpist,{August 1996--Apri! 2000)

BotWired, Technology Columnist, (1996---1997}

Internet Underground, Editor At Large, (1996}

SuuFxpert Magazine, Senior Editor, (1994---1996)

NeXTWORLD Magazine, Senior Editor, (1991---1994)

The Christian Science Monitor, Science & Technology staff writer, (1989---19590)
The Jerusalem Pest, Contributing Writer, {Summer 1986}

My articles have appeared in many publications, including:

Advanced Systems; Boston Globe; CD-ROM Review: Christian Science Monitor; Computer
Update;, Computers and Learning; Computerworld; Dr. Dobbs' Jounal, Forbes; Interna!
Medicine World Report; IRB; Issues in Science and Technology; OMNI, New Age Joumal; New
York Times; NeXTWORLD; Jerusalem Past; Personal Workstation: Privacy Journal: Practical
Lawyer; R8/Magazine; Sacramento Bee; Salon; San Jose Mercury News, Seattle Times;
Shelterforce, Sun Expert; Technology Review; USA Today; Wellesley; Whole Earth Review,
WIRED:; Worth.

An online archive of my publications is located ai htp:/ /simson.net/clips.

Patents

United States Patent 6,678,276 (Granted January 13, 2004, Garfinkel, Packet interception system
inciuding arrangement facilitating anthentication of intercepted packets. Filed March 12, 1999,

United States Patent 6,490,349 (Granted December 3, 20 02}, Garfinkel el al., System and Method for
Sean-Dialing Telephones Numbers and Classifying Equipment Connecied to Telephone Lines Associated
therewith. Filed December 19, 1998. '

Awards, Certifications, and Honors

2004 Jesse H. Meal National Business J oprmalism Award, for Best Regalarly Featured Department ot
Column, awarded to £SO Magazine's "Machine Shop” column, by Simson Garfinket {(edited by Blaine
Cummings, designed by Chandra Tallman with Steve Traynor).
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30604 Jesse H. Neal National Business Tournzlism Award, Grand Neal Runner-up, 2nd place, C80
Magazine, "Machine Shop."

2003 Bost Regular Column, Contributed (Silver) (East Coast Region, Under 80,000 circulation),
awarded by the American Society of Business Publication Editors, for the "Machine Shop" series in
CSCO Magazine, -

2002-2063 MIT Presidential Fellowship, for study in the field of Computer Science at the
Massachusetts Institute of Technology Laboratory for Computer Science.

2006 Best COMPUTERS IN SOCIETY book, Third Annual BookBytes Awards, awarded for
Daztabase Nation: The Death of Privacy inthe 21st Century.

1999 Rest Feature Series (West Coast Region, Circulation over 86,000), awarded by the awarded by
the American Society of Business Publication Editors, for the "Privacy in the lnternet Age" feature
series appearing in PC World Magazine.

1998-current CISSP Ceriified Information Systems Security Professional (#4757).

1997 Award of Merit for Practical UNIX and Internet Security, International Technical Publications
Competition, awarded by the Society for Technical Communication.

1996 Award of Distinguished Technical ¢ommunication (bighest award) for Practical UNIX and
{ntemet Security, STC Boston/NNE Technical Publications Competition, awarded by the Society for
Technical Communication.

1994 Object Honors for best Training & Education product, awarded by SHL Sysiem House Lid. for
the book NeXTSTEF Frogramming .

1991 Awarc of Merit for Practical UNLX Security. awarded by Society for Technical Comrpunication,
Boston and Northern Wew England Chapters. i the 1990-199] Competition for Technical Publications.

1990 Award of Merijt for review article on Write Once File Systems, 1990 Society for Technical
Communication, Boston and Northern New Gngland Chapters, for 1989-1690 Competition for Technical
Publications. -

1988 Fiisabbeta DiCagno Award. "Tior the best investigative story on environmental protection o7

human rights." awarded by the Faculty of Tournalism of Columbia University for masters’ project on
tenant screening databases.

1987 Mark of Excelience ¢ Contest, frst place. Newspaper Column Writing, Society of Professional
Journalists Sigma Delta Chi, Region One.

1987 Mark of Excellence Contest, second place. Nop-F iction Magazine Article, dSociety of
Brofessional Journalists Sigma Delta Chi, Region One.

Professional Societies
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Institute of Fiectrical and Electronic Engineers, Member.
Association of Computing Machinery, Member.

Sigma ¥T. The Scientific Research Society, Member.

Education

Massachusetts Ipstitute of Techno ¥og§_,20€}2--

Currently envolied as a graduate student in computer science.

Q_lmblgs yo0] of ¢ ggvml isn, 1983

Masters' degree with honors in Journalism, specializing in science and technology writing.

Massachusetts Institute of Technology, 1987

- Bachelor of Science in Chermistry

Rachelor of Science in Political Science

Rachelor of Science in Science, Technology and Society.

Bryn Mawr College, 1981 --- 1083
Spemai student studying chemistry and computer science.

The Shipley School, 1983
High school diploma, graduating first in class

This docmment is lovated on the loternet at hittp: Aerewy, sirmson net/ev,

TLast updated May 12, 2004.
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