UNITED ETATES DISTRICT COURT
SOUTHERN LISTRICT OF NBEW YORK

——————————————————————————————————— -
a.NERIcm CIVIL LIBERTIES UNION; : FILED UNDER 9EAL
nd AMZRICEN CIVIL LIBERVIES UNICH
‘mDUT\D.*—T‘ON ) H
: DECLARATION OF
riaintiffs, ! DERVID W. SZALY

v ; 0 Civ. 2814 (VM)
SCUHN ARSHCROPT, i his official :
capacity as Attorney General cf :
the United ftates; ROBZIRT MUELLEER,
in hig cfficlial cepacity as :
Director of the Federal RBureauw of
Investagation; and MARKION E.
BOWMAN, 1n his officlial capacity .
zs Senlor Counsel to the Federal
Burezu of Investigation, :

Defendante :

______________________________________ x

DAVID W. BZADY, pursuant teo 28 U.S8.C. § 1726, declar=ss *he
following under psnalty of perjury:

1. I am the Assistant Director of the Counterintellicence

Division of the Federal Bureau cof Investigation (*FBI”), United

oy

have served in this position
gince March 2002. As part of my official duties, I am
respensible for cocrdinating and supervising various counter-

intelligence and gounter-terrorism operations of the FRI. T

|
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report to the I's Execubtive Agsistant Director for Counter-
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Terrorism and unte

H

intelligence.
2, I have over 30 yearz of service with the PRI, includinrg
28 years exper ' mEeri 17 4 o
cars ey lence in esplconage and foreign counterintelligence

investigations. During my career, I have served as Assistant



Special Rgent in Charge of the rBI's San Francisco Division with

foreign counterintelligence and terrocrism

4

regponsibilicy fo

("CIzty Counterintelligence Center’s Counterespionage Group.

5

3. I make this declaration in support of the Government's

i

e

meticn to dismizs the complaint or for summary judgment in its
faver irn connection with the above-captioned action, in whnich
plaintiffs chellenge the constitntionality of 18 U,5.C. § 2703.
That statute authorizes the FBI to reguest certain records
throush what are referred to as "National Security Letters”
["NELs"), from wire and electronic communication service
providers

The Xature of FPoreicn Intelligence and Counter-Terrorizgm

Investigatione and the Need for Becrecy in Conducting Such
Investigations

4. As autherized in Exescutive Qrder 12323 lentitled
"United States Intelligence Activiti=z"})., the FBI is the fedsral
g

agency cparged with primary authority to conduct counter-

intelligence and counter-terrorism investigations in the United

States, Sea Exec. Order No. L2333 § 1.14(g), 46 Fed. Reg. 58541
(Dec. 4, 1981) (*ITlhe Director of the FEI chall . . . [w)lithin
the United Srates conduct counterintszlligence and coordinats
counterintelligence activities of other agencies within the
Intelligence Community."}. The Executive Order broadly definzs

"counte=rintelligencet to encompass information gathered and

i



activities conducted to protect against, among other things,

espionage, cother intelligence activities, and internatioc nac

terrorist activities. Id, § 3,4(a).’
5. The Zxezutive Crdsr also charges the FBI with

canducting counterinteslligenze activities outside the United

1a-

States in coordination with the CIA. See ‘d. § 1.14(b). [Ths

Executive Crder further charges the

n;

BI with, within the United
Stateg, supporting foreicn intelligence collection requirements
of other agencies of the Intelligence Community upon reguest.
See id., 8 1.l4{c).

. The United States government is conducting extensave,
world-wide investigations into threats, conspiracies, and
attémpts to perpetrate terrcriet acts and foreign intelligence
operations against the United Statez and ite interests abroad.
The EBI nzs been actlvelj conducting its investigations in
conjunction with other federal, stazte and local agencies.

Epproximately two thousand five hundred FBI a ngaged in

i
b |
ot
3]
w
H
i
(G

an unprercedented worldwide

1

ffort teo prevent terrorxist attacks by

! — : .
Iy Lxecutive Branch

im
wWducted by the United
ishes go als Iﬁ* tnm

Executive D*dar 3
authority for intelligence
Staves Intelligence Communi
collecticn of intelligence infornm
among the various intelligence componente; prescr ;bes what
informaticn may be collected, retained and disseminated; and
prescribes or progcribeg certain technigues that may oy may not
be used to collect intelligence information.
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apprehending those responsibple for past attacks and DY detecring,

dizrupting, and dismantling cerrorist crganizations.
7, ks the tragic events of September 13, 2001
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demonstrated, the catastrophic damsge and loss of 1ifs that
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rracks carried out by international
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astions such as al Qaede present an unparallelad

threat Lo ouy national security. Terrorists may plan their

Hy

attacks in asecret for and then execute their plan wait
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devastating results. The identificaticn and interdiction of
those who plan te commit terrorist acts or forzign intelligence
oparations has bscome the FBI's most important mission.

g. Counterintelligence and counter-terrorism
investigarions are different in key respazcts IZrom fraditicnal
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investigations is not to gathexr evidernce for prosecution ol past
crimes, but rather tc disrupt and interdict clandestine

-

intelligence activities and terrorist acts pegfore tney occur,

Counterintelligence and counter-terroriam invegtigations are thus
forward locking, ancd often leng range. In addition, because
foreign intelligence and internationzl terrorist organizatlilons

often have many layers and conspirators, one of the goals of

B

countarintelligence and counter-terrorism investigations is to

identify as many participants as possible.
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9. hecordingly, secrecy in conducting such forsign
counterincelligence and counter-LerXrorism investigations 13

essential. If targets learn that they are the sukbjects oI

of communicatisn.
1. Tt is alsc essential that foreign intelligence and
terrorist organizations not learyn the scope, focus, ©Y progress

of any particular investigaticn. Armed with such knowledge,

these oruanizations could take action to avoid furcher detection
or Lo subvert the Government' s attemptis to thwart any particular
planned terrorist act or clandestine intelligence operations.

For examrple, if a terrorist or foreign intelligence srganization
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culay cperative has become the target of
investigation, the organizaticn may substitute that person with 2

f a terrorist or foreign

[

different operative. Similarly,

intelligence organization learns that an investigation has

uncovered the proposad location or timing of 2 planned terrorist
sttack or ciandestine intelligence activity, the organizaticn may
zlter the location or timing. Terrcrist and foreign

ccunterintelligence organizations also pensfit from learning whal

[13]

the Government does not yet know, =mboldening organizations Lo
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act z2nd to acctelerate their plans before the Governmen
identifies them.

past and ongoing

0}

31. As the FBI has determined through it

rorigm and counterinteiligence inmvestigaticns,
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terrorist and foreign intelligence organizations have the
sophisticatien and capabllity to cloesly analyze publicly

avaiiable information cencerning the United Btates' intelligence

organizations can and de piece together publicliy available
information -- sometimes seemingly ilnnocuous detalls standing on

their own -- to determine the scope, focus, and progress of
sngoing counter-terxorism oY counterintelligence investigations,

and can therssfter use zuch infermation to circumvent and disrupt

1z. Althougn some general information about how the United
States conducts its investigations is publicly available, it is

o

ﬁ
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[

egsential that te iet and foreign counterintelligence
organizations not learn exacfly now the Government uses ils
investigacive tools in particular cases. Again, even seemingly
innocuols detalls about the Government'e use of a particular
wnvestigative tool can be piecad together by terrorist or foreign
intelligence organizations te determine patterns and methods of

intelligence gathering. Armed with such informaticon, these

organizations can tallor their activities te avoid detection in



future investicgaticns, and to explolt any percelved weaknesses ol

livies.
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cur intelligence gathering capabi

The Usa of NSLe in Foreign Counterintelligence and Counter-

Terroriem Invesiigations

23 1 NSL issued under 18 U.S8.2. B 270% iz cne of the
tools aveilabls to the FBI for conducting its forsign
counterintelligence and counter-terrcrism investigatlons

14 The FBI'z past and cngoing counter-terrorism and
foreion counterintelligence investigations have revealed that
electronic communi ions piay & vital role in advancing
terrcrist and foreign intelligence activity and ORerations

services Lo communicate with eacn other and te pilot future
terrorigt attacks and clandestiine intelligence activities. They

also use slactronic communicaticn services to build and zupport

Enelr organizations, and to disggeninate propagandsa.
15, 18 U.8.C. § 270& autherizes the FEI to reguest from

Wire cr slectronic communication gervice providers certain

} 'Ln.

DEXrtaining to their subscrihers. Specifically, the

w

i

record:
statute authorizes the FBI to request subscriber informetion
(including the name, address and length of service ¢f a person or

rds, angd siecbronlc

(8]

entity receiving services), toll killing rac

communlcation transactienal records pertaining to an account.

[1]

The statute, however, does not auvutherize the FRI to obtain the
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centent of any communication, including the subject line, that

the subscriber sends or receives through ths provider's gsrvices,

16. As a prerecgulsite to the FBI issuing an NEL pursuant to
1B U.8.C, § 2709, the Director ci the FEI or his designee in =z

position not lower than Deputy 2ssistant Director at FEI
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L FEI

w

Headguarters oy Special Agent in Charge in

designated by the Director must certify in writing tnat the

protect against internationzl terrorism or clandestine

vities, 18 U, 2708({b} ., Further, in

_1
Lth]
[
.

Eo-

inteliigence act
acoordance with the statufe, the ¢gertilication of the Directox or

hi
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degignee must state that the underlving investigation is not

conducted solely on the baslis of

1T
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cavi protacred by the

m
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first amendment of the Constitution of the United Scates. Id.

Rigks Asgoclated With Diprlozure of WELo

17, 18 U.5.C, § 270%(c) prohibits any wire or electironic

)

communication service provider (or ite agent) Irom disclosing to

o

any person that the FBI has sought or obtained access to

information or records ynder the sra-ure.

8. The broad non-disclosure provision in § 2708(c) is
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criticel t:
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ngure the integrity and efficacy of foreign

T

counterintelligence and counter-terroriem investigations.

]

isclosure of the FBI's issuance or dsge of a particular WSL could
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compramise counterintelligence and counter-teYrecrism

inveetigations in a variety of ways,

Disclosure of a particular NSL szesking information

i

about a perscn whe is the target of a counter-terrcrism ar

counterintelligence investigation could alert the target that he

r1g

cr the is being investigated by the
rake action to avoid further investigeticon or to disrupt the

ongoing investication. For example, the terget could stop usi:

b

BI. The target coulc then

the particular communication sexvices rslated to the NSL, there

impeding the FBI's ability to monitor his or her activities and

to identify other co-conspirators with whom the targst ise

correzponding. The target could also destroy evidence of

terrorist or esplcnage activity, or manufacture false svidence Lo

“throw the FBI off the trail’ and impede the investigation.

located in the United States, the target could flee the country

before the Covernment has gathesred sufficient evidence to pursue

ft

’

{
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criminal charge

warn other co-consparators apout the FBI'g investigation,

£ it slects to do so, The target could also

allowing thoge co-congpirators to take action to aveld detection

or to disrupt intelligence gathering activities. Disclosure of
the NSL could alsc alleow the targst to discern what specific
information the FBI knows about him ¢r her, With such

information, the target could tailor any statements he or she
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makes to the F3I te what he or she believes that the FBI alresady
knows .

26. Disclosures of 2 particuelar NSL sesking information
f a counter-Lterreriem or

rsor who ig Zhe targeb of
allow terrorist and

igence investigation could also

elli
] pearticular
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foreign intelligence organigations
orerarcive 1s under investigatieon. Armed with that infermation,
these organizations could substizute ancther coperative for the
WAIT operatives who are in contact with the target that
or uge the target

investigation,
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wete false information to chwart che FBIY
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etigation,
an NEL seeks information abdout a person who iz
disclosure of the

irzct target of an FBI investigation,

NBL zould allow the person ¢
helievend =eo he agibl - - e . -
besllevet o be posszible targets of a counter-terroriam o
counterincelligence investigation) about the NSL Sach

FEI is

-
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1nvestigating him or her,
22, Indeed, in criminal investigations, the FBI often is
investigative lead

ce@ with the dilemma of whether

fa
with & third party witness, given the risgk
ne FBI'g inmvestigation. On many

the FEI

may notify the tarcet
irvegtigation,

occasions, during the covert phass
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forgoes pursuing investigative leads with third parties

.

because the risk of netice te the target is too great. The non-
disclosure provision in § 270%{c) ensures that, in foreign
counterincelligence and counter-terrorism invastigations, the FBI

is not forced to choose berween pursuing relevant infermation

from & third party and risking notification to a2 target of the

informaticn about a persach
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whe 15 not the direct target of an FBI investigation, maintaining
the confidentiality of the NSL serves O Rrobect thaZ person's
intereste. I that person is found to have ne connesticn oo
esplonage or Lerrarist activity, non-disclosure of the NSL

perscn is net connected -- in the eves ol the
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public -- to terrorist or counterintelligence activity. Non-

disclosure could thus save the person from publicz haraszment and

24. FRegardless of whether or not a particular NSL seeks
information about the direct target of an inveszigation,
discleosure of the particular NE8L -~ in combination with the
disciosure of other NSLs -- could allow terrorist and foreign
intelligence organizaiions to plece together the FEI's indivicual
inguiries and to determine the scope, foo us, and progress of
particular counter-terrorism or counterintelligence

investigations. Terrorist and foreign intelligence organizaticns



ig investigating particular pianned

—
.

couid discern that the FB
terrorist acts or cperaticns that were discussed through the

rvices described in the N3Lsz, and take action to

i

communication s
thwart the investigation of those particular planned acts and

cperations.

]

3. ¢Cimilarly. regardless of whether or not & par

(8

of an

e

N2L seeks informaztion about the direct targ
investigation, disclesurs of any particular NSL - in comzination
with the disclesure of other NSLs - could allow terryorist or

foreign counterintelligence organizaticns to discern our methods
and capabilities of gathering evidence throuvgh NELs. Again, this

information can be uvsed te zvoid detection in ather

b

investigaticns.

26. Public disclosure of any particular NSL mey also
adversely impact diplematic relations with other countries. FTor
example, disclosure of an NSL could revsal the sxistence of
angolng counterintelligence investigations targeting certain
countries. ks another example, disclosure of an NSL could

ch other
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on in wh

[N

jeopardize the confidentialicy of an investigat
countries may be participating only on the condition that theix

participation remain confidential.

27. Discle
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ure of even geemingly non-génsitive information
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about & particular » Jeopardize the integrity of a counter-

e .

terrorism or counterintelligence investigation. Rs stated above,



terrcrist and foreign intelligence organizations have the
capacity tc piece sogether bits of informaticn that, in

combinaticn, can {1 reconstruct :he scope, focus and progress o
a particular investlgation,'or (2) demonstrate now the FEI
gathers intelligence. For example, if a particular communication
servics provider discloses that it received an NSL without naming
he specific subject of the inguiry, that disclosure way nct, cn
its owr, &ppear sensitive. Howsver, & terrorist or foreiga

intelligence corganizatibn could keer track of how often

28, Discleosure of NSLs could alsc impair the FBI’s ablility
to develop and maintein intelligence scurces and asgets and
copperating witnesses. The relationship between a sourcs, assetl

or cocperating witnzss and the FBI is often based on 2 promise of

= his or her

1]

confidentiality, including the ¥BI's assurance th

kept anconymous snd that he or she and his or her

3]

identity will b

[63]
b |

f a socurce bellieved that his or herx

H

family will be sarfe.
information would be used as predicaticn in & publicly-zvailable

that informztion were of such 2 singular

H

7

NSL -~ particularly 4
‘nature that itz disclosure would identify the source -- the

source understandably could be unwilling to cooperate.

Similarly, coopsrating witnesses would risk being compromised,
and thedir abilicy to infilcvrats and disrupt terrorist and foreign
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pooperator,

Need for
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foreign operatives but also to
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st family members of the suspected

Continuing Non-Discleosurae of N3T.g

29.

target of an ongolng counter-terrorism oX

investigation,

continues.
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30, kg notec

terrorigm investlg
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need for non-
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counterincelligence znd Tounter-

long
chijective

investigari

gence operations and
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LIV t

igaticns move from target to target,

erent layers and conspirators of an

international terrorist or foreign countasrintellicgence
crganizaticon,

31, Thus, for example, even if the subject of an NSL were
arrested and prosecuted, that person may have been in
communication with co-conspiratore through the sarvices Cesc cribed
in the NSL. The FEI's NEL inguiry must remain nfidential, to
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eneure that co-conspirarors do not learpn that the FEI is aware of
the fact that they communicated with the person about WO

information was sought throuch the NSL.

[
}—’v

32, In addition, an NSL might have been igsued based on

informasion provided by a confidential informant; disclicesure of
the NSL at any time could lead to idemtification of the

Ik

idential informant and retaliation against the informant

con

and/or hig family.

33. Moreover, even if the subject of an NEL were arrested
and prosecuted, it is critical that remaining terrorist or

foreign intelligence operatives net learn how the FBI gathers

inrelligence. Data about the particular use of NSLs - even in

[}

completad investigaticng -- can educate different terrorist and

i

creign intelligence organizations abourl how Lo circumvent and
disrupt such intelligence gathering in the Iuture.

I declare under penalty of periury that the foregeing is

DAVID



