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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

FILED UNDER SEAL

Plaintiffs,

V. _ o 04 Civ. 2614 (VM)
JOUN ASHCROFT, ¢t al.,

Defendants. !
X

REPLY MEMORANDUM OF LAW IN SUPPORT OF THE GOVERNMENT'S
CROSS-MOTION TQ DISMISS THE COMPLAINT OR FOR SUMMARY JUDGMENT

Preliminary Statement
Defendants John Asheroft, Attorney General of the United States; Robert Musller, Director ofthe
Federal Bureau of Investigation ("FBI"); and Marion E. Bowman, Senjor Counsel to the FBI (collectively,

the "Government”), respectfully submit this reply memorandum in further support of their cross-motion

o dismiss the complaint fited by plaintiff W /\merican Civil Liberties

Union ("ACLU"), and American Civil Liberties Union Foundation ("ACLUF") (collectively, "Plaintiffs")
. for failure to state a claim Iupon which relief can be granted or, in the alternative, for summary judgment
in the Government's favqr, pursuant to Rules 12(b)(6) and 56 of the Federal Rules of Civil Procedure.
Plaintiffs sesk to have this Court strike down a statule - enacted in 1986, as part of a set of
provisions designed io protect both privacé,; interests'and the Goverrgnent's legitimate law enforcement
needs - whose sole purpose is to aid the FBI in preventing clandestine intelligence activities and future
terrorist acts.: Plaintiffs, howev-sr, have not shown their entitlement fo such.extraordinary relief, as Ithf:ir
arguments misstate the law, misconstrae several of the Government's arguments, and fail to respond to
others, Section 2709 provides the FBI with consﬁmtional, appropriate, and necessary authority to request

from communication service providers "subscriber information" and transactional records relevant to



anthorized forei gn counterintelligence and counter-terrorism investigations. Inaddition, the non-disclosure
provision in. § 2709(c) properly protects the integrity and cfficacy of such investigations, by prohibiting
the disclosure of particular investi gati;zc inguiries that have been made.

Plaintiffs' facial challenges to the FBI's statutory authority to request information under § 2709 fail
" as mstter of law, Plaintiffs' Fourth and Firét Amendment challenges faii because, contrary to Plantiffs’
assertions, § 2709 affords adequate judicial oversight of NSLs. The Constitution does not require judicial
review or approval when a request for records (or subpoena) Is issued. Meanwhile, once an NSLis served,
a communication service provider has two avenies to challenge the request: (1) it can file a pre-production
action to enjoin enforcement, as-has done; or (2) it can take no action, weit to see if the Government
chooses to initiate an enforcement action, and then challenge the NSL as a defense o enforcement.
Plaintiffs’ Fifth Amendment challenge fails because a person simply does not have a right to notice that

the Government has requssted, from a third party, information or records pertaining to him in the course

of an investigation.

Plaintiffs' as-applied First Amendment challenge to the NSL served o

i (ihe "challenged

NSL" likewise fails. As demonstrated by the Ex Parte FBI Declaration -- which this Court may properly

consider — 4

_. i 2nd the Government has a nead for the information sought. Thus, constitutional strictures
are fully satisfied.
.Plaintiffs‘ First Amendment challenge to the non-disclosure requirement in § 2709(c) (and to the
challenged NSL tacorporating it) should alse be rgj ec‘;ed‘ Most ﬁmdamcntally, the Government provided
-a defailed, I5-page declaration - the Declaration of David W. Szady, executed June 28, 2004 ("Szady
Decl.") (annexed as Exhibit C to the Declaration of Meredith Kotler, executed June 28, 2004 ("Kotler

Decl")) — describing the need for full non-disclosure with respect to any NSL. Plaintiffs have submitted



no evidence to dispute the Szady Declaration; indeed, Plaintiffs fail even io mention the declaration In their
57-page opposition brief. Meanwhile, Plamtiffs’ siident complaints about the non-disclosure required
under § 2709(c), made by counsel in a memorandum of law, do not constitute evidence. In addition,
Piaiptiffs are ill-suited to evaluate the need for non-disclosure, given that they have no sxperience, let alone
expertise, _Ii'n conducting counterinte_lligence'and counter-terrorsm inﬁestigatioﬁs. Even putting #side
Plaiﬁtiff-s' failure to raise any disputed issue of fact with respect to the need for § 2709(c), however, the
non-disclosure requirement -- fike those validated by the Supreme Court and. United States Court of
Appeals for the Second Cirenit -- passes constitutional muster.

Finally, Plaintiffs' vaguer:iess challenge to § 270%9(c) {and to the challenged NSL incorporating it)
similarly fails. The statute plainly provides adequate notice of prohibited conduct: any disclosure
revealing that the FBl has made a particullar investigative inquiry is barred.

POINT I
PLAINTTFES' CHALLENGES TO THE FBI'S AUTHORITY TO REQUEST

RECORDS FROM COMMUNICATION SERVICE PROVIDERS
UNDER § 2709 AND THROUGH THE CHALLENGED NSI, ARE MERITTESS

Al Plaintiffs’ Fourth Amendment Claim Is Meritless

In their opposition papers, Plaintifis continue to insist that § 2709 violates the Fourth Amendment °
because it does not "afford service providers any Opportunify to contest the validity of an NSL in court.”
Plaintiffs’ Replyl in Support of Plaintiffs’ Motion for Summary Judgment and Opposition to the
Govemment's Cross-Motion to Dismiss the Complaint or for Summary J udgment, filed Juty 30,2004 ("PL
Opp. Br."), at4-5. Plaintiffs are wrong. Indeed, despife Plaintiffs' thetoric, they cannot avoid the obvious: |

-has refused to produce documents responsive to the NSL served on it, and it has bad a full
opportunity to challenge the NSL in a pre-production action to enjoin the NSL's enforcement. Meanwhile,

the FBI cannot "compel™ o produce records without pursuing an enforcement action before this




Court - which, of course, wouldprovidc-a separate opportunity to challenge the validity ofthe NSL

prior to production.

1. The FBI's Authority to Request Records
Is Fullv Consistent with the Fourth Amendment

As dcstﬁb ed mn the 'Govemmcﬁt's_moving papers, Plaintiffs’ challenge to the gtatute au’_chorizihg
f’nﬁ FBI to request records relexlfant to fo%.eign-counicﬁnteili gence an{i counter-terrorism investigations is |
fundamentally misplaced. - Memorandum of Law in Opposition to Plaintiffs' Motion for Summary
JTudgment and in Support of the Government's Cross-Motion to Dismiss the Complaint or for Summary
Judgment, filed June 28, 2004 ("Gov. Br."), at 18-19. In 97 pages of briefing (with an additonal 38 pages
from amici), Plaintiffs fail to cite a single case siriking down 2 stamte that authorizes an agency W 1equest.
records to flfill ifs investigatory mandate. Plaintiffs have not done so because they cannot:” the Supreme
Court has repeatediy upheld agencies' broad authority to request records to conduct investigations. See
Gov. Br. af 18. Anychallenge to an agency's authority to request records must be considered in the context
of achallenge to a particular request.’

In addition, as noted in the Government's moving papers, it 18 well settled that the Fourth
Amendment does not require an agency (o seek judicial approval before issuing a request for records. Gov.
Br. at 19 (citing cases). Plaintiffs' lengthy briefing nowhere addresses.‘this well-settled principle, and they
cite no case holding to the contrary, Meanwhile, § 2709 .adris arequirement for issuance of an NSL: a
certification, from a high-level FBL officia] (the Director of the FBI or his designee not lower than Deputy
Assistant Director at Bureau headquarters or 2 Special Agent in Charge in 2 Bureau figld dfﬁce), that the

request is “relevant to an authorized investigation to protect against international terrorism or clandestine

5

: Plaintiffs' only response simply reverts to their meritiess Fourth Amendrent argument:

they claim that "[f]acial invalidation is necessary” because service providers do not have an opporhumity
to challenge particuiar NSLs on a case-by-case basis. PL Opp. Br. at 28-29. As demonstrated infraat 6-
12, however, service providers have two separate. avenues for challenging NSLs served on them,

4



mtelligence activities.” 18 US.C. § 2.7b9(b) (Supp. I 2002). Such a certification is not required for
issuance of grand jury or aéministrative subpoenas. |

Plaintiffs' assertion that the FBI's certification of relevance "can be no substitute for the usual
requirements of the Fourth Amendment," P1 Opp. Br. at 15, is entirely unavailing. As &em_onstrated supra

-at 4, the Fourth Amendment imposes no "usual requirements” -- including judicial review -- when an

agency (or grand jury) issues a request for records. The Fourth Amendment requires only that, if the
recipient of 2 request ultimately decides to challenge the request (or if the Government chooses to pursue
an enforcement action), the request must be reasonable. Indeed, in the face of & challenge to a particular
request for records, the request must be enforced by a court so long as it "is within the authority of the
agency, the demand is not too indefinite and the information sought is reasonably relevant.” Gov. Br. at

19 (guoting United Staies v. Morton Salt Co., 338 U.3. 032, 652 (1950)).

Plaintiffs also inappropriately, and inaccurately, remark that the certification requirement is “no
meore protective of constitutional rights than would be a requiremsnt that an FB1 agent, before 1ssuing any
NSL, dance alittle jig." PL Opp. Br. at 15. Plaintiffs’ comment -- derisively insinuating that a high-level
FBI official's certification is meaningless - betrays a cavalier attitude foward those high-level officials in
the FBI who have dedicated themselves to preventing terrorism and clandestine intelligence activities.
Thatis wrong. The required certification comes from a high-level FBI official, who is presummed to act in
accordance with the Constitution. See generally Withrow v, Larkin, 421 U.S. 35, 47, 58 (1975) (agency

decision-makers act with "presuraption of honesty and integrity™); FCC v. Schreiber, 381 U.5..279, 296

(1965) (agencies entitled.to presumption that they act properly and according to law).

]

While Plaintiffs take issue with the Government's analogy to grand jury subpoenas, PL Opp.
Br. at 17-18, they cannot dispute that grand jury subpoenas are issuned without judicial oversight, and that
when aparticular grand jury subpoene is challenged, the Fourth Amendment requires only 2 demonstration
of reasonableness. {Jnited States v. R, Enferprises, Inc,, 498 U.8. 262, 300-01 (1991).

3




Plaintiffs, meanwhile, have presented no evidence of false certification -~ indeed, there can be no
question that the certification of relevance in this case was entirely proper. (See Ex Parte FBI Declaration
("Ex Parte FBI Decl."), at 9 30 (annexed as Exhibit B to the Kotler Decl.)). Despite Plaintiffs' flippant
assertion, the required certification does afford greater protection than the numerous statuiss that impo 58
no such requirement for issuance of a record request,

2. Plaintiffs' Assertion that § 2709 Authorizes the FBY to Compel
Production of Records from a2 Communication Service Provider
Without Allowing an Opportunitv to Challense an NST, Is Incorrect

What is most striking about Plaintiffs' Fourth Amendment claim is what they do not say. Despite
lengthy briefing, Plaintiffs fail to cite 2 single case holding that a statute authonzing an agency to request
records must expressly notify recipients of requests that they can file pre-production challenges. To the
contrary, numerous statutes authorizing agencies to reﬁ;uc—:st records nowhere mention such challenges. The
Crovernment cited several such statutes in its moving brief, sge Gov. Br. at 18-19, 23, but Plaintiffs’
opposition ignores them,

Tastead, Plaintiffs now ratchet up their claim, insisting that § 2709 affimmatively prohibits a
communication service provider from contesting the validity of an NSL in court. Pl Opp. Br. at5-9. Even

if one could ignore the reality that Plaintiffs are currently challenging the validity of an NSL in court,

Plainiiffs advance four meriiless arguments in support of their assertion. First, although Plaintiffs contend
that the statute and an NSL use “mandatﬁry and imqualified" language that "direct{}" a recipient to produce
records, PL Opp. Br. at 5, the fact that the statute creates 2 legal obligation of production says nothing
about whether a recipient can challenge an NSL in court. Indeed, all subpoenas and summonses employ
"mandatory and ungualified” language that creates a ﬁandatory obligation io produce records; that does

not mean that a subpoena or summons cannot be challenged.

Second, while Plaintiffs note that § 2709 does not expressly authorize challenges to NSLs, ¥ Opp.



Br. at 5-6, no court has held that a statute authorizing agency requests for records must expressly describe
pre-production challenges. Indeed, while Plaintiffs cits two rules governing subpoenas and two stanutes
that discuss pre-production challenges, PL. Gpp. Br. at 8, many statutes authorizing agency record requests
nowhere menti onfsﬁch challenges, Gov. Br. at 18-19, 23 (cﬁiting cases).

Third, conﬁ‘ary to Plamtiffs' insistence - a:u'ﬁ as demonstrated by Plaintiffs’' own actions -~ thenon-
disclosure provision in § 2709(c) does not prohibit a service provider from challenging an NSL in court.
PL Opp. Br. at 6, 8-8. An NSL recipient can, as Plaintiffe di d, file an action seeking to enjoin enforcement
under seal. Any rational reading of the phrase "shall not disclose” in § 2709(c) excludes the recipient's
attorney as well as a court filing under seal. Gov. Br. at 16 (citing cases holding that statute must be read
1o avoid constitutional doub f). |

Finzlly, the legislative history and Congre;ssional Resgearch Service report cited by Plaintiffs do not
indicate that 2 communication service provider is barred from challenging an NSL in court. Pl Opp. Br.
at 7 & n.3. As an initial matter, Plaintiffs fail to discuss the legislative hastory from the 1936 enactment
of § 2709, which makes clear that the statute's purportedly "mandatory” language was mtended to overrids
state laws that otherwise would prevent production -- and not fo indicate that recipients of NSLs cannot
challenge the requests in court. Gov. Br. 2t 22 n.6. In any event, Plaintiffs wrongly seiz= on a sentence
from 1993 ie gisiﬁtive history. The 1993 amendment changed the -requisite certification for issuing NSLs
Whilf: also strengthening the congréésional reporting requirement; the amendment had nothing to do with
the question of whether, once issued and served, an NSL can be challcnggd in court. Seg H. Rep. 103-46
at4 (Mar. 29,1993), reprinted in 1993 U.S.C.C.AN. 1913, 1816, While the legislative istory states that
NSLs ér: “Telxempt from the judicial sorutiny-normally required for compulsoryprocess,” id. at 3, the clear
import of this statement 1s that NSLs can be issued withoﬁt judictal epproval. Indesd, the legisiative

history specifically notes that NSLs can be "signed” (i.¢., issued) "without judicial review." 1d. at2. As



noted gupra at 4-5, the Fourth Amendment does not require that an agency obtain judicial approval before
issuing a request for records. |

Mearrwhile, Plaintiffs nﬁécharacterizc the Congressional Research Service report on which they
rely. Pl Opp. Br. at 7n.3. Thereport does not state that § 2709 "allow{s] the FBI to obtain information"
- without recourse to‘“ the courts. Id '(empﬁasis 'added). Rather, the report states only that the FBI may

“igsue" NSLs without aid of court. Charlas Doyle, Libraries and the USA PATRIOT Act 2 (Congressional

Resecarch Service Feb. 26, 2003) ("In addition, without recourse to the courts, the FBI in foreign
intelligence cases may jgsue so-called national security letters . . . ." {emphasis added)). The rc?ort 53Ys
nothing about the abilitﬁr ofan NSL recipient to challenge arequest that has been served, or about the FBT's
ability to compel production when, as here, an NSL recipient refuses to produce requested records.

Plaintiffs also make the irrelevant assertion that the "effect” of § 2709 and an NSLis to "unilaterally
- - - compel” the production of records. PI. Opp. Br. at 9-15. The only relevant question is whether NSL
recipients have a right, if they choose to exercise i, to challenge an NSL prior to production. As the
Govemment described in its moving brief, NSL recipients have two opportunities to challenge NSLs: (1)
a recipient can file 2 pre-production action seeking to enjoin enforcement, as‘qas done; or(2) a
Teciplent can take no action, wait fo see if the Government opts to pursue an enforcement action, and then
challenge the NSL as a defense to enforcement, Gov. Br. at 22-23.

Plaintiffs' subjective (and inaccurate) view of the purported "affect” of § 2709 and an NSL has
nothing to do with whether, as a matter of law, a service provider is pemlitted to challengs an NSL prior
to production. Contrary to Plaintiffs' protestations, see PL Opp. Br. at 10, neither the statute nor the .te}ct
of an NEL provides that a pre-production challenge is prohibited. Likewise, while Plaintiffs maintain that

no service provider (other tha:i‘as challenged an NSL, id., that fact has no bearing on the iegal

question of whether an NSL may be challenged.



In addition, Plaintiffs are simply incorrect in insisting that the FBI can "unilaterally . . . compel"
production of records without affording an NSL recipient the opportunity to challenge the NSL. Again,
Plaintiffs' argurnent rests on a fundamental flaw: Plaintiffs erroneonsly conflate (1) an entity's legal
_cbligation to produce records in the face of a subpoena or record request, with (2) 2 requester's ability to
compel productioln when the entity refuses to ;ﬁrociucc. As with any subpoena or record request, tbl.a request
niggcrs a mandatory obligation of production (or formal objection), but the requester cannot compel

production without going to court to enforce the request. Indeed SN

I actions In this case -- confinuing

to refuse to produce the requested records (see Declaration ofw—cxecuted June 25,2004
_Decl.")-, at .1] 15} ~ plainly demonstrate that the FBI cannot "compel" any action by an NSL
recipient that wishes to pursue a pre-production challenge. |
Plamtiffs' only response to this ob*;fious realify is to manufacture a licensing system that does not
exist under § 2709, See Pl. Opp. Br. at 11 (asserting that qﬁlcd {his action "only after seeking and
ootaining the FBI's permission to consult an attorney”). As an initial metter, Plaintiffs’ response ignores
half of the picture: having decided not to comply with the NSL, iould have waited to see i the
- Government instituted an enforcement action; if such an action had been brou@thﬁould havehad

full opportunity to challenge the NSL as a defense to enforcement. Tn any event, Plaintiffs have submitted

no evidence to dispute Agent

P o

or deny a service provider such "permission.”

Decl. 91 7-9).° WhilefifJJffJnay have beiieved

3

Plamuffs compound this error when they separately claim: "Plainti il
this challenge only because FBI Agen at he could consult an atfomey.

. The-government now arguss that Mr 4 ould not have "been so miormed." PL Opp. Br_at 28. _
T 8 First, as the Government's uhdisputed evidence proves, Agent] d1d not understan

(continued.. .

as ableto file




that he obtained such "permission,"” that was a product of his own misunderstanding. At bottom, Plaintiffs
do not dispute that it was"?.gﬁvho - on his own initiative -- thought of consulting an attorney. Justas
4';’§onsidcrcd _consulting an attorney, it strains credulity for Plaintiffs to assert that a communication
service provider desiring to challenge an NSL before a court would not think it could do so, as -did.‘-

Plainti‘ffs also misconstrue the Government's statements with respect to a communication serviqe '
provider's ability to challenge an NSL ;15 a defcnsé fo an enforcement action. ' PL. Opp. Br. at 11-15.
Plaintiffs inaccurately desclrlba that the Government "conten{ds] that its actions must remain exerpt from _
constitutional scrutiny until it seeks judicial enforcement of an NSL." PL Opp__.' Br. at 11, Rather, the
Government noted a second avenue for an NSL recipient to chalienge the request: as.ihas done, an
NSL recipient may file a pre-production action seeking to enjoin the NSL's enforcement. Gov. Br. at 22.
Contrary to Plaintiffs’ assertion, the Govemment simply does not "conduct]] its activities in this context
entirely fiee from judicial scrutiny.” PL Opp. Br. at 1 1.

Plaintiffs’ reliance on five cases in asserting that the Government cannot "insulate its coercive
actions from constitufional scrutiny” 1s therefore entirely unavailig‘xg. Pl. Opp. Br. at 11-15 {(discussing
cases). There is no such "insulation” because NSL recipients have full opportunity to challenge NSLs ~
as this case readily demonstrates. In any event, the cases cited by Plaintiffs (the majority of which deal

with alleged censorship of obscenematernials and not a statute authorizing requests for information relevant

.h.-_e_v

(...continued)
to hiave sought pemussmn to consult an
he ecould (or could not) so consult,
nowhere stated that Agen

attorney, and Agent% did not intend to informmhat
d Decl, §9 7-9). Second, the Govemment‘s moving brief

Should not have mmnned

4

conclude that he had any chome but immediately to comply with" an NSL, Pl Opp Br, at 15,

on his own — thought of consulting an attorney, and his company has refused fo comply with the Ni
instead filed this action.
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to foreign counterintelligence and counter-terrorism investigations) simply have no applicability here.
None of the cases cited by Plamntiffs involved a challenge to a govemment inquiry that was squ ect o two
different avenues of judicial challenge. Likewise, none of the cases dealt with the constitutionality of 2
statufe that authorizes an agency (or other body) to request records kept in the ordinary courss of business.s

Finally, Plaintiffs inappositely ~ and .'inac'curateiy -~ agsert that the four layers of Congressional
oversight imposed by 18 U.S.C. § 2709(e) is not an “adequate substifute for the judicial r\sv{cw réquired
by the First and Fourth Amendments” when the Government requests records. Pl Opp. Br. at 16, Agair,
Plaintiffs misconstrue the Government's statements. The Government noted that the FBT is required to
regularly and "{ully" inform four different Congressional committees concerning NSLsissued under § 2709
in response to Plaintiffe' (and amici's) incorrect assertions that § 2709 provides the FBI with "unchecked
power." Gov. Br, at 23-24. More importantly, the Government did not claim that C}mgre:ssional oversight
was a "substitute” for judicial review. To the contrary, even before mentioning congressional oversight,

the Government pointed out that "NSL recipients have several opportunities to challenge a request for

’ See Bantarn Books, Inc. v, Sullivan, 372 U.S. 58, 62, 68 (1963) (inding unconstitutional

activities of Rhode Island Commission to Encourage Morality in Youth, which sent notices to book

distributors advising that certain material they distributed was obscene and remmdmg distributors that

Comumission had dufy to recommend prosecution of purveyors of obscenity); Rattner v. Netburn, 930F.2d

204, 209-10 (2d Cir. 1991) (reversing sumnmary judgment dismissing free speech claim predicated upon

defendant village official's letter to Chamber of Commerce, which caused Chamber to stop publication

of newspaper that plaintiff used as outlet to express criticism of village leadership; letter could havs been

read as "veiled threat of boyeottor reprisal” against members of Chamber); Inre Grand Jury Proceedings,

814 F.2d 61, 70 (ist Cir, 1987) (in defendant's challenge to prosecutor's conduct of grand jury
jovestigation, finding that government letter sent to Ezrand jury witnesses could only be viewed as stating

that witness had legal obligationmot to disclose grand jury subpoena, contrary to Federal Rule 6 Criminal

Procedure 6(e}(2)); Penthonse Int'l v. McAuliffe, 610 F.2d 1353, 1359-62 (5th Cir, 1980) (Sohcltor
(eneral of Georgia's actions in arresting various sellers of magazines and printing advertisement in

newspaper “making it clear to all retailers selling the suspect magazines that thiey would be arrested"

constituted unconstitutional priorrestraint on magazines); Drive in Theatres v. Huskey, 435 F.2d 228, 229-

30 (4th Cir, 1970) (county sheriff's actions in seizing several films, threatening prosecution of persons

exhibiting films rated "X" and "R," and declaring his intention to confiscate all adult rated films exhibited
in county constituted "informal censorship” and unconstituiional prior restraint).
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records prior to ﬁroduction." Gov. Br. at 24. Inany event, as demonstrated supra at 4-1 5, the Constitution
does not impose a requirement of judicial review of record requests at the time they are issuad: full review
15 afforded if the recipient of a request chooses 1o challenge it,

In discussing Cong;réssionai oversight, Plaintiffs impraperly seize the opportunity to quote from
an unrelated report that is oritical of some of the Gévemwnt‘s coope’ratiﬁn with certain Congressional
oversight (the report states that the Government cooperated with some oversight efforts, but delayed in.
answenng or did not answer certain questions). Pl Opp. Br. at 16, In an apparent effort to Justify their
discussion of the report, Plaintiffs mischaracterize it as addressing "oversight of implementation of the
Patriot Act" 1d° However, the report - entitled "FRI Oversight in the 107th Congress by the Senate
Judiciary Committee: FISA Implementation Failures” ("Report") -- discusses oversight of the
Government's use of investigative auﬂmrit*} provided under the Foreign Intelligence Sur.veillance Act
("FISA"), 50 U.8.C. § 1801 et seq. The 40-page report nowhere discusses (much less criticizes) the
Government's reporting on NSLs under 18 U.S.C. .§ 2709(e} -- which has been ongoing since 1986. Thus,
Plaintiffs proffer no evidence concerning the effectiveness of Congressional oversight of NSLs.

In sum, Plaintiffs are simpty incorrect in insisting that § 2709 does not afford an NSL recipient
opportunity to challenge the request, and thus Plaintiffs' Fourth Amendment claim fails as a matter of law,

B. Plaintiffs' First Amendment Claims Are Meritless

Plaintiffs' First Amendment challenge to § 2709 -- that the statute is unconstitutional becanse it

¢ Plamtiffs’ invocation of the Patriot Act, PL. Opp. Br. at 16, is also misleading, Plaintiffs

repeatedly attempt to portray this case as a challen ¢ to the Patriot Act. (See. g.g,, Amended Complaint
{"Compl") 97 61-63, 65-67; Declaration o executed May 15, 2004 Ocel™) at
924; Declaration of Anthony Remero, exectited May 15, 2004 ("Romero Decl.) at 7 14, 16), Declaration
of Ann Beeson, executed May 15, 2004 ("First Beeson Decl, "}, Bxh. 13 ("ACLU Challengs to Patriot Act
Spying Powers Unsealed")), In fact, Plaintiffs' claims have litile to do with that statute. Each of the

aspects of § 2709 that Plaintiffs challenge has been a feature of the statute sinca 1t 1986 enaciment. See
Gov. Br. at 7-10, '
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authorizes the FBI to obtain "constitutionally protected information” without affording judicial oversight -
is Iikcwisc meritless. Plaintiffs devote most of their briefing to support the broad, and vague, assertion that
the statute "reaches information protected by the First Amendment." PL Opp. Br. at 18-25. Whatever that
means, Plaintiffs miss the point: as the Government's mbv_iﬁg papers demonstrated, § 2709 ﬁoes not
uzmt;onstimtionaﬁy zbridge any right of anonymous sﬁeeﬁh or association. Morz ﬁm&amentﬂly, however,
whether or not § 2709 "reaches information protected by thsl First Amendment,” Plamntiffs' .First
Amendment challenge to the statute simply fails, The First Amandm;:nt does not require "judicial
oyersighi" before any request for records may be jssued. And once an NSL is served, a ¢ommunication
service provider has fusll oppcﬁrﬁmity to challenge it, thus providing for "judicial oversight.”

Plaintiffs' 2s-applisd First Amendment challenge to the NSL served ofiis also devoid of
ment. The Ex Parte FBI Declaration unquesfionabiy demonstrates the relevance of the NSL {g an
authcrizcd— investigation, and that the Governument —for the information sought.

Meanwhile, Plaintiffs' motion to exclude the declaration 1s baseless, as consideration of the declaration s

‘both permissible and appropriate.

1. The EBI's Authority fo Request Records Does Not Unlawfully Abridge
Subscribers' First Amendment Freedems of Speech or Association

Though Plaintiffs" opposition briefing does nat carefully describe the First Amendment rights
invoked, they appear to discuss anonymous speech and anonymous association. Seg Pl Opp. Br. at 18-24.
Plaintiffs' opposition delineates four types of "information protected by-the First Amendment" that they
claim § 2709 "clearly reaches": (1) the identity of 2 person who has communicated over the Internet; (2)
a list of websites that a person has visited; (3} a list of e-mail addresses with which a person hés

corresponded; and {(4) a st of .pcople who have e-malil accounts with "particular advocacy’or political
organizations.” PL Opp. Br. at 18, 30. The Government addresses each of these categories below, with
respect fo both speech and association.

13



As an initial matter, again what is most significant about Plaintiffs' opposition is what they donot
sav. Plamtiffs fall even to acknowledge that th;: Internet, while it generally facilitates speech and
association, is also an important tool for operatives in international terronst and foreign mtelhgence
networks to communicate with each other, to qbtain and relay information for future terronst attacks or
. intelligence activiti;‘s_, to build and support their orgamzations, aﬁd td disseminate propaganda. Gov.Br.
at 31-32: Szady Decl.  14. Essentially, Plaintiffs' argument is that a person has an absolute right to
anonymity with respect to any interaction with the Internet — even the fact that he or she uses
communication services - notwithstanding that information sought has been certified as relevant fo an
auﬂaorl‘zed counterintelligence or counter-terrorism investigation. Such = proposition is both unwise and

contrary to the law.

a.  §2709 Does Not Unconstitutionally Compel C !
Identification of Anonvmous Speakers

As dlémonstratad n th;;é Government's moving papers, Plaintiffs’ invocatic%n oftheprotection against
compelied identification of an anonymous speaker is musplaced for ;rwo reasons. First, and contrary fo
Plaintiffs characterization, § 2709 does not authorize the FBI to obtain the contents of an internet user's
speech. Gov. Br, at 24-25. While Plaintiffs now appear to have abandoned their erroneous claim that the
FBI can obtain “subject lines” of e-mails through NSLs, they make the remarkable assertion that the
Government "recogniz{es]” that § 2709 "does not 'prohibit the government from using NSLs o obtain
‘coxﬁen‘u‘ information." PL Opp. Br. at 22. Plaintiffs' assertion is simply faise, and demonstrates ﬂleir
fundamental misunderstanding of § 2709 and the remainder of Title I of the Electronic Comumunications
Privacy Act ("ECPA™.

- Gection 2709 - entitled "Counterintelligence access to telephone toll and transactional records” --
only authorizes the FBI to request "subscriber information” (specifically, "narne," “address,” and "lengih
of service"), "toll billing records information,” and “elecironic commumcation transactional records” 18

14



U.S.C. § 2709(a), (b) (Supp. 11 2002). The statute nowhere authorizes the FBI to obtain the "content” of
communications. See id. In addition, the legislative history from the statute's 1986 enactment directly
states: "It should be noted that [§ 2'?09] applies only to transactional records, not to the content of the
electranic messagesof a customer or subscriber.” S. Rep. 99-341 at 44 (Oct. 17, 1986), reprinted in 1986
U.S.C.C.AN. 3555, 3598, Meanwhile, BCPA Title II {of which § 27G9-is a part) carefully distinguishes
between requests for the content of ‘communications and for non-content records pertaining to
communications. Compare 18 U.S.C. §§ 2702(a)(1), (2} (Supp. I 2002) with.18 U.S.C. § 2702(a)(3)
(Supp. I 2002); compare 18 U.S.C. § 2703(a), (b) with 18 LT.S.C. § 2703(c). The challenged NSL was
consistent with ECPA's clear statutory scheme, expressly stating that "[wle are not requesting, and you
should not provide, information pursuant to this request that wonld disclose the content of any electronic
communication as defined in Title 18, United States Code, Section 2510(8)." S ! Exh 1)

Indeed, the four categories of "information” that Plaintiffs claim § 2709 "clearly reaches” are not

properly considered speech or even expressive conduct. See NYC CL.ASH. v. Citvof New York, 315

F. Supp. 2d 461, 476 (S.D.NY. 2004) (discussing conduct that "has been found to be sufficiently
_expressive to merit First Amendment protection” and noting "requirement that some articulable m;essage
must still exist and otherwise ‘speak’ to someone™). While Plaintiffs complain that the FBL may obiain the
wlentity of a person who has used the Internet (presumably a reference 10 2 request for “subscriber
mformation"}, the fact that someone purchases Ielclctronic communicaﬁon-services does not constitute
speech or conduct that expresses anything, Likewise, obtamung a hist of websites that a pérson has visited
does not reveal that person's speech or any expressive conduct; Plaintiffs provide no rationale (much iess
case law) explaining how merely accessing a website on a computer exprasses anything one way or the
othez. Similarly, obtaining a list o7 e-mail addresses with which a person has communicated -~ without the

content of such communications - does not constitute a person's speech or expression. Finally, the fact
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that a person purchases or ptherwise obtains communication gervices through an entity (even an “advocacy

or polifical organization]]") is not speech or exprassive of anything.

Second, § 2709 does not authorize the FBI to obtain information that is "anonymous." Gov. Br.
at 25. Internet users have no reasonable expectation of privacy in ﬁon—content subscriber information
pfo'vidf:d to and fransactional records maintained by communication service proviciers, Gov. Br.at17n.4,
they voluntarily identify themselves fo éarvice providers and they know (or are presumed to know) that

service providers maintain transactional records in the ordinary course of business. Contrary to Plaintiffs

assertion, P Opp. Br. 21 18 {citing NAACP v, Alabama 357 U.S. 449 (1958)), the Govemmant-docs not
claim that 2 member of the NAACP surrenders her right to anonymity by prclwiding her name to the
organization, Putting aside the fact that this raises an issue of association rather than speech, the mem et
has maintained the anonymity of her membership; she provided information about her assoclation only to
the organization with which she associated. In contrast, § 2709 authorizes the FBI to obtain information
voluntarily provided to a co_m'tnuni cation servics provider, with whom a speaker enjoys no associational
or confidential speechrights.” Meanwhile, Mclntrve v, Ohio Elections Commn, 514 11.S. 334,336(1995)
{cited in PL Opp. Br. at 19), involved the very different circumstance of a statute requiring A person
distributing campaign literature tc place her name mll the literature, thus gompclling identification as the
speaker conununicateé her views. The case did not involve, as hers, 2 request to a third party for non-

content information votuntarily provided orexposed to it.

7 Likewise unavailing is Plaintiffs' assertion that the Supreme Court has "extended First

Amendment protection to information entrusted to third parties." PL Opp. Br, at 19 (citing Gibson v.
Florida Legiglative Investipative Comm'n, 372 U.S. 539 (1963}, and Shelton v, Tucker, 364 1.8 479
(1960)). Again putting aside the fact that these cases involve association rather than speech, mformation
was not entrusted to third parties outside the association. Rather, both cases involved identification of
membership in particular groups where the fact of membership had been entrusted onlyto the groupiiseld,
andnot to a third party unrelated to the group, See Gibson, 372 U.S. at 891 (requestto obtain membership
list ofMiami branch of NAACP); Shelton, 364 1.5, at 248 {requirement that teacher annually file affidavit
listing every organization to which he has belonged or regularly contributed within preceding five years).
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In addition, as demonstrated in the Government's moving papers, Plaintiffs' reliance on a handful
of Supreme Court cases involving anonymous speakers is fundamentally misplaced. Gov. Br. at 26-27.
Asthe Government noted, those casss involved requirements that a person (1) identify himseif aghe spokc,l '
or (2)inform the government and obtain approval before speaking. Gox.z. Br. at 26-27. Section 2709 does
mnetther, Plantiffs wrbﬁgly agsert that '*if is difficult to understand why the Firslt Amendment woult;L prevent
the govemment from compelling a person to discloss his identity and speech simultaneously but permit
the government to compel him to disclose his identity afier he has spoken.” Pl Opp. Br. at 23. This
argument again overlooks the fact that § 2709 doss not anthorize the FBI to obtain the content of any
tdentified person's speech; orily the fact that a speaker has communicated {(and with which c-mail accounts)
may be obtained. Meanwhile, the Supreme Court has made clear that a speaker can be required to disclose

his identity (and thus the fact that he has communicated) to the Government. See Buckley v. American

Constitutional Law Feund., 525 1.S. 182, 200 (1999) (requirement that petition circulator file afiidavit

disclosing name and address is type of permissible reguiation).

Plaintiffs also wrongly predict that "adopting the government's argument would virtually eviscerate
any right to anonymous communication on the Intemet.” PL. Opp. Br. at 20 (emphasis in otiginal). Again,
Plainiiffs fundamentally overlook the fact that § 2709 does not authorize the FBI to obtain the content of
any person’s speech. The anonymity of speech remains undisturbed; the FBI learns only of the fact that
a person has spoken and with whom he or she has spoken. Plaintiffs also overlook the fact that § 2709
only authorizes the FBI to reguest records "relevant to an authorized investigation to protect against

intemational terrorism or clandestine intelligence activities.” 18 U.S.C. § 2709(b) (Supp. II 2002).}

s Plaintiffs' attempt to distinguish Branzburg v. Haves, 408 U.S. 665 (1972), P1. Opp. Br. at
20 n.7, fails, and instead further supports the Government's argument. As Plaintiffs point ouw, the
Branzburg Court specifically noted that two grand juries - which had lawfully subpoenasd reporters to
testify about "confidential” sources -- did not sesk disclosure “for a purpose that was not germane to the

{continued...)
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Finally, Wh11° Plamntiffs cite several cases addressing requests for discovery about Internet users
in civi) suits, see P1. Opp. Br. at 21-22, these cases do not advance their facial challenge. None of these
cases involved a facial challenge fo 2 statute awthorizing requests for discovery, In addition, none involycd
requests forinformation relevantto authorized counterintelligence or counter-terrorism investi gatio_ns. In
any event, while the courts irnp.osed various levels of gcmtiny for particular discovery requests, as
dcmonstrﬁtcd infra at 22, the challenged NSL in this case easily safisfies First Amendment scrutiny.”

b. § 2709 Does Not Unconstitutionally Disclose
Internet Users' Associational Activity

Plaintiffs’ invocation of protection against disclosure of associational activity fares no betier.
Again, the four categories of “information” that Plaintiffs clamm § 2709 “clearly reaches," P1. Gpp, Br. at
18, 30, do not involve any type of association about which the Government cannot seek disclosure from
a third party. Obtaining the identity of a person who purchases or obtains communication services does
not disclose that person's association with any particular person or entity throueh the services. In addition,
Plaintiffs' Opnosmon brief wholly fails to explain how an Internet user's mere accessing of & website
constitutes an “association" with that entity, such that disclosure of the fact of accassing cannot be
requested. See Gov. Br. at 28-29. Likeﬁise, Plaintiffs fail to explain how the mere fact of sending an e-

rnail to or receiving an e-mail from some account constitutes such “association” that disclosure ofthe fact

(...continued)

determination of whether z crime has been commitied." 408 U.S. at 700 (emphasis added). Similarly, §
2709 only anthorizes the FBI.to obtain information that has been certified relevant to an authorized
counterinteiligence or counter-terrorism investigation. See Gov. Br. at 27-28.

’ Plaintiffs also misconstrue the Government's arguments with respect to the Declaration of
Simson L. Garfinkel, executed May 13, 2004 (“Garfinkel Decl."). P1. Opp. Br, at 24. The Govemment('s
point is that, while Mr. Garfinkel speculates on the issue of which entities constitute “electronic
communication service providers” under § 2709 (as do the amici), that legal issue must be apalyzed n the
context of a particular set of facts, and is entirely irrelevant here - given that" alleges that it provides
clients with e-mail accounts to communicate with others. Gov. Br, at 12-14.
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of communication -- but niot disclosure of what was said -- cannot be requested. Finally, Plaintiffs fail to
explain how the fact that a person purchases or otherwise obtains communication services through an enfity
(evena "political organization(]") constitutes such "association™ that the fact of obtaining services cannot
be requested.

Asnoted in the Government's moving brief, the association cases on which Plaintiffs rely are easily
distihguishable. Gov. Br. at 29-31, Plaintiffs, however, misunderstand or misconstrue the Governmerit's |

discussion of these cases. Contrary to Plaintiffs' characterization, the Government did not distinguish

NAACP v. Alabama and other membership Jist cases on the ground that NSLs are "namow demands for
‘particular subscriber information,™ whereas the membership list cases involved "broad" demands. PL
Opp. Br. at 19. Rather, the Government's point is that a request {o an organizaticn for its membership hist
18 very different from a request fo a communication service provider that it provide business records
pertaining to its customers (who may use communication services to associate with others). Plaintiffs, of
course, do not claim that § 2709 improperly discloses an Internet user's association with its communication

service provider; the service provider is a third party unrelated to any allegedly protected association.™

10 In making this argument, Plaintiffs refér, as they did in their moving papers, to the removal

of a purported "individualized suspicion requirement® from § 2705(b) in 2601. P1. Opp. Br.at 19; seealso
Memorandum in Support of Plaintiffs' Motion for Summary judgment ("PL. Mov. Br.") at 15, 28.
Plaintiffs' deseription of the prior standard for issuing NSLs is inaceurate. The statutory certification prior
to 2001 required more than a showing of “individualized suspicion” -- a-term Plaintiffs nowhere define.
Beyond certifying relevance to an ongoing authorized investigation, the FBl also had to certify that there
were specific and articulable facts giving reason to believe that the subject of the NSL 1s an agent of &
foreign power or has been in contact with an agent of a foreign power. 18 U.5.C. § 2709(b) (1954). As
Congess found, this second requirement was so curnbersome and high that it precluded the FBI from
using NSLs as a helpful investigative tool. H. Rep. 107-236(I} at 62 {Oct. 11, 2001) {available at 2001
WL 1205861) ("The additional requirement of documentation of specific and articulable facts showmg
the person or entity is a foreign power or an agent of a foreign power cause snbstantial delays in
counterintelligence and counterterrorism investigations, Such delays are unacceptable as our law
enforcement and intelligence comumunity works to thwart additional terrorist attacks thet threaten the
national security of the United States and her citizens' lives and livelihoods. "); (see also First Beeson Decl.
Exh. 10at2 ("This [additional] requirement and the complexity of the standard jtselfoftenled to extensive

(continued...)
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In addition, Plaintiffs fail to respond persuasively to the Government's observation that Supreme
Court precedent makes clear that disclosure of aséociation is invalid only where there is evidence that
disclosure has or wounld cause significant, non-speculative injury that would dissuade persons from
associating. Gov. Br.-at 29-30 (citing cases). 3hmﬁffs respond by invoking the unrelated principle that,
in the First Amendr;lsnt context, standing requirements are relaxed and 2 litigant may advance the rights
of others not before the court (such as Internet users here). Pl Opp. Br. at 19 n.5 (quoting Virginia v,
American Booksellers Ass'n, 484 1.5. 383, 392-93 (1988)). Plaintiffs ﬁiss the point; the Governmenthas
not argued that Plaintiffs lack standing. Rather, Plaintiffs have failed to introduce any evidence that any
persor -- even an Intermet user not before this Court - has experienced or reasonably fears significant, non-
speculative injury in Yght of the fact that the FBI can issue NSLs under § 2709. Nor have Plamtiffs

mtreduced any evidence that any person has stopped "associating” because of the FBI's authority under

§ 2709. See generally Dole v. Local Union 375, 921 ¥.2d 969, 972-74 (5th Cir. 1990) (discussing prima
facie showing for claim that subpoena viclates associational nghts).

2. There Is Adequate Judicial Oversight
with Respect to NSLs Issued Under § 2709

Regardless of whether § 2709 "reaches information protected by the First Amendment," PL Opp.
Br. at 18-23, Plaintiffs’ particular challenge to the statute simply fails. According to Plaintiffs, the statute
is unconstitutional because it authorizes the FBI to réquest records "implicating First Amendment i ghts
without judicial oversioht, thus foreclosing gny application-of the heightened scrutiny” required by the
Constitution. P1. Opp. Br. at 25 (emphasis in original).

This argument suffers from the same fatal defects in Plaintiffs' Fourth Amendment claim. Again,

Plaintiffs fail to cite a single case holding that the First Amendment requires judicial review befors any

{...continued)
delays in generating NSLs.")).
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request for records (or subpoena) may be issued. In addition, once a record request has been served, an
NSL recipient has two avenues to challenge the request before a court. See supra at 6-12. During such
challenge, the Government must show that the NSL seeks information that is relevant to an ongoIng
. investigation and that it has a need for the information sought., FEC v. LaRouche Campaign, 817F.2d233,

233-34 (24 Cir. 1987); FEC v. Automated Bus, Services, 888 F. Supp. 530, 541-42 (SD.N.Y. 1995).

Thué, contrary to Plaintiffs’ assertion, judicial oversight and applicétion of First Amendment scrutiny is
fully afforded.
Contrary to Plaintiffs' protestations, facial invalidation is simply inappropriate. P1 Opp. Br. at30-
31. Agam, despite lengthy briefing, Plaintiffs fail to cite a single case striking down a statute that
‘authorizes an agency to request records relevant to an ongomg investigation. In addition, Plaintiffs'
speculation that § 2709 "is likely to have al. .. chilling effect on individuals not before the court," PL Opp.
Br. at 31, i§ insufficient. The record contains no evidence that § 2709 has caused or reasonably would
cause & "chilling effect.” Indeed, Plaintiffs' claim of 2 "chilling effect” on Intemet use rings particularly
hollow given that the statite has been in effect since 1986. In any event, the Supreme Courthas made clear
that “[a]llegations of 2 subjective ‘chill' are not an adequate substitute for a claim of specific present

objective harm or a {hreat of specific future harm" in order to give rise to a judicially cognizable First

Amendment violation, Laird v, Tatum 408 U.S. 1, 13-14 (1972); see generally Hankard v, Town of Avon

126 P.3d 418, 423 (24 Cir. 1997} ("not every assertion.of a chilling effect will be considered a judicially

cognizable First Amendment violation™).!

i Plaintiffs also speculate that the purported “chilling effect" is likely to be "particularly

severe” now that “the statute can be used fo obtain information about people who have no connection to
terrorism, espionage, or criminal activity of any sort.” Pl Opp. Br. at 31 n.10. Again, Plaintiffs
mischaracterize the statute. Section 2709 expressly requires 2 connection fo terrorism or espionage: the
records requested must be "relevant to an authorized investi gation to protect against international terrorism
or clandestine intelligence activides." 18 U.S.C. § 2705(b) (Supp. 0 2002).
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In sum, Plaintiffs' facial First Amendment challenge to § 2709 fails.

3. The Challenged NSL Complies with the First Amendment, and
Plaintiffs' Maotion to Exclude the Ex Parte ¥BI Declaration Js Meritless

In support of their as-applied challenge to the NSL served on. ‘Plaintiffs argune thai the
Government "offers mo justification for its demand," and that the Govemmlent instead "foers only
ATEUIENLS t-o justify hypoihetical NSLS.;,_’ PL Opp. Br. at 50-51: Again, Plaintiffs are simply wrong,

T Govermment subrrifed o Ex Pts BT Deolaraion deatin: (N

 (Kotler Decl. ”

Exh. B (Ex Partz FBI Dech.)). Asthe Govermnment's moving papers made clear, this declaration described

botls the relevance and the Governmgent's __-the information sought in the NSL, which are beyond

guestion. See Gov. Br. at 35 (citing Ex Parte FBI Decl. 11 30.

Contrary to Plaintiffs’ assertions, the Government's submission of the Ex Parte FBI Declaration was
entirely proper. PL Opp. Br. at 51 n.22; PL Motic:;n to Excluds By Parte Declaration Filed in Support of
the Government's Cross-Mdtion to Dismiss the Complaint or for Sumary Judgment, dated July 30,2004
(*Motion to Exciude™, ar 1-2. Flaintiffs chose to pursue an as-applied chaﬂcnge to the NSL served on

u triggering the Government's obligation to demonstrate that (1) the NSL 18 relevant to an authorized
foreign counterinelligence or counter-terrorism investigation, and (2) the Government has a need for the
information sought. See supra at 21. Much ofthe information concerning the undertyin AuuGG—_<GG_GG_—
investigatidn is classified, and the Government is barréd from sharing such information with persons who
lack the requisite security clearance. SeePxec. Or&@ Mo, 1295 8; §4.2 ("General Restrictions onAccess”),

60 Fed. Reg. 19825, 19836 (Apr. 17, 1995); sez also 18 U.S.C. § 793(d) (imposing criminal penalties on

person who, having lawful possession of information relating to natiopal defense, transinits information
tn person not enfitied to receive it); 18 U.S.C. § 798(a) (imposing criminal penalties on person who

transmits certain classified information to unauthorized person); see senerally Dep't of the Navy v, Egan,
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4847.8. 51 8, 527 (1988) (stating that Executive Branch has control over access to classified information
under constitutional scheme and has "a ‘compelling interest' in withholding national secunity information
from wunauthorized persons ip the course of executive business™). '

The Government's submission of the Ex Parte FBI Declaration was not “violat[ive of] the
fundamental principles Qf our adversary system of justice.” Motion to Exclude a.t.2. Tothe 'cpntréry? th‘s
Court has "inherent authority to review classified material ex parte, in camera as part ofits judicial review
ﬁmg:tion.“ Jifrv v. FAA, 370 F3d 1 174, 1182 (D.C. Cir. 2004). Indeed, cc_>ur'ts havc; consistently
recognized - and exercised -- their authority to consider ex parte submissions -ooﬁ;aining mformation that

is classified:

: See Jifry, 370 F.3d at 1181-82 {affirming
agency determination that plaintiff pilots were security risks based on record svidence that included "ex
parte in camera review of the classified intelligence reports,” and observing that plaintiffs’ "motien to bar

the [Govemment's] reliance on classified information in this court is not well-taken"); Holv Land Found.

for Reiief and Dev. v, Asheroft, 333 F.3d 136, 165 (D.C. Cir. 2003) {noting that court of app=als had
already rejected “claim that the use of classified information disclosed only to the court ex parte and n
camera in the designation of a foreign terrorist organization.. . . was viclative of due process™); Global

ReliefFound. v. ONeill, 315 F.3d 748, 754 (7t Cir. 2002) (rgjecting constitutional challenge to statute

authorizing district court's ex parte consideration of classified evidence in oonn.ecti‘on with judicia_,].
challenges to Executive decision to freeze assets of entity that assists or sponsors terrorism); Torbet v.
United Airlines, 298 F.3d 1087, 1089 (9th Cir. 2002) (affirming district court's dismissal of complaint

challenging airline search based, in part, on in.camera review of national security-related information};

United States v. Ott, 827F.2d 473, 476-77 (9th Cir. 1987) (district court's ex parte consideration, pursnant

to S0 US.C. § 1806(ﬂ, of sealed FBI affidavit 1o determine whether clectrome survaillance was legally

obtained did not violate due process).
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Likewise, even outside the national security context, it is beyond dispute that courts may consider
ex parie materials submitted by the Government to demonstrate the legality of its subpoenas or requests

for mformation. Sge Inre John Doe. Inc., 13F.3d 633, 635-36 (2d Cir. 1994) (where Govemment moved

to compel compliance with grand jury subposna, district court properly considered Government's

submission of ex parte affidavit from FBI agent justifying basis for subpoena); In re John Doe Corp., 675

F.2d 482., 483-86, 489-91 (2d Cir. 1982) (district court properly considered Government's ex parie

submission, detailing ongoing grand jury investigation, in suppart of challenged grand jury subpoena); ses

also In re Grand Jury Submoena, 223 F.3d 213, 216-17, 219 (3d Cir. 2000) (where target of grand jury
investigation challengsd subpoena for testimony, distret court properly relied on Gevernment's ex parte

‘ - . - ’ . . . " - -
affidavit detailing grand jury investigation in orderto demonstrate legality of subpoena). Just as in fhese

order to demonstraie the

constitutionzality of its request.

In addition, contrary to Plaintiffs' insistence, ex parte submissions are not limited to the context of
claims of privilege in discovery disputles' Motionto Exclude at 4. Indeed, Plaintiffs do not - Ibecémse they
cannot -- provide any reasoned justification for limiting ex parte submissions to that single category of
ssues. In any event, as dsmonstfatcd supra at 23 and infre at 25, ex parte submissions are made in
numerous, varying contexis. By way of further example, in cases-seeking relief under the Freedom of

Information Act, courts regularly consider ex parte submissions in order to resolvethe merits of the case.

Ses Weberman v. NSA, 668 F.2d 676, 677 (2d Cir. 1982) (dfstrict cowrt properly considered ex parte
affidavit detalling national security concerns raised by pléintifi“é action.seckingrelease of document); Barth

PledgeFound v, CLA, 988 F. Supp. 623, 626 (SD.N.Y, 1996) ("The Court reguested that the Government

submit addifional affidavits demonstrating that the CIA's justifications for nondisclosure satisfied FOLA's



stattory exceptions. Because the Court recognized that such affidavits could be sensitive and contain
confidential information, the Government was allowed fo submit the affidavits in camera."), aff d, 128 F.3d
788 (2d Cir. 1997); ACLU v. U.S. Dep't of Justice, 265 F. Supp. 2d 20, 34 (D.D.C. 2003) ("In order to
_ resolve these conundrums, the Court requésted that DOJ provide these disputed . . . documents for in
camera review. Now that'defendamt.has done so, it 1§ clear that 'its'wit]rﬁloldings are 1:~frt'.:pe.1‘.").“2

Nor does tﬁc Government's submission violate Rule 56 of the Federal Rules of Civil Procedure.

Motionto Exclude at 3. Plaintiffs conflate admissibility of evidence with access to evidence. The factthat

Piaintiffs will not have access to the document does not render it inadmissible for consideration by a fact-
finder, or inapprepriate for consideration on summary judgment. See Harrison v, McGrath, C 02-1924,
2004 WL 1465698, at *3 (N.D. Cal. June 21, 2004) (in priscner civillrights action, granting summary

judgment in favor of Government based on, inter aliz, document submitied ex parte); Doe v. Browner, 902

F. Supp. 1240, 1450 0.7 (D. Nev. 1995) (in action against Environmental Protection Agency alleging
violations under Resource Conservation and Recovery Act, finding that plamtiffs "lack of access 1o
[information submitted ex parte] . . . does not precinde granting summary judgment on these claims"}, aff'd

inpart and dismissed inpart on other srounds, 133 F.3d 1159 (9th Cix. 1998); ges also Molerio v, FBT, 749

F.24 815, 825 (0.C. Cir, 1984) (affirming dismissal of First Amendment challenge to termination fom

employment based, inter alia, on ex parte submission). Meanwhile, Ass'n for Reduction of Violence v.

Hall, 734 F.2d 63, 67 (1st Cir. 1984) (cited in Motion to Exclude at 5), did not hold that material submitted
ex parte is "inadmissible." Rather, the court concluded that the district court should not have based its

| grant of suminaxy judgment on evidence submitted ex parte in light of the reasoning in Bane v. Spencer.

. Nor is the Government required to assert a state secret privilege in particular in order to

submit materials ex parte. See Motion to Exclude at 2 n.l. Again, Plaintiffs provide no rational

justification for limiting ex parte submissions to that single privilege, and caselaw does not support such
a2 Hmitation. See supra at 23-25 (citing cases).
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393 F.2d 108 (1gt Cir. 1968) - which, in turn, did not rely on Rule 56 at all."” In addition, both Assn for

Reduction of Violence and Bane are distingnishable on the ground that the plaintiffs' compizaints did not

challenge a record request issued by the Government, triggering the Govermment's obligation to

demonstrate the relevance of the requested information i

Plamtiffs also wrongly compiain that the Government did not provide 2 sufficiently detailed

justification for its submission of the Ex Parte FBI Declaration. Motion to Exclude at 6. The Government

expressly described that the i

| Gov. Br.at 11. Ths Government

also made clear that the dcclafation details the relevance of thc'challéngcd NSL to the underlying
mvestigation, and the Govemment‘s.for the requested information. Gov. Br. at 35,

Finally, Plaintiffs wrongly demand that they be given "full access” to the declaration. Motion fo
Exclude at 7. As demonstrated suprz at 22-26, the Government's ex parte submission was entirely

permmssible — and particularly appropriate given the facts of this case. (See Ex Parie FBI Decl. 49 33, 48-

53, 39-63); see also Webennan, 668 F.2d at 678 (finding that district court properly excluded plaintiff's
counsel from in camera inspection of secret affidavit given potential harm to "nation's securtty
operations™). Plaintiffs' assertion that the Govemmcﬁt has "no argument for resisting disclosure of the ex
parte declaration to plaintiffs where a sealing order is already in placc'" is baseless. As an initial matter,
as Plaintiffs again repeat in their motion, Motion to Excinde at 7, Plaintiffs have vi gorously opposed the
sealing order. In addition, notwithstanding the order, Plaintiffs have twice disclosed information covered

byit: (1) Plamfiffs included, in a press release posted on their website, information that was contained in

13 Bane involved the very different case of a plaintiff suing, mter alia, a doctor in connection

with his confinement for psychiatric examination; the plaintiff was denied access to medical records. 393
F.2d at 109.
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2 document stamped "SEALED" three times, and (2) Plaintiffs advised the Court in May 2004 that they
had "inadvertently disclosed" information subject io the order. (See Kotler Decl. Exhs. D, E). Inany
event, the order cannot cure the fact that Plaintiffs are not authorized to obtain classified information. ™

At bottom, the' Fact that Plaintiffs have filed a constitutional challenge to a single NSL issued“

Accbrdingly, Plaintiffs’ motion to exclude the Ex Parte FBI Declaration, as well as their as-applied

challenge to the NSL served on'-'should be rejected.

C. Plaintiffs' Fiftk Amendment Claim Is Meritiess

Plaintiffs rightly make short work of their Fifth Amendment clagm, whichis devoid of merit. Well-
écttled precedent roakes clear that the FBT is not required to justify the non-provision of nofice to persons
about whom it seeks information during iﬁvestigations. Gov, Br. at 36

In response, Plaintiffs wrongly contend that a person has a right to notice when records requested
from a third party "implicate the First Amendment." P1. Opp. Br. at 26. Plaintiffs do not -- because they

cannot -- cite any case holding that 2 person is gntitied to notice of a subpoena or record request issued 10

 athird party, even when it aliegédly “implicate[s] the First Amendment." Likewise, Plamtiffs do not -
because they cannot —- cite any case holding that the Government must provide (or justify the lack of)
notice to persons about whom it seeks information when it requests records from a third party, again even
when the request allegedly "implicate]s] the First Amendment." Indeed, in the context of grand jury and

civil subpoenas, persons are not enfitled to notice that the Government has sought records pertaining o

i While Plaintiffs reference the Classified Information Procedures Act ("CIPA™, 18 US.C.

App. 3, Motion to Exclude at 7 1.2, that statute governs disclosure of classified information in criminal
cases. See CIPA'§ 2. In any event, the CIPA expressly provides for a district court's ex parie .
consideration of evidence in support of 2 Government request to limit a criminal defendant’s access to
classified information. CIPA § 4; ses generally United States v. ¥limavicius-Viloria, 144 F.3d 1249,
1260-61 (9th Cir. 1998) (district court may hold ex parie hearing and consider documenis submuitted ex
parte when considering whether to refuse disclosure of classified information to criminal defendant).

27




them from a third party (although the subpoenaed party may disclose that records were sought, if desived).
Plaintiffs wholly fail to respond to Supreme Court precedent making clear that when agencies act

in an investigative fashion, they do not make determinations fhat “deprive anyone of his life, liberty, or’

property.” Hannah v, Larche, 363 U.S, 420, 441 (1960). Nor do Plaintiffs respond to the fact that a notice
requirement "would substantially increase the a’bility-ofpersons-who' have something to hide to impede_ ;

legitimate investigations." SEC v. Q'Brien, 467 U.S. 735, 750 (1984)

Finally, Plaintiffs' attempt to distinguish Reporters Cormum. for Freedom of the Press v, American

Iel. & Tel. Co., 593 F.24 1030 (D.C. Cir. 1978), is wholly unavailing. Pl Opp. Br. at 26-27. Plaintiffs

make the remarkable assertion that the plaintiffs in that case "did not contend . . . that the telephone records

at issue implicated the First Amendment." Pl Opp. Br. at 26. The plaintiffs in Reporters Comm.
spediﬁcally made a First Amendment chalienge to the lack of notice that their telephone records were
sought; they did so because they claimed to have a "First Armendment interest” in the records. 593 F2d
at 1047, Indeed, it is impo;sibic to conceive that the plaintiffs in Reporters Comm. would have pursued
a Fixst Amendment challenge other than because they believed that the records were protected by, and
Impiicated, the First Amendment. In addition, while the plé,intiffs claimed a special First Amendmentright
to notice because they were journalists, they did so because they apparently conceded that "citizens in

.genera] have no such right" fo notice. 593 F.2d at 1046; see also id. at 1051 ("The First Amendment does

not guarantee plaintiff joumalists,'or other citizens, a:special.right to immunize themselves from good
faith mvestigation simply because they may be engaged in gathering information.” (emphasis™added)).

In sum, Plaintiffs Fifth Amendment challenge to § 2709 fails

‘5 Although Plaintiffs' moving pipers grounded their notice claim in the Fifth Amendment,

PL Mov. Br. at 37-39, their opposition papers add the First Amendment as a basis for relief, PL Opp. Br.
at'26. As explained supra at 27, like the Fifth Amendment, ‘the First Amendment does not require
provision of notice to individuals that records pertaining to them have been sought from a third party,
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POINT II

PLAINTIFES' FIRST AMENDMENT CHALLENGE TO THE NON-DISCLOSURE
REQUIREMENT IN § 2709(c) AND THE CHALLENGED NSU IS MERITLESS

A § 2709{c) Satisfies First Amendment Strictiures. As Does the Challenged NSL

Contrary to Plaintiffs' claim, § 2709(c) does not.im.pose an “urconstitutional pricr restra@.t" on
speech. PL Opp .IBr.- at 32. Rather, just a'.S Congress may deny access té information ha.mllful fo the Natién
or punish speech that betrays such secrets, so too Congress -- through § 2709(c) -- may bar the disclosure
of information that -harmsl the integrity and efficacy of authonized foreign counterintelligence or counter-

terronism Investigations. In addition, Tike the non-disclosure requirements upheld in Bulterworth v. Smith,

494 1J.8. 624 (1990), Kamaginsk v. Judicial Review Council, 44 F.3d 106 (24 Cir. 1954}, Hoffman-Pucn

v. Keenan, 338 F.3d 1136 (1 0th Cir. 2003}, and First Amendment Coalition v. Judicial Inquiry and Review

Bd., 784 F.2d 467 (3d Cir. 1986), § 2709(c) satisfies First Amendment stnctures. Gov. Br. at 46-30.

1. The Undisputed Evidence Demonstrates that § 2709(c) Is Necessary to Protect
the Integritv of Counterintelligence and Counter-terrorism Investigations

Plaintiffs wrongty insist that the Government "furnishes no justification” for the non-disclosure
provision i § 2709(c). Pl Opp. Br. at 38. To the contrary, the Government cited extensive legislative
history documenting Congress' findings that non-disclosure of investigative requests is esseatial to the
effective conduct of counterintelligence and counter-terronism activities. Gov. Br. at.38-39, 40-41." In

addition, the Government subruitted a declaration signed by the Assistant Director of the FEI's

6 Plaintiffs seck unpcrsuasi'vciy to discount the "considerable amount” of legisiative history

cited by the Government, claiming that it pre-dates the 2001 amendment to the cerfification for issning
NSLsunder § 2709(b). PL. Opp. Br. at 38 n.13. The amendment to the certification in subsection (b) had
nothing to do with the basic fact — as the undisputed evidence in the record demonstrates ~- that-secrecy
is-essential in comducting counterintelligencs and counter-terrorism investigations. - In any event, it makes
nosenss that Congress, in amending subsection (b}, would not consider whether any other subsection had
to be amended due o the change. See generally Trigon Ins. Co. v. Uhited States, 215 F, Supp. 2d 687,659
(E.D. Va. 2002) (noting "familiar principle that Congress is presumed to be aware of existing statutory
provisions when it enacts amending legislation™).
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Counterintelligence Division detailing how secrecy is essential in conducting foreign counterinteliigence
and counter-terrorism investigations, and describing why the full non-disclosure required in § 2709(c) 1s
eritical to ensure the integrity and efficacy of such investigations. (Szady Decl. ¥ 9-12, 17-33).7
Moreover, as the Government -noted, a number of statuies require secrecy of individual
invéstigative fequasts. Gov. Br. a1 38-41. Buried in 2 footnote, P1. Opp: Br. 2t 40, 14, Plaintiffs' résponse
.18 \Twh.olly unpcrsuasivc': contrary to Plaintiffe' assertion, the Government does not point only to non-
disclosure provisions associated wih surveillance that requires judicial approval. In addition to six
separate NSL statutes, the Government noted, for example, that 18 U.S.C. § 1510(b)(2) imposes criminal

sanctions on & bank officer who notifies his custorner that a grand jury has subpoenaed records pertaining

to the customer. Gov. Br. at 41; sge also 31 US.C. § 5318(g) (where financial institution reports
suspicious transaction, institution "may not notify any person involved in the transaction that the
transaction has been reported”). Likewise, the Government noted that where the Attorney General (rather
than a court) may authorize electronic surveillance or physical searches, he may direct that an entity fumish
all assistance necessary o accomplish the surveillance or search “in such a mammer as will protect its
secfecy." Gov. Br. a{ 40 (citing 50 U.S.C. §8 1802(2)(4)A), 1822(a)(4)(A)).

Plaintiffs have failed to submit a single piece of evidence raising any digpute of fact with respect
to the need for full non-disciosure as required by § 2709(c). Rather, Plaintiffs offer only the conclusory
staternents of their counsel m amemorandum of law. See. g.2..Pl. Opp. Br. at 43-44, 55, Itis well settled

that assertions by counsel do not constitute evidence, Quint v. A.E. Staley Mfe, Co., 172 F.3d 1, 20 (1st

Cir. 1999); Skvline Corn. v. NLRE, 613 F.24 1328, 1337 (5th Cir. 1980); Oriiz v. Regan, 749 F. Supp.

1254, 1263 (S.D.N.Y. 1990) ("assertions in & brief are not evidence of anything"), and are msufficient 1o

i The Szady Declaration necessarily employs general ferms, as details of particular

counterntelligence and counter-terrorism investigations are highly confidential, if not aiso classified.
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defeat summary judgment, Vivid Technologiss v. American Seil. & Eng'e, 200 F.3d 795, 812 (Fed. Cir.

1999); Nieves v. Univ. of Puerto Rico, 7 F.3d 270, 276 n.9 {1st Cir.1993),

In addition, Plaintiffs (and their counsel) are simply ill-snited to question the need for full secrecy
in conducting connterintelligence and counter-terrorism izivéstigations. Indeed, they have no experience -«
let. alone éxi;ertisc -- in- conducting such mvestigati'ons. - Meanwhile, even sourceslcite:d by Plaintiffs
recognize that.se.crecy of iﬁai'viduz;i iﬁvcstigativc requests in countef-tcrrorism investigations is critical.

| See R;port at 6 (noting that secrecy of "individﬁal FISA cases is certainly necessary"), 16 {noting that
report omits “any substantive issues relating to any criminal or natronal secﬁrlty investigation or
procesding™); The 9/11 Comunission Report at 103 (2004) (noting while it can impede congressional
aversight, secrecy is "necessary™).

Thus, even putting aside the daferf;nce owed to a statute duly enacted by Congress in the area of
national security, see Gov. Br. at 15-16, 55-56, Plaintiffs have failed to raise a genuine dispute as fo the
need for full non-disclosure of FBI investigative requests in countesintelligence and counter-temorism
investigations. Sumynary judgment upholding § 2709(c) is therefore appropriate on this basis alone.

p £2709(c) 1s Not a Prior Restraint or Otherwise Subieet to Traditional Strict Scrutiny

As demonstrated in the .Government's moving papers, § 2709(c) does not constituie 2 "prior
Testraint,” as it does not impose a licensing system or injunction against any particular proposed spesch,
but rather delineates a general category of information -~ "that the [FBI] has sought or obtained access {o
infonﬁation or records under” § 2709 - which may not be disclosed. Gov. Br. at 50-51. While Plaintifls
rely on two sentences from Near v. Minnesots, 283 U.S. 697 (19231), stating that the press should be free
from "legislative restraint," PL Opp. B, at 33, that case does not describe what is referred to as "legislative
restraint® -- much less hold that the phrase refers to a statute prohibiting the disclosure of certain categories

of information. The statute at issue in Near, different from § 2709(c}, criminalized the publishing of
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obscene, malictous, or seandalous periodicals, and crzated a system under which a court could permanently
gnjoin particular publications. 283 U.8. at 702, Indeed, the Supreme Court invalidated the statute only "s0
far as it authorized the [judicial] proceedings n this action” to enjoin publication of a particular newspaper.
1d. at 722." Meanwhile, neither the Supreme Court Inor the Second Circuit evaluated s prior restraints
. those portions of no"n_-disclosure provisions upheld in Butterworth and K.amasinski."

In addition, in Landmark Communications v, Virginig, 435 U.S. 829, 838 (1978), the Supreme

Court expressly stated that a statute imposing 2 non-disclosure requirement was not a prior restraint.

Plaintiffs' attemipt to distinguish Landmark, P1. Opp. Br. at 33 n.11, isunavailing. While Plaintiffs assert --

without citation to any particular page of the decision - that the challenged statute "did not gag speech

1 In Alexander v, United States, 509 U.S. 544, 550 (1993), acase upon which Plaintiffs rely,

the Supreme Court noted that the “term prior restraint is nsed 'to describe administrative and judicial orders

i

forbidding certain communications when issued in advance of the time that such cormmunications are to

occur.” The Court described its holding in Near as "invalidat{ing] a court order that perpetually enjoined
the named party ... ." Id,

1 Plaintiffs' contention that courts “have analyzed statutes prohibiting categories of
disclosures” as prior restraints, PL. Opp. Br. at 33 (internal marks omitted), does not advance their cause.
Two of the cases cited by Plaintiffs adopt an analysis that is inconsistent with Plaintiffs' argument: the
statutes did not prohibit the disclosure of certain categories of information; rather, they imposed after-the-
fact penalties for certain disclosure -- which, according to Plaintiffs, PL. Opp. Br. at 32 & n.11; PL Mov.
Br. at7, is not a prior restraint. See Doe v, Gonzalez, 723 F. Supp. 690, 690 (S.D. FL. 1988), affd, 886
F.2d 1323 (11th Cir. 1989); Dove Audio v. Luneren, CV95-2570, 1995 WL 432631, at *2 {C.D.Cal. June
14 1995). Meanwhile, though notnoted by Plaintiffs, the decision in ACLU of Mississinpi v. Mabus, 719

F. Supp. 1345 (S.D. Miss. 1989), was vacated by the United States Court of Appeais for the Fifth Cirouit;
the: appellate court specifically found that the chalienged statute did not subject the plamtiffs to 2 prior
restraint. 311 F.2d 1066, 1072 (5th Cir. 1990). The statute at issue in Gardner v. Bradenton Herald, 413
S0.24 10, 11 {Fla. 1982), was only found to be a prior restraint on the press, The statute at issue in People
v. Denver Publ'e Co., 198 Colo. 213, 215 (1979), required prior court permission to publish certain
information, thus expressly creating a licensing system. Finally, the court in First Amendment Coalition
addressed 2 statute providing that "papers filed with and proceedings before the [Judicial Inquiry and
Review Board] shall be confidential.” 784 F.2d at 471. Even assuming that this statute can be considersd -

-analogous to the non-disclosure provision in § 2709(c), the Second Circuit in Kamaginski did not analyze

& stmilar statute - which prohibited disclosures about proceedings before a judicial counsil - as a prior
restraint. Of course, Fipst Amendment Coalition reversed a district court's finding that the confidentiality
provision was unconstitutional (except as it related to disclosure of 2 witness' own testimony).
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before it was spoken but rather imposed after-the-fact criminal penalties for certain prohibited disclosures,”
id,, the statute aperated as § 2709(c) does: § 2.1-37.13 of the Virginia Code expressly provided that 21l
papers filed with and proceedings before 2 judicial commission “shall not be divulged.” 435 5.8, 2830
n.1. Although the section additionally imposed a penalty for violating the non-disclosure requirement, that
‘daes not change the fact thatthe statute impoéad éuch a requirement. The Supreme Court stated that "the
challlenged statute" (i.e., § 2.1-37.13) "does not constitute & prior restraint.” 435 U.5. at 838.

Nor does § 2709 "effsctively operate[] as a Licensing scheme.” PL Opp. Br. at 33. The plain
language of the statute makes clear that 2 person is not required to seek Government approval before

disclosing anything. Likewise, the plain language makes clear that the Government is not authorized to

grant — or deny -- "licenses” to disclose information. Plaintiffs’ reliance on Doe v, Supreme Court of
Flonda, ?’34 F. Supp. 981, 984 (S.D. Fla. 1990) (cited in P1. Opp. Br. at 33}, is simply misplaced, as that
case nowhere stated that the non-disclosure provision at issue operated as a licensing system or granted
officials the power to permit or deny specch.

Msgnwhjle, Plaintiffs' assertionihat § 2709 constitutes 2 "conient-based restriction on speech” does
not advance their case. PL Opp. Br. at 34. Contrary to Plaintiffs’ characterization, the Government did not
argue that § 2709(c) "is not content-based.” [d. Rather, the'Government stated that the statute "“is not the
type of ‘content-based' restriction that requires traditional strict scratiny.* Gov. Br. at 51. While Plaintiffs
accuse the Government of being "misleading, to say the least," P1. Opp. Br. at 35 n.12, the Government

correctly noted that, in analyzing non-disclosure provisions, Butterworth, First Amendment Coalition. and

Hoffman-Pugh did not mention "strict scrutiny" or require the "narrow tailoring” that Plamtiffs demand.
Gov. Br. at 52 n.18. In addition, the Government expressly acknowledged that the Second Circuit in
Kamasinski emploved "strict serutiny,” Id. Asthe Govemnment correctly observed, however, Kamasinski

did not consider the Supreme Court's statements in Virginia v, Black, 538 10.S, 343, 361-62 (2003), R.AY.
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v, Cityof 8¢, Paul, 505 U.8. 377, 382 (1994), and Citvy of Renton v. Playtime Theatres, 475 U.S. 41, 48-49

(1986), indicating that the purpase of the First Amendment is to ensure that the Government does not
proscribe speech "because of disapproval of the ideas expressed. Gov. Br. at 51-52 & n.18%* More
importantly, the Govcmment cdmctly noted that Kamasinski did not discuss or require "narrow tailoring.”
Id. at 32 n.18. Thus, as the Government n'otled, preccdent invoiviﬁ'g noﬁ-disclosure provisions indicates
that traditiona] strict sorutiny, such as a narrow tailoriﬁg requirement, islinappropriate in this context.

Because § 2709(c).is not subject to traditional strct scrutiny, and because the statute advances‘
important governmental interests and does not burden substantially more spesch thannecessary, the statute
easily safisfies First Amendment scrutiny. Gov. Br. at 54,

3. Evep If Tt Applied. § 2709(c) Would Pass Hetoshtened Scrutipy

As demonstrated in the Government's moving papers, even if heightened scrutiny applied, § 27 09
would pass muster. Gov. Br. at 54-62, In response, Plaintiffs contend that § 2709 is not narrowly tailored
for three reasons, each of Which is incorrect.

First, Plaintiffs assert that § 2709(c) is not narrowly tailored because it does not require the
Government to justify non-disclosurs on a case-by-cass basis. PL Opp. Br. at 37-42. No such requirement

exists. Indesd, Bufterworth, Kamasinski, Hoffiman-Pugh, and First Amendment Coalition upheld non-

disclosure provisions that were categorical; none required a case-by-case determination of the need fornon-
disclosure. In additioﬁ, while Plaintiffs correctly observe that the federal rule governing grand jury secrecy
does not impose a categorical non-disclosure requirement on witnesses, PL. Opp. Br. at 39, Plaintiffs ignore
that the rule does impose a categori:-;al non-disclosure requi.rément on all other participants in the

proceedings, see Fed. R, Crim. P, 6(¢).

2 While the court in Baugh v, Judicial Inguirv and Review Comm'n, 907 F.2d 440, 444 (4th

Cir. 1990} (cited in PL. Opp. Br. at 34), distinguished between viewpoint and content neutrality, it similarly
did not discuss R.A. V. and Virginia v, Black (indeed, Baugh pre-dated both cases).
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Plaintiffs' argument simply disregards that § 2709(c) applies to only one Himited sef of
investigations: authorized foreign counterintelligence or counter-terrorism investigations. Congress made
the judgment that, in this particular and limited context, secrecy is necessary for every inv;stigative
request™ Congress' determination is entitled to deference, seg Gov. Br. at 15-16, 55-56, and in any event

is fully supported by the undisputed evidence in the record {see Szady Decl. 9 9-12, 17—33). Indeed,

common sense diotates that when the FBI is conduciing coupterintelligence and coupier-terrorism
investigations — the primary objective of which is to disrupt and interdict clandestine intelligence activities
and terrorist acts bafore they occur (id. at § 8) - its actions must be covert.

Contrary fo Plamntiffs' assertion, the_GOVemmcﬁt‘s moving papers did not state that the need for
secrecy depends on the facts surrounding a particular NSL. P1 Opp. Br. at 39. The need for secrecy exists
for everv investigative request. At the most basic level, what may appear in Plaintiffs’ view as "non-
sensitive” or inmocuous information concerning 2 particular NSL can be pisced together by foreign
intelligahce services or terrorist organizations, allowing them to construct pictures of particular
investigations, to discern patterns of intelligence gathering methods and capabilities, and 10 learn how to
circumvent particular investigative methods. (Szady Decl. §9-12, 24-25, 27, 33); Gov. Br. at 42-43, 57-

582 In addition, though ignored by Plaintiffs, non-disclosure of an NSL protects its subject from

4 Thus, contrary to Plaintiffs' assertion, § 2709 does not "cedef} 2ll authority to the

government to determine whether, and to what extent, constitutional Tights must be restricled to
accommodate” security needs. Pl Opp. Br. at 38. Plaintiffs' reference to an "unchecked exercise of
 executive branch power," id., is, again, 2 mischaracterization of the statute. It was {Congress - cxpressly
aiming to balance privacy interests and law enforcement needs -- that made the determination that fvll non-
disclosure is required with respect o all NSLs.

= Courts, including the Supreme Court, have repeatedly recognized this most basic fact. Jeg
Gov. Br. at42-43 (citing cases); ACLIJ, 265F. Supp. 2d at 29, 31 (inresponse fo ACLU's request for, inter
alia, statistical information about use of NSLs, Government properly wittheld such nformation under
national security exemption: information about how particularinvestigative tools are used may "undermine
the efficiency and effectiveness of such surveillance"). While Plaintiffs note that none of the casss cited

(continued...)
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harassment; if i.t is ultimately determined that the person has no connection to terrorism or clandestine
intelligence activities, thcr; the public is never informed of the inquiry and suspected connection. (Szady
Dec. 23). Of course, there may be addifional reasons further mandating non-disclosure of any particular
I_*JSL {see id. at 9% 19-28), but that does not change the fact that secrecy 1S necessary in £Very Case.
| - In addition, contrary to Plaintiffs' suggestion, any requirement that the FBI obtain judicial orders
of non-disclosure - which would have to be souglht and obtzined before an NSL can be served -- would
be unwise. Pl Opp. Br. at 38-39, 40. Any such requirement is simply unnecessary, given that the
justification. for secrecy exists with respect to any NSL. See supra at 35.36. In addition, such a
requirement would hinder the FBI's ability to use NSLs (like subpoenas) as a method to guickly obtain
information as.an investigation - o stop counterintelligence activitics and terrorist acts -- is unfolding.
Second, Plaintiffs assert that § 2709(c) is not namowly tailored because the non-disclosure
requirement is indefinite. P1. Opp. Br. at 42-43. Asnoted in the Government's moving papers, Plainuffs'

argument is based on a fundamental misapprehension of the nature of foreign counterintelligence and

(...continued)

by the Government invoived 2 challenge to a non-disclosure provision, P1. Opp. Br. at 40-41, Plaintiffs
assert a distinction without a difference. The posture in which courts have recognized this obvious
principleisirrelevant; foreignintelligence services and terrorist organizations maintain the ability 1o picce
together information about our intelligence gathering capabilities -- and to use that information 1o harm
the United States -- regardless of the posture in which a judicial action is brought. Meanwhile, Plaintiffs'
reliance on Detroit Free Press v, Asheroft 303 F.3d 681 (6th Cir. 2002) (cited in PL. Opp. Br. at4] n.15},
is unavailing, That case involved an administrative directive closing to the public certain deportation
proceedings conmected to terrorism, and thus the separate quastion of a public right of access to
deportation proceedings. As noted in the Government's moving papers - and to which Plaintifis fail to
respand ~ there is no public right of aceess to particular investigative steps in foreign counterintelligence
or counter-terrorism investigations. Gov. Br. at 45 1.13. In addition, the court in Dgfroit Free Presgfonnd
that the directive was not narrowly tailored because, while the deporiation proceedings were closed, the
participants were nonetheless free to publicize what had occurred. 303 F.3d at 707 Im contrast, § 270%(c)
prohibits acommunication service provider from making any disclosure abont aparticuiar NSL. Although
not mentioned by Plaintiffs, the United States Court of Appeals for the Third Circuit reached the opposite
conclusion, upholding the administrative closing directive. North Jersey Media Group v. Asheroft, 308

F.3d 198, 218-20 (3d Cir. 2002} (noting dangers raised by public access 1o deportation proceedings in
-which there 1s connection to terrarismy).

36



counter-terrorism investigations. Gov. Br. at 60-61. Given that such investigations principally aim 1o
prevent future threats to national security (as the undisputed evidence in the recard shows), the FBImust
‘move from target to target, attempting to track the diffsrent links and cells of terrorist and foreign
mtelligence networks. (Sza&y Decl. §30). Evenifone targét is arrested, prosecuted, or expelled from the
country, the FBI must continue its search -- secretly - for other co—couépirators plotting to commit future
terrorist acts or | clandéstine ntelligence activities. (Id. § 30-31).. More generally, even if the FBI
t:o:nplstés its- investigation of an entire terromst or intelligence organization, tllrxe FBI's patterns and
capabilities of intelligence gathering must remain secret, so that other terrorist orintelligence organizations
cannot use such information to circumvent or disrupt future detection. (Jd. 7 33).

Plaintiffs' opposition completely ignores the arguments raised in .the text of the Government's bref
{see Gov. Br. at 60-61) and described in the precéding paragraph, and instead inaccurately asserts that the
Government's "chief response” is that an NSL recipient can pursue an as-applied challenge to the continued
application of § 2‘?09(0)' P1. Opp. Br. at 42-43, The Government's point in making that brief observation,
Gov. Br. at 61 n.24, was that an NSL recipient is not without remedy with respect to § 2709(c); the
recipient can bring an as-applied challenge fo its continued application.®

Third, Plaintiffs assert that § 2709(c) is not narrowly tailored because it assertedly "suppresses a

broad array of non-sensitive information," the disclosure of which, according to Plaintiffs, poses no Tisk.

» Plaintiffs' attempt to distinguish the Government's reliance on Kamasinski and Seattle

Times Co. v.Rhinehart, 467 U.S. 20 (1984), on the ground that the non-disclosure requirements-discussed
therein ‘were not permanent, is wnavailing. PL Opp. Br. at 46. Neither of those cases involved
counterintelligence or counter-terrorism investigations, which are forward looking and principally aimto
prevent future crimes, Meanwhile, the non-disclosure requirement that remained effective in Butterworth
was permanent, 494 U.S. at 629 n.2. Similarly, the federal rule goveming grand jury secrecy mposes &
permanent non-disclosure requirement on non-witness participants in the proceedings. Fed. R. Crim. P
6(c). Inaddition, while Plaintiffs note that the plaintiffs in Kamasinski and Seatfle Times had voluntarily
invoked the process of 2 court (or judicial review council), they again rely on a distinction without a
difference. Pl Opp. Br. at 46, Neither the Supreme Court nor the Second Circuit stated that a plaintiff's
voluntary invocation of process affected the inquiry.
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Pl Opp. Br. at 43-47. Asnoted supra at 31, however, Plaintiffs are ill-suited to declare what information
1s "sensitive" or "non-sensitive" with respect to foreign counterintelligence and counter-terrorism
Investigations. What may appear "non-sensitive” or innocuous to Plaintiffs -- who do not have the full
picture of any counterintelligence or counter»tegoﬁsm mvestigation - may indead harm the mtegrity and
: Efx"macy of sqc‘n inv;e;tigation. See Gov. Br. at 43, 56-58. Meanwhile, Plaintiffs have failedj to suﬁmjt a
single pisce of evidence disputing the evidence in the record demonstrating that full non-disclosure with
respect to mdividnal NSLs is necessary.

In addition, Plaintiffs' opposition papers again improperly iﬁsist that the FBI should have to draw
lines between acceptable and unacceptable disclosures about a paﬁicular NSL. See PL Opp. Br. at43-45.
As pointed out in the Government's moving papers - and to which Plaintiffs fail to respond -- any
disclosure about a particular NSL can lead to additional inguiries, raising the possibility that service
providers will disclose further details about a particular NSL. Gov, Br. at 58. In addition, inadvertent (and
improper} disclosures can and do happen. Id. Ag common sense dictates, once any disclosurs about a
particular NSL is permitted, it 1s impossible to ensure that communicaﬁon service providers - who denot
kmow the context underlving the issuance of an NSL received - will not also disclose information that
undermuines the underlying investigation. Id.

Moreover, Plamntiffs again overstaie the scope of the noz_%d.isclosure provision. Contrary ic
Planfiffs' insistence, § 2709(c) does not prevent a communication service provider from discussing
"general categories of information” sought through or "generic languags" contained in NSLS. PL Opp.Br.
at 44, Such disclosure is permissible to the extent such information is contained in the statute, seg 18
U.8.C. §2709(a), (b) (Supp. -1 2002}, or is otherwise publicly avaiiable (see First Beeson Decl. Exhs. 10,
11 {documents generally discussing NSLS)) -- s0 long as the gervice provider doesnot disclose that the FBI

has made a particnlar inquiry, or the details of such inquiry. Gov. Br. at 44-46,
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Plaintiffs also inappositely claim that § 2709(c) prevents service providers from crificizing the

"actual gxercise of government authority.” PL Opp. Br, at 45, As noted in the Government's moving
papers, Plaintiffs’ complaint is not \Ivith the exercse of the Government's authority; indeed, they have not
| claimed that any NSI (including the challenged NSL) has e;cceed,ed the FBI's authority under § 2709,
- Rather, the gr&v-atﬁen of their complaint is that the FBI should not have autborit.y\to issue NSLs under the
proécdwcs outlined in § 2709. The disclosure of such criticism -- while groundless - is not preciuded.
In sum, even if it applied, § 2709(¢) would pass heightened scrutiny.
4. The Challenged NSL Is Constitutional

Plaintiffs also claim that the challenged NSL, which incorporates § 2709(c)

| 1}, has “suppressed a wide array of non-sensitive speech in this case and is far from narrowly tailored.”
PL Opp. Br. at 52.56. Again, Plaintiffs are ﬁong. Just as § 2709(c) passes constitutional muster, gge supra
at 29-39, the challenged NSL incorporating the statute is constitutional.

In addition, Plaintiffs again wrongly attempt to manufacture & licensing system under the statute,
suggesting that the Government has the power to define what may or may not be disclosed, See PL Opp.

‘Br. at 33. As this Court's May 14, 2004 Order makes clear, it is — and has been — for this Court to
determine what Plaintiffs may publicly disclose.

Plaintiffs also again overstate the scope of § 2709(c)'s application in this case. Plaintiffs, of course,
have not been prevented from making any staterents to the Court, and thus have had full opportunity to
pursue their claims. In addition, Plaintiffs have not been prevenied from making their facial cha.lleuge to
§ 2709 available to the press and public - iﬁcluding through press releases and postings on the ACLU's
website. Stmilarly, contrary to their assertion, PL. Opp.. Br. at 54, Plaintiffs have not been prevente@ from:
criticizing the Government. As noted in the Government's moving papers, Plaintiffs’' complaint lies not

with the way in wiuch the FBI sought records from Jout rather with the fact that the FBI is
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authorized, through § 2709, to request such information. Again, Plaintiffs have been free to publicize such
criticism to the press and public. Moreover, while Plaintiffs focus on individual phrases or sentences that
have been redacted from their papers, PL. Opp. Br. at 52-35, they ignore what those statements
cornmunicate when considered in the context of all of their publicly-available statements about this case.”™
Finally, Plaintiffs wrongly sﬁggést that the Govcmmént has "minimize{d] real thriats to national
security” by “suggesting that innocuous information zrilust be kept from the public.” Pl Opp. Br. at 55
Again, Plaintiffs are inno plosition to declare what informationis "innocuouns.” Meanwhile, the statements ‘
that have been affocted by § 2709(c) in this case are far from "innocuous.” The undisputed evidence inthe

record demonstrates that disclosure of the fact that a particular NSL has been issuedj_

e/ Dect. 9 22; Ex Parte FBI Decl. 1 32-33, 48-52) -
threatens the integrity and efficacy of an &
Tn sum, the non-disclosure required by § 2709(c) and the challenged NSL is constitutional

B. Plaintiffs' Vacueness Chalienge to § 2709(c) and the Challenged NSL Is Meritless

1. Plaintiffs" Facial Vagueness Challenge Fails
As noted in the Government's moving papers, Plaintiffs' vagueness challenge to § 270%() is

merifless. The statute provides fair waming of prohibited conduct, making it clear that disclosures

o While Plaintiffs réference that the Government inadvertently did not redact the words"the -

challenged NSL" at the end of their moving papers, PL. Opp. Br. at 54, Plaintiffs simply highlight the need
for full non-disclosure with respect to a particular NSL.. As noted supra at 38, inadvertent disclosures can,
and do, happen -~ even where a party is taking all precantions to avoid problematic disclosure.

= Plaintiffs also fail in their attempt to coopt a statement from the 9/11 Commnission Report.

PL Opp. Br. at 55 n.25. The clear import of this statement is that secrecy in counter-terronsm
investigations is "necessary," although it "can also harm oversight” by Congressional commtittess. Id,

2 ‘While Plaintiffs' moving papers included a footmote containing an overbreadth chellenge
to § 2709(c), PL. Mov. Br. at 18 n.7, Plaintiffs apparently have abandoned the argumment in their repty and

opposition papers. In any event, any overbreadth challenge would fail. See Gov. Br. at 62 n.235,
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revealing that the FBI has made a particular inquiry are prohibited. Gov. Br. at62-66. In their opposition,

laintiffs assert that § 2709(¢) is vague because it does not expressiy provide that an NSL recipient can
consult an attorey, file 2 motion to quash, or pursue an as-applied ch.alienge to § 2709(c). Pl Opp. Br.
at 47, Plaintiffs' assertion is umavailing.

‘Bection 2709(¢c) 1s sufficiently cloar with respect to actions that may be taken. As for consultation
with an attorney, Plaintiffs wholly ignore the maxim that a statute must beconstrued to avoid constitutional
doubt, Gov. Br. at 63-64. Inaddition, Plaintiffs' response, Pi. Opp. Br. at 47-48, simply misses the point.
While  service provider's consultation with an attorney about an NSL does "expose” the NSL to the
attorney's view, the communication is privileged and an attorney cannot divulge the information further.

. In essence, the service provider has merely communicated within itself (i.e.. to an agent who is covered
by privilege). Indeed, though ignored by Blainﬁffs, courts have implied exceptions to non-disclosure
requirements for purposes of consultatien with counsel. Gov. Br. at 64.%
With respect 1o pursuing a pre-production motion to quash, Plaintiffs - on their owsn, without any
(inaccurate) claim of permission from Agent"“-- concluded fhat they could -seck to enjoin

enforcement of the NSL served onj P* i1y fact, that is exactly what they did, determining on fieir own _

M Plaintiffs wrongly accuse the Government of "exploitfing] the statute's vagueness” with

respect fo consulting an atforney. PL Opp. Br. at 48. Plaintiffs again mischaracterize the Government's
moving papers, wrongly stating that the Government tool the limited position that a service provider may
consult an attarney only "to the extent necessary to fulfill the FRIrequest.” Id. (citing Gov. Br. at641.27).
Plaintiffs again ignore the text of the Government's moving brief, which provided that a service provider
may consult an attorney "for the purpese of securing legal advice with respect to an FBI request for
records” -- to fulfill the request or to pursue a challenge to it. Gov, Br.at 64; ses alsg Gov. Br. at461n.13

("8 2709{c). properly construed, does not prohibit a communication service provider from consuliing with
an atiorney about a particular NSL™).

IR

2 Plaintiffs claim only that Agent | Pz ermission to consult an attorngy
(rather than to file a pre-production motion to quash or an as-applied chalienge to § 2705(c)).
Decl. §16); PL Opp. Br.at 11,28 n.8. As demonstrated supra at 9 & n.3 and in the Government's MoVIng
papers, even that limited claim is inaccurate. Seg also Gov. Br. at 11, 50 1.16; (N T>ocl. 9 6-9).
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to file their complaint under seal. While Plaintiffs cite several rules and statutes.expressly providing for
motions to quash, P1. Opp. Br. at 48, they ignore that numerous statutes authorizing record requests o not
expressly provide for such challenges, gee supraat 6-7. Likewise, with respect to pursuing an as-applied
challenge to § 2709(c), Plaintiffs — again-on their own, and without any claim Qf permission - concluded
that they could pursus an as-applied challenge to the stahrie. It simply strains crcdulity for Plaintiffs to
assert that a comraumication service provider would not think that it could challenge an NSL received or
the stafute governing NSLs, notwithstanding § 2709(c).

2. Plaintiffs' As-Applied Vagueness Challenge Fails

Just as § 2709(c) is not vague, the chalienged NSL incorporating it is not vague. Plamtiffs again
wrongly level the accusation that "the government does not know what [§ 27 09(c)] means." Pl Opp. Br.
at 36. The Government has consistently maintained that § 2709(c) does not prevent the AéLU, a second
John Doe Plaintiff - or any other person or entity - from disclosing a facial chalienge to the statute
(although discussion referencing a particular NSL, or indicating that z particular NSL was issued, is
barred). Gov, Br. at 65-66. Contrary to Plaintiffs' claim, P1. Opp. Br. at 56, the Government never stated
that the ACLU could not disclose the fact that it represents another plaintiff in this case. Indeed, the
caption of the redacted complaint makes clear that there is another plaintiff (whose identity is redacted).
Compl. at 1. Rather, the Govermment stated that § 2709(c) bars the ACLU from disciosing that 1t

represents another plaintiff who was served with an NSL.

Also contrary to Plaintiffs' claim, P1 Opp. Br. at 56, the Government has not taken inconsistent
positions with respect to Plaintiffs' statements about the alleged effect of the non-disclosure provision in
this case. The Government has consistently sought redaction of any statement by Plaintiffs that the non-

disclosure provision applics in this case. See id. ("That [§ 2709(c)] is exceedingly broad is evident from

the effect of the provision in this case."). Such statements directly communicate that one of the plaintiffs

P o
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received an NSL, because the non-disclosure provision otherwise would not apply. Consistent with this
Court's May 17, 2004 ruling, however, the Government has not sought redaction of Plamntiffs’ statemerts
that are vague enough that they could be construed ag an {erroncous) assertion that the non-disclosure
provision prevents a service provider from disclosing a facial challenge to the statute. See id. at 56-57
("The {non-disciosure requirement in § 2709(c)] is preventing us from communicati'n g infonﬁatior} that
is relevant to the public debate about the Patriot Act™; "Because of [§ 2709(c)}, I have not disclosed
information about [redacted] this lawsuit fo the press and public.").”

In sum, Plamiiffs' vagueness challenge fails.

k k ok

In a dismissive footnote at the end of their brief, Plaintiffs attcm;pt to downplay the exiraordinary
nature of their request for an injunction barring the use of § 2709, claiming that the FBI would not be
prevented “from obtaining records through other, constitutionally valid procedures." Pl Opp. Br. at 49
n.21. Significantly, Plaintiffs fail to point to any other statute authorizing the FBIto subpoena or request
records for use in counterintelligence or counter-terrorism investigations. Grand jury subpoenas, for
example, are available only oncea grand jury is investigating a particular matter; many counierinteiligence
and counter-terrorism investigations, however, proceed without connection to a grand jury investi gation.
See generally B. Conf Rep. 104-427 at 35-36 (Dee. 20, 1995) (discussing NSL statute for consumer
reporting égencies) {("Many counterintelligence investigations never reach the criminal stage but pioceeci

for intelligence purposes or are handled in diplomatic channels.”), reprinted in 1995 U.S.C.C.AN. 934,

# Atthe May 17, 2004 conference, this Courtruied that the following sentence could e made

publicly available: "Plaintiffs originally filed the case under seal because their Complaint [REDACTED]
might be construed to fall within the scope of 18 U.8.C. §2709(c) .. ." The Government understood the
Court's ruling to have been based on the fact that the sentence, as redacted, was vague enough such that

it could be read to communicate only that Plaintiffs feared that a facial challenge to § 2709 would trigger
applicability of § 2709(c). ’
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983, 997-98. In announcing that their requested injunction "will not undermine any legitimate government
interest,” P1. Opp. Br. at 49 n.21, Plaintiffs again bs;.-tray a fundamental misunderstanding of the nature of
counterintelligence and counter-terrorism investigations, and fail to appreciate the detrimental nature of
thcir request that this' Court strike down an important statute whose sale purpose is to aid the FBI in
. preventing clandestin_a_a intelligence activities and terrorist acts,
CONCLUSION

Forthe foregoing reasong, the Government's cross-motion to dismiss the complaint or for surumary

judgment inn its favor should be granted.
Respectfully submittcd,

PETER D. KEISLER DAVID N.KELLEY
Assistant Attorney General United Statzs Attomey for the
: Southemn District of New York

By: ',}" G N A e i

DOUGLAS N. LETTER MEREDITH E. KOTLER (MK-9580)
Terrorism Litigation Counsel JEFFREY S OESTERICHER {(JO-8935)
11.S. Department of Justice - Assistant United States Attorneys

Civil Division 86 Chambers Street, 3rd Floor

New York, New York 10007
Telephone: (212) 637-2698
--Of Counsel-- Facsimils; (212) 637-2730

44



